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Abstract

Early type-safeopefating systemswere hampeed by
poor performanceContrary to theseexperiencesve show
that an opeiating systenthat is foundedon an object-ori-
entedtype-safentermediatecodecancompetavith MMU-
basedmicrokernelsconcerningperformancewhile widen-
ing the ealm of possibilities.

Moving from hardware-basedprotection to softwae-
basedprotection offers new optionsfor operating system
quality, flexibility, and versatility that are superiorto tradi-
tional procesanodelshasedon MMU protection.However,
using a type-safelanguage—sub as Java—alonegis not
suficient to achieve an improvement.While other Java
opemtingsystemadopteda traditional processonceptJX
implementdine-gainedprotectionboundariesTheJX Sys-
temarchitectule consistsof a setof Java component&xe-
cutingon the JX core that is responsibldor systeminitial-
ization, CPU context switching and low-level domainman-
agement.TheJavacodeis organizedin componentsvhich
are loadedinto domains verified,and translatedto native
code

JX runs on commodityPC hardware, supportsnetwork
communicationa framegrabber device, and containsan
Ext2-compatibldile systemWthout extensiveoptimization
this file systemalready reates a throughputof 50% of
Linux.

1 Introduction

For severalyearstherehasbeenanongoingdiscussionn
the OS communitywhethersoftware-basegbrotectionis a
promisingapproach3]. We wantto supportthe aguments
for software-basedprotection with the experience we
gained while lilding the JX operating system.

While MMU-based protectionis commonly used in
todays operatingsystemst hassomedeficiencieg10], [3].
From the point of functionality it neithermeetsthe actual
requirementf fine grainedprotection(pagesize is too

coarse)noroffersit appropriatebstractionfor accesgon-
trol (page tags are not capabilities).

Thesedeficienciequstify the exploration of alternatve
protection mechanisms.Java popularized a protection
mechanismthat is basedon a combinationof type-safe
intermediate code and load-time progragnification.

Several otherresearchgroupshave beenbuilding Java-
basedoperatingsystems:Suns JasaOS [14], which was
later replacedby “JavaOSfor Business”[18], JN [16], J-
Kernel[11], KaffeOS[2], andJoust[9]. But they areeither
limited by amonolithicstructureor arebuilt uponafull-fea-
tured OS and JVM. Furthermore no performanceigures
for OSrelatedfunctionality are published KaffeOSand J-
Kernelaretwo projectsthattry to overcomethe monolithic
structureby intruducinga processonceptwhichis similar
to the domainconceptof JX. But their researchis mainly
concernedvith introducingthe traditionalprocessconcept
andaredline [6] betweenuserlevel andkernelinto their
JavaoperatingsystemWhile aredline betweertrustedand
untrustedcodeis indeedimportant,we mustfree our mind
from the MMU-enforcedarchitectureof traditionaloperat-
ing systemsTheaim of our researchs a customizableand
flexible [4] openOS architecturewith fine-grainedprotec-
tion boundariesDependingon functionality and deploy-
mentof a systemtherearedifferentlevels of trustandpro-
tection.An embeddedeal-timesystermeedsadifferentred
line thanasingle-usedesktopsystenor amulti-usersener
systenor anactive network nodeOSJ[5]. In ourarchitecture
it is possibleto drav red lines when and wherethey are
needed.

While otherJava operatingsystemsequirea microker-
nel, or even a full operatingsystemincluding a JVM, JX
runs on the bare hardware with only a minimal statically
linked core (< 100kB). The remaining operatingsystem
functionality, including device drivers,is provided by Java
componentshatareverified, compiledto native code,and
optimized at load time.



The paperis structuredas follows: In section2 we
describethe architectureof the JX system.The problems
that appearwhen untrustedmodulesdirectly accesshard-
warearediscussedh section3. Sectiord givesexamplesof
the performance of IPC and file system access.

2 JX System Architecture

The JX systemconsistof a smallcore,writtenin C and
assemblerwhich is lessthan 100 kilobytes in size. The
majority of thesystemis writtenin Javzaandrunningin sep-
arateprotectiondomainsThecorerunswithoutary protec-
tion andthereforemustbetrusted.t containsfunctionality
thatcannotbe provided atthe Java level (systeminitializa-
tion afterbootup, saving andrestoringCPU state Jow-level
domain management, monitoring).
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The Java codeis organizedin componentySec.2.2)
which are loadedinto domains(Sec.2.1), verified (Sec.
2.4),andtranslatedo native code(Sec.2.5). A domaincan
communicatewith anotherdomainby using portals(Sec.
2.3).

The protectionof the architectures solely basedupon
the JX core,the codeverifier, the codetranslatorandhard-
ware-dependentomponentgSec.3). Theseelementsare
thetrusted computing bad&] of our architecture.

2.1 Domains

A domainis the unit of protection,resourcemanage-
ment, and typing.

Protection. Componentsn one domaintrust eachothet

Oneof our aimsis codereusabilitybetweendifferentsys-

temconfigurationsA componenshouldbeableto runin a

separatelomain,but alsotogether(co-located)with other

component@n onedomain.This leadsto several problems:

*Theparametepassingsemanticsnustbeby-copy in inter
domaincalls, but may be by-referencen the co-located
case. This is an open problem.

*During a portal call a componenimustcheckthe validity
of theparameterbecausehecallercouldbein adifferent
domainandis not trusted.Whencaller andcalleeare co-
located(intra-domaincall), the checkschangetheir moti-
vation—the are no longerdonefor securityreasongout
for robustnesseasonsWe currentlyparametrizéhe com-
ponentwhethera safetycheckshouldbe performedor not.

Resource Management. JX domainshave their own heap
and own memory areafor stacks,code,etc. If a domain
needsmemory a domain-specifiqolicy decideswhether
this requestis allowed and how it may be satisfied,i.e.,
where the memory comesfrom. Objectsare not shared
betweerdomainshut it is possibleto sharememory Other
Java systemsuse sharedobjectswith the consequencef
complicatedand not interdependentarbage collection,
problemsduring domain termination,and quality-of-ser-
vice crosstalk [13] betweeraghbage collectors.

Typing. A domainhasits own typespacethatinitially con-
tainsexactly onetype:java.lang.Object. Types(classesand
interfaces)and code (classes)kanthenbe loadedinto the
domain.Ourtype-spacapproachliffersfrom the Javatype
spaceg12] aswe do not usethe classloaderastype-space
separatotbut tie type separatiorto resourcemanagement
andprotection.By this meansa SecurityManager becomes
redundantand protection boundariesare automatically
enforced.

The C andassemblecodeof the JX coreare encapsu-
lated by a specialdomain, called DomainZeo. All other
domainscontainonly Java code.We do not allow native
methods.

2.2 Components

Codeis generallyloadedasa componentJX doesnhot
supportioadingof singleclassesA components a collec-
tion of classesandinterfacesTherearefour kinds of com-
ponents:
eLibrary: A simplecollectionof reusableclassesandinter-

faces (rample: the Jaa Development Kit).

*Service A componenthatimplementsa specificservice,
e.g.,afile systemor adevice driver. A servicecomponent
is startedafterit hasbeenloaded.To starta servicemeans
to executea staticmethodthatis specifiedin a configura-
tion file that is part of the component.

eInterface Accessto a servicein anotherdomainis always
performedusing an interface. An interface component
containsall interfacesthatareneededo access service.
An interface componentalso contains the classesof
parameteobjects A specialinterfacelibrary zeio contains
all interfaces to access DomainZero.



*Domain A domainis startedby loadingadomaincompo-
nent.An initial threadis createcandastaticmethods exe-
cuted.

Componentscan be sharedbetweendomains.Sharing
happensittwo levels. At alogical level sharingestablishes
awindow of type compatibility betweertwo domains At a
lower level, sharingsavzesmemory becausehe (machine)
codeof the componenhasto be storedonly once.While
componentsharing complicatesresourceaccountingand
domain termination, we believe that code sharingis an
essential requirementfor every real operating system.
While codecanbe sharedf thedomainsusethe sametype
of execution ervironment (translatoy memory layout),
staticvariablesarenever sharedln JX thisis implemented
by splitting the internalclassrepresentatiointo a domain-
local part, that containsthe statics,and a sharedpart, that
contains code and meta information.

2.3 |PC, Portals, and Services

Domains communicatesolely by using portals. An
objectthatmay be accessedrom anotherdomainis called
service Each service is associated witheavice thead

A portalis a remotereferencehat represents service,
whichis runningin anotherdomain.Portalsarecapabilities
thatcanbepassedetweerdomainsPortalsallow to estab-
lish the “principle of leastprivilege”. A domaingetsonly
the portals it needs for doing its job

A portallookslike anormalobjectreferenceTheportal
typeis aninterfacethatis derivedfrom theinterfacePortal.
A portal invocation behaes like a normal synchronous
interfacemethodinvocation:The calling threadis blocked,
the servicethreadexecutesthe method,returnsthe result
andis thenagain available for new servicerequestsvia a
portal. The caller threadis unbloclked when the service
method returns. While a service threadis processinga
request, further requests for the same service aredalock

Service
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An objectreferencecanbe passedisparametenf apor-
tal invocationonly if the objectis a service.In this casea
portalto theserviceis transferredandthereferencecounter
of the serviceis incrementedOtherparametersre passed
by value.Whenaportalis nolongerreferencedn adomain,
it is removed by the garbagecollector and the reference
counter of the associated service is decremented.

A portal/service connection between two domains
requiresthat thesedomainshave overlappingtype spaces,
i.e.theinterfacecomponenmustbelogically sharedlf the
interface componentdependson other componentsthey
must be shared, too.

2.4 Component Verifier

Whenacomponents loadedinto adomain,its bytecode
is verifiedbeforeit is translatednto machinecode Asin the
normalJava bytecodeverifier, the conformanceo the Jasa
rulesis checled.Basicallythis guaranteetype safety Fur-
thermoretheverifier performsadditionalJX-specifiacchecks
regarding interrupt handlers(Sec. 2.6), memory objects
(Sec. 2.7), and schedulers (Sec. 2.9).

A type-safeoperatingsystemhasthewell-known adwan-
tagesof robustnessandeaseof dehugging.Furthermorejt
is possibleto baseprotectionandoptimizationmechanisms
onthetypeinformation.Thisis extensiely employedin JX
by using well-known interfaces (containedin a trusted
library) andrestrictingthe implementabilityof theseinter-
faces (Sec. 2.6 and 2.7).

2.5 Component Translator

Componentaretranslatedrom bytecodeinto machine
code.Thetranslatoris a crucialelementof JX to getarea-
sonableperformanceThe translatoris domain-specificso
it canbe customizedior a domainto emplgy application-
specifictranslationstratgies. The samecomponenmaybe
translatedlifferentlyin differentdomains As thetranslator
is atrustedcomponentthis facility hasto be usedcarefully
because it &cts the protection of the whole system.

Furthermorehetranslatoris usedto “short-circuit” sev-
eral portalinvocations.Specialportalsthatare exportedby
DomainZero often do not need the domain context of
DomainZero.Invocationsof such portals can be inlined
directly at the call site.

2.6 Interrupts

An interruptis handledby invoking the handleinterrupt
methodof a previously installedinterrupt handlerobject.
The methodis executedby a dedicatedhreadwhile inter-
ruptson the interruptedCPU are disabled.This would be
calledthefirst-level interrupt handlerin a traditionaloper-
atingsystemTo guarante¢hatthehandlercannotblockthe
systemforever, the verifier checksall classeshat imple-
mentthelnterruptHandler interfacewhetherthehandlelnter-
rupt methodhascertaintime bounds.To avoid undecidable
problems,only a simple codestructureis allowed (linear
code,loopswith constanboundandno write accesdo the
loop variableinside the loop). A handleinterrupt method
usually acknavledges the interrupt at the device and
unblocksathreadthathandlegheinterruptasynchronously

2.7 Memory Management

Heap and Garbage Coallection. The memory of the
objectswithin adomainis managedby aheapmanagewith



garbagecollector Currently theheapmanageis partof the

JX core.lIt cooperatesvith thetranslatorto obtaininforma-

tion abouttheobjectstructureandstackstructure Sofarwe

areworking with only one heapmanageifimplementation
andonetranslatoimplementationbut it is alsopossibleto

build domain-specificheapmanagersThey can even be

writtenin Javaandrunin theirown domain.Theheapman-
ager is a trusted part of the system.

Memory objects. To handlelarge amountsof data, Java
usesarrays.Java arraysare uselessfor operatingsystem
componentsyecausehey donotprovideaccesgontroland
it is not possibleto shareonly a part of anarray JX uses
Memory objectsinstead Thememorythatis representetly
sucha Memory objectcanbe accessedia methodinvoca-
tions. These invocations are inlined by inserting the
machineinstructionsfor the memoryaccessnsteadof the
methodinvocation. This makes memoryaccessas fastas
arrayaccessA Memory objectcanrepresent part of the
memoryof anothemMemaory objectandMemory objectscan
be sharedbetweendomainslik e portals. Sharingmemory
objectsbetweerdomainsandtheability to createsubranges
arethefundamentainechanismfor azero-coy implemen-
tationof systemcomponentdjk e thenetwork stack thefile
system, or an NFS sew

Avoiding range checks by object mapping. A memory
rangecanbe mappedo a (virtual) objectthatimplementsa
marler interface(aninterfacewithout methodshatis only

usedto marka classasMappedLittleEndian or MappedBig-

Endian). The verifier ensureghat a classthat implements

oneof thesenterfacess neverinstantiatedy thenew byte-
code.Insteadthe objectsare createdby mappingand the
translatorgeneratesode to directly accessthe memory
rangefor acces$o instancevariablesThis makestherange
check redundant.

2.8 Domain Termination

When a domain terminates, all resourcesmust be
released.Further interaction with the domain raisesan
exception.

All servicesareremoved by stoppingthe servicethread.
A servicecontainsa referencecounter thatis incremented
eachtime a portal to this serviceis passedto another
domain.lt is alsoincrementedvhenaclientdomainpasses
theportalto anotherclientdomain.lt is decrementedyhen
the portal objectin a client domainis garbagecollectedor
whenthe clientdomainis terminated As long astherefer-
encecounteris not zero, the servicecannot be completely
removed when its domainterminates.Until all reference
countergdropto zero,thedomainremainsn azombiestate.

Interrupt handlers are uninstalled. All threads are
stopped and the memory (heap, stacks) is released.

2.9 Scheduling

CPUschedulingn JX is split into two scheduletevels.
The low-level schedulerdecideswvhich domainshouldrun
ontheCPU.EachCPUhasits own low-level schedulerThe
high-level stheduleris domain-specific eachdomainhas
onehigh-level scheduleperavailableCPU.A domainmay
not be allowedto useall CPUs.To usea CPU,thedomain
mustobtaina CPU portal for the specificCPU. The high-
level schedulerareresponsibldor schedulingthe threads
of a domain.

The high-level schedulemay be part of the domainor
may be located in a dédrent domain.

To avoid that one domain monopolizesthe CPU, the
computationcan be interruptedby a timer interrupt. The
timer interrupt leads to the invocation of the low-level
schedulerThe low-level scheduleffirst informs the high-
level scheduleof theinterrupteddomainaboutthe preemp-
tion. For this purposeit invokesa methodof the high-level
schedulewith interruptsdisabled An upperboundfor the
executiontime of this methodhasbeenverified during the
verification phase.When the methodreturns,the system
switchesback to the low-level scheduler The low-level
schedulerthen decides,which domainto run next. After
ensuringhatit will bereactvatedwith thenext (CPU-local)
timer interrupt, the low-level scheduleractivatesthe high-
level schedulerof the selecteddomain. The high-level
schedulechooseshe next runnablethread It canswitchto
this thread by calling a methodat the CPU portal. This
methodcanonly be calledby a threadthatrunson the cor-
responding CPU.

3 DeviceDrivers

Due to the enormousamount of nenv hardware that
appearedn the lastyears,operatingsystemcodeis domi-
natedby devicedrivers.While it is ratherstraightforwardto
move mostoperatingsystemparts,suchasfile systemsor
network protocols,out of the trustedkernel,it is very diffi-
cult for device driers.

Developersof commodityhardware do not assumehat
their productsare directly accessecby untrustedcode.
Although the Nemesisproject hasdemonstratedhat it is
possibleto build usersafehardware[17], we do not expect
such hardware to becomecommercially available in the
near future.

Device driversin JX are programmedn Java and are
installedasservicecomponenin adomain.JX aimsatonly
trustingthe hardwaremanugcturer(andnot the driver pro-
vider) in assuminghatthe device beharesexactly accord-
ing to the device specification When specialfunctionality
of the hardware allows bypassingthe protectionmecha-
nismsof JX, thecodefor controllingthis functionalitymust
alsobe trusted.This code cannot be part of the JX core,



becausét is device dependentOneexamplefor suchcode
is the busmasteDMA initialization, because device can
be programmedo transferdatato arbitrary main memory
locations.

To reducethe amountof critical code,the driver is split
into a (simple) trusted part and a (complentrusted part.

To understandhe issuesrelatedto device drivers, we
have developeddriversfor the IDE controller the 3C905B
network card,andthe Bt848 framegrabberchip. The IDE
controllerandnetwork cardbasicallyusea list of physical
memory addressedor busmasterDMA. The code that
builds andinstallsthesetablesis trusted.The Bt848 chip
can executea programin a specialinstructionset (RISC
code).Thisprogramwritescapturedscanlinesnto arbitrary
memory regions. The memory addressesre part of the
RISC program.We currentlytrustthe RISC generatoand
thuslimit extensibility. To allow anuntrusteccomponento
download RISC code, we would needa verifier for this
instruction set.

All microkernel-basedystemswheredriversaremoved
into untrustedaddressspacegun into the sameproblems,
but they have muchwealer meango copewith theseprob-
lems. Using an MMU doesnot help, becauseébusmaster
DMA accessephysical RAM without consulting page
tables.JX usestype-safety specialchecksof the verifier,
and splitted driers to address these problems.

4 Performance

IPC. We measuredhe performancef aportalcall. Table1
compareghe IPC round-trip performanceof JX with fast
microkernels and other va operating systems.

hosted) X canbeattributedto theuseof sigprocmask to dis-
able/restore signals.

ThelPC costof J-Kerneldoesnotincludethreadswitch-
ing costs,becausehe J-Kernelusesa “segmented”stack.
IPC without switching threads complicates resource
accountinggarbagecollection,termination,andtype sepa-
ration.

File System. We have implementedhe ext2fsin Java[19].
We reused the algorithms that are used in Linug&{e.

We usedthe iozone benchmarkto measurethe Linux
ext2fs re-readthroughput(file size:4 kB, recordlength: 4
kB — iozone -r 4 -s 4 -i 0 -i 1). To measureJX re-read
throughput we wrote a Ja benchmark, similar to iozone.

Thesystenconfiguratiorthatwe measuredavorksasfol-
lows: Thevirtual file systemthebuffer cache andthe ext2
file systenrunin onedomain(FSDomain). ThelDE device
driver runsin anotherdomain. The client runsin a third
domain.A servicethreadin the FSDomain acceptsclient
requestsThe client domaingetsa portal to the virtual file
systemandcallslookupto getaFileinode portal.FSDomain
usesone threadto asynchronouslyeceve datafrom the
block device driver. Only the servicethreadis active in this
benchmark, because all data comes from tifiebcache.

System Throughputf Lateny
(MBytel/s) | (usec/4kB)
Linux (P11l 500 MHz) 400 10.0
JX (Plll 500MHz) 201 19.9
JX co-located (PllIl 500MHz) 213 18.7

Table 2: File system re-read throughput and latency

We now try to estimatethe necessaryperformance
improvemento reachLinux throughputThelateng canbe

Table 1: IPC latency (round-trip)

Comparing IPC times for these systemsis not easy
becausehey were measuredn differenthardware (cache
size,cachebandwidth memorybandwidth etc.),and,more
importantly they have different protectionmodels.IPC is
usuallymoreexpensve on a systemwith betterprotection.
Currentlythe IPC pathin JX is implementedn C andnot
optimized It maybebettercomparedvith theFiascample-
mentatiorof L4 thanwith LAKA. Theemphasi®f ourwork
was on getting the architectureright and enablingperfor-
manceput notachieving it. Thebadperformancef Linux-

System IPC .
y (cycles) broken davn as shan in table 3.

L4KA (PIlIl, sysentersyseit) [8] 800 Operation JX JX goal
Fiasco/L4 (PIll 450 MHz) 2610 memory cop 5.2 5.2
[http://os.inf.tu-dresden.de/fiasco/status.html] IPC 13 13
J-Kernel (LRMI on MS-VM, PPro 200MHz) [11] 440 file system logic 13.2 35
Alta/KaffeOS [1] 27270 . — :
JIX/hosted (Linux 2.2.14, PIIl 500MH?z) 7100 Table 3: Latency breakdown (in psec)
JX/natve (Plll 500MHz) 650 Memory copy andIPC arerelative constantostsin JX.

Thepoorperformancef thefile systemogic is nota prob-
lem of the JX architecturebut of our non-optimizingcom-
piler. With animprovementof factor4 in Java performance,
we would reachthe Linux performancelevel. Although
safety-relatedoverhead cannot be avoided completely
recentresearchin JIT compilertechnologyhasshavn that
an optimizing compiler canimprove the performanceof a
Java programsignificantly Performancelifferencef fac-
tor 10arenotunusuabetweemon-optimizingandoptimiz-
ing Java compilers.



5 Statusand futurework

The systemrunseitheron standard®C hardware (1486,
Pentium,andembeddedPCswith limited memory)or asa
guestsystenonLinux. TheJX Javacomponentslsorunon
a standardJDK (with an emulationfor Memory objects).
Whenrunningon the barehardware,the systemcanaccess
IDE disks[19], 3COM 3C905NICs[15], andMatrox G200
video cards. The network code containsIP, TCR, UDP,
NFS2client,and SUN RPC.JX alsorunson a PIll SMP
machine.

We have alreadyimplementeda heapmanagethatruns
in its own domainandmanagesheheapof anotherdomain.
This heapmanageris always called, when the managed
domaintriesto createa new objector array Creatinga new
objectwith thebuild-in mechanisntosts250cycles,calling
anothedomainaddsatleast650cycles.Thisis notpractical
until we furtherimprove IPC performanceTherearealso
effortsto improve thequality of themachinecodegenerated
by the translator

The JX architecturesupportsa broad spectrumof OS
structures— from pure monolithic to a vertical structure
similarto theNemesigOS[13]. We aregoingto investicate
the issuesthat are involved when reusing components
between these wirse operating system configurations.
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