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Michael Golm

The Structure of a Type-Safe Operating System

The architecture of traditional operating systems relies on address-based
memory protection. To achieve flexibility at a low cost operating system research
has recently started to explore alternative protection mechanisms, such as type
safety. This dissertation presents an operating system architecture that completely
replaces address-based protection with type-based protection. Replacing such an
essential part of the system leads to a novel operating system architecture with im-
proved robustness, reusability, configurability, scalability, and security.

The dissertation describes not only the design of such a system but also its pro-
totype implementation and the performance of initial applications, such as a file
system, a web server, a data base management system, and a network file server.
The prototype, which is called JX, uses Java bytecode as its type-safe instruction
set and is able to run existing Java programs without modifications.

The system is based on a modular microkernel, which is the only part of the
system that is written in an unsafe language. Light-weight protection domains re-
place the heavy-weight process concept of traditional systems. These domains
are the unit of protection, resource management, and termination. Code is orga-
nized in components that are loaded into domains. The portal mechanism—a fast
inter-domain communication mechanism—allows mutually distrusting domains to
cooperate in a secure way.

This dissertation shows that it is possible to build a complete and efficient gen-

eral-purpose time-sharing operating system based on type safety.
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chapTer 1 INtroduction

This dissertation describes the architecture of a new class of operating systems: systems that
are structured from the ground up to use atype-safeinstruction set astheir sole protection mechanism.
In atype-safeinstruction set instructions (operations) are applied to typed operandsthat refer to typed
data entities. Strict rules describe what types of operands can refer to what types of data entities and
what operations can be applied to them.

Using atype-safe instruction set instead of the traditional address-based protection has anum-
ber of advantages. The robustnesf the system is improved because many kinds of programming
errors can be detected at an early stage in the development by using the type system. An improved
robustness has a positive effect on the securityand reliability of the system, although | will show in
thisthesisthat additional mechanisms are needed to maintain a secure state. The type-safe instruction
set isavery fine-grained protection mechanism that allowsto create fine-grainedprotectiondomains
and enables an incremental extensibilityof the system. The system design contains a communication
mechanism that can be used for highly-efficient but unprotected communication inside a protection
domain and for slower communication across protection boundaries. Because the programmer can
use the same abstraction for intra-domain and inter-domain communication program modul e bound-
aries become independent from protection domain boundaries. The system can be configuedaccod-
ing to its intendeduseon a scale that is bounded by the two extremes of placing each module in its
own protection domain or placing all modules in the same domain. Systems that are dedicated to a
very specific task, such asfile-server appliances, benefit from the performance advantages of running
al code in the same protection domain. Systems that run untrusted and potentially malicious code,
such as an agent execution platform, benefit from the ability to spawn fine-grained protection do-
mains. These systems must be able to completely isolate the untrusted code, which means restricting
accesgo informationthat is available on the host aswell asrestrictingaccesgo resouces All these
features must be realized without incurring excessive performance overhead compared to traditional
operating system architectures.

1 Motivation

All hardware components of a computer have become more powerful in recent years: the ac-
cess time of disks decreased while the throughput and capacity increased, CPU speed increased,
memory access time decreased and memory capacity increased, accompanied by a steady reduction
in hardware prices. This devel opment enabled the ubiquitous use of computers for dedicated purpos-
es, such as mobile devices, and lead to improved capabilities of general-purpose systems. While ex-
ploiting these capabilities software became more complex. To manage this complexity new software
engineering techniques and methodol ogies have been developed. Examples for these techniques and

Chapter 1: Introduction 1



methodologieareobject-orientediesigrandimplementationcomponent-bases/stemsanddesign
patternsBut thesedevelopmentshadlittle impacton operatingsystemsAlthoughthereareobject-
orientedoperatingsystemg38][80] andcomponent-basesi/stemg71], systensoftwareis still com-
plex, difficult to comprehendandexpensve to changeandextend.Differenttechnologiesor appli-

cationdevelopmentandkerneldevelopmentmake the interactionwith the kernelcumbersomend
inefficient. Reuseof designsandcodebetweerkernelandapplicationis difficult if notimpossible
and usually requirestwo differentinterfaces[56]. This leadsto several complicationswhen the

boundanpetweertheapplicationandtheoperatingsystembecomesmalleror disappearsExamples
for suchsystemsare application-specifioperatingsystemsfor databasessuchas Oracles “Raw

Iron” databassystempr operatingsystemsor specialfpurposehardware,suchasroutersor mobile

consumer déces.

1.1 Robustness, security , and reliability

Compleity is theworstenemyof robustnesssecurity andreliability. Althoughcurrentsystemsave
reacheda considerabldevel of complity we assumehatsystemswill evenbecomanorecomple
in the future. The mosteffective medicinefor complity is the principle of divide-and-conqueA
large system, such as an operating system, must be split into sc@igrehensible parts.

1.2 Configurability , reusability , and dedicated systems

A general-purposeperatingsystems optimizedfor aspecificworkload.Usingit for adiffer-
entpurposdeadsto aphenomenogalledmapping dilemma [104]. A mappingdilemmaariseswhen
abstractiongmodules systemsserviceshareusedin away notanticipatedby thedesignewof theab-
straction.Therepeatedlycitedexampleis awindowing systemwhereaheary-weightwindow is used
to implementonecell of aspreadsheeprogram While this leadsto a shortandconcisespreadsheet
program, the performanceandresourceequirementsenderthe programunusable Therearemary
examples for mapping dilemmas in current operating systems:

Database. High performancelatabasedo not usethefile systemabstractiorof currentsener oper-
ating systemspecausehe on-diskfile layoutdoesnot matchthe file-usagepatternof databaseys-
tems.Stonebrakr et al. [169] describethe performanceroblemswhenrunningthe INGRESdata-
baseontopof aUNIX file systemThey solvethe problemdy usingadatabase-speciftmiffer cache
and disk layout.

Web proxy. Gabberand Shriver [70] describea similar situationfor cachingweb proxies.Using a
specializedile systenlibrary they wereableto achiere a6-10timesperformancémprovementcom-
pared to a web proxy that uses a general-purpose file system.

NFS. Itisdifficult to useastandardJNIX systemasahigh performancéNFSsenerbecausef the
general-purposeatureof the network stackandthefile system:To achieve highestperformancethe
network code,the virtual memorycode,andthefile systemcodemustbe integrated.Examplesare
Auspe’s functional multiprocessingsystemNS5000[92], [94], Network ApplianceNetApp filers
[93] [184], and IBM5 HA-NFS [21].



Multimedia. Multimediaapplicationsheedaccesso resources shortburstandwith minimaljitter.
This kind of service is not be pridled by a general-purpose scheduler [137].

All of theabove systemsarededicatedo aspecificpurposeA reusabilityframeavork is a crit-
ical requiremenfor the cost-efective constructionof thesededicatedsystemsDifferentexecution
ernvironmentsandimplicit assumptionteadto badreusansidetheoperatingsystemandbetweerop-
erating system code and useriecode.

1.3 Extensibility and fine-grained pr  otection

Besidesheingableto configurededicatedsystemst shouldalsobe possibleto extendthe systemat
runtime. An extensibleOSis notcompletelycreatedat built time but containamechanismghatallow
to add or replace system functionality at run time.

A specialform of extensibility are hot pluggability and hot swappability. Hot pluggability
meangheextension hotswappabilitymeangheexchangeof asystencomponentiuringnormalop-
erationandwithout the needto restartthe system Hot swappabilityallows to updatea systemcom-
ponentwith anew version.Systembussedor embeddeadystemssuchasCompactperipheralcom-
ponentinterconnec{CompactPCl)allows to exchangehardware during normal systemoperation.
Theexchangeof hardwarecomponentsisuallymustbefollowed by anexchangeof driver software,
whichmustbehotswappableHot swappabléOScomponentsised for example,in telecomswitches
to allow systemupdatesvithout shuttingdown the switch. Severalresearclprojectsinvestigatedhot
swappability Examplesincludethe Synthetix[179] systemthat useshot-swappabilityto replacea
general component with a specialized component, and the K42 OS [96].

Mostoperatingsystemgodayareextensibleusingloadablekernelmodulesbut thiscomplete-
ly lacksprotection.The combinationof extensibility with protectionis oneof the majoradwantages
of amicrokernel-basedystenthatadderdo amulti-senerapproachSpreadinghe OSfunctionality
among may seners means that a part of the functionality can be replaced by replacinga serv

2 Design objectives

To provide the described properties the system design has theifalobjectves:

Support for context-independent code. A flexible definition of protectionand trust boundaries
mustbe possible.This allows reuseof code betweendifferentprotectiondomains.Even OS-level
code,suchasdevice drivers,file systemsandnetwork protocolhandlersshouldbe reusablen an
application contet.

Separ ation of concerns. Codethatimplementscertainfunctionalityshouldbeseparateftom code
thatmanagesesource®r enforcesa certainsecuritypolicy. Thisis anessentiatequirementor re-
usability

Shared-nothing. As hardware,especiallyCPUandmain memory constantlybecomesheapeand
morecapablat becomesnorecost-efective to run applicationson onehostthatformerly required
separatdéostsIn orderto keeptheillusion of separatéoststhe operatingsystenmustallow to com-
pletelyisolatesuchapplicationsThey shouldnot contentfor resourcesndshouldnot shareary re-
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sourcesTypical exampledor contentionn traditionalsystemsarethefile systems buffer cacheand
the working set of a process.

Application-specific resource managementThereis no singleresourcananagemengtratey that
is optimalfor all applicationsThusapplicationshouldbeableto implementheirown resourcenan-
agement.

3 Contributions

Theassumptiorthatunderlieghis dissertations thattheroot of thedescribegroblemss the
address-basegrotectionmechanisml believe thatthis mechanisnis not ableto copewith current
problemsandthatit shouldbereplacedwith a moreflexible protectionmechanismtype safety The
contribution of this dissertationis an operatingsystemarchitectureghat solely relieson a type-safe
instructionsetfor protection.Thisarchitecturénasbeenimplementedgndthe prototypeis ableto run
non-trivial applicationssuchasa file systema network file systemarelationaldatabasesystema
websener, andawindow managerThe performancef theseapplicationsndicatesthatthe system
is usable een with todays hardvare that is optimized for address-based protection.

This dissertatiorcontainsthe first design,implementationand performancesvaluationof a
multi-user timesharing operating system that relies on type-based protection

4  Dissertation outline

Thenext chaptergivesanoverview of theresearclhin operatingsystemarchitecturesThedis-
cussionfocuseson protectionmechanismsgxtensibility, andflexibility . Chapter3 explainsthe over-
all architectureof JX. Thefollowing chaptersiescribeheJX operatingsystemn detail. Eachchapter
concentratesn oneaspectdescribeshe designandimplementatiorandevaluateghe specificpart
of the systemusingmicro benchmarksThey describeprotectiondomains(Chapter4), the commu-
nicationsystem(Chapters), the componentarchitecturgChapter6), CPU scheduling(Chapter7),
andmemorymanagemeniChapter8). As theseconceptsaretightly interrelatedt is sometimesec-
essaryto usea detailthatis explainedin oneof thefollowing chaptersA forward references pro-
vided in sucha circumstanceChapter© describegshe architecturalsupportfor device drivers.The
securityimplicationsof the systemdesignarestudiedin detailin Chapterl0. Chapterl1 surweysre-
latedwork in Jara-baseaperatingsystemsandresourcananagementChapterl2 evaluateshefunc-
tionality andperformancef thesystemThefinal chaptergivesa conclusiorandperspectiesfor fu-
ture work.

1. lItisnotpossibleto statesuchaclaimin thisgenerality Thuswe statethatwe werenotableto find thedescription
of sucha systemin ary of the major operatingsystemjournals,conferenceproceedingsor workshopproceed-
ings.



cHapTER 2 Background

By reviewing previous operating system research we attempt to understand the shortcomings
of previous architectures and learn from their ideas. This chapter first gives an overview about the
main trends in system architecture and then describes several protection mechanisms that have been
used in operating systems. Protection is avery central part of the OS and to alargely determines the
OS structure. Consequently, most projects that attempted to build extensible and flexible operating
systems devote much effort to the protection mechanism. Other important aspects of extensible and
flexible operating systems are resource management and modul arization.

1 Operating system architectures

Since its early days operating systems struggled for an architecture with a modular structure
that increases robustness and allows to adapt the system to new requirements (see Dijkstra[58], Par-
nas [143], and Haberman [78] for the early discussions about OS modularization). Current systems
and research projects follow five architectural roads: monolithic systems with an internal component
structure, microkernels with modularization of the system into protected services, object-oriented
systems that emphasize ease of development and maintenance, single address-space systems with
emphasis on performance and data sharing, and finally language based systems.

1.1 Monolithic systems

Even operating systems that are called monolithic usually have a modular structure and can be ex-
tended.

UNIX. Modern UNIX systems can be extended by using so-called modules. The module mechanism
isused for device drivers but can also be used to load new file systems. Usually thereis adefined in-
terface between the kernel and the module that informs the module when it is activated and deactivat-
ed. The module implements functions of a specific function table, such as functions for network de-
vices. This makes the module mechanism very similar to the inheritance mechanism of object-orient-
ed systems. Modules run in the same address space as the system kernel and therefore require the
same level of trust asthe kernel. They can not be used for untrusted extensions and bugsin extension
modules affect the whole system.

Windows NT/2000/XP. Microsoft Windows uses an extension mechanism called Component Object
Model (COM). It isan object-oriented interface between components that can be written in different
languages. As al components run in one address space there is no protection between them.

Chapter 2: Background 5



1.2 Microkernels

Themajordravbackof the modulemechanismghatis usedto extendmonolithicsystemss thelack
of protection Microkernelsattemptto solve this problembe placingcomponentén differentaddress
spaces.

Early systems. The conceptof a microkernelwas developedin the late 1960%s. Hansenand col-
leaguesuilt oneof thefirst microkernelsanddescribedts philosoply in aninfluential paper[81].
Themicrokernel,callednucleus makesno assumptiongaboutthekind of applicationghatrunonit.
The nucleusprovidesthe processabstractionglient-sener-style communicatiorbetweerprocesses
(IPC), creation,control, and removal of processeslPC betweenprocessess doneusingmessage
passingEvery procesdhasa messageueueandmessagéuffersaremaintainedn thenucleusin a
commonpool. Denialof serviceattackson this pool arepreventedby limiting the numberof buffers
aprocescanusesimultaneoushandby allowing asenerto usetherecevedrequesbuffer for send-
ing thereply. The designersof Hydra[190] arguefor a separatiorof policy andmechanisnj115].
Thisinfluencedothersystemdesignergo attemptto build “policy-free” kernels.The externalpager
mechanism of Mach is oneample.

Mach. The Mach microkernel[99] hasgainedmuchpopularityandis still usedtoday for example
asthefoundationof ApplesMacOSX/Darwin [8]. Similar to the earlymicrokernelsMach provides
afew, hardware-independergbstractionstasks threadsmemoryobjectsmessagesndports.Op-
eratingsystemfunctionality, suchasfile systemsandnetwork protocolsrunsasa sener, calledtask.

A taskcommunicatesvith othertasksandthe microkernelby sendinga message to a port. During
port communicatiorthreadsare switchedbut the timesliceis handoff from the client to the sener
thread.Machversion3 usescontinuationg55] to savze memory A continuation is afunctionthatis
executedby are-scheduledhreadanda datastructurethatencapsulatethe stateof thethread.This
datastructurecanbeseenasareificationof thefunctionsexecutionstate In asynchronoushlocking
invocation this state is eqailent to the stack frames.

A systenconfigurationwherethecompleteoperatingsystenrunsin asinglemonolithicserv-
eris calledasingle-serer system(Mach-UX). Building a single-serer systemcanbeaccomplished
by portinganexistingmonolithicoperatingsystemComparedo theoriginal monolithicsystemsuch
asystemhastheadwantageof beingableto concurrentlyrun mary operatingsystemscalledOS per-
sonalitieson the samemachineandrestartingone OS personalitywithout restartingthe whole sys-
tem.Exchanginga partof the monolithic sener is not possiblein a single-serer system.Therefore
multi-senersystemgMach-US)[168] appearedhatdistributethefunctionalityof oneoperatingsys-
temacrosgnary seners,suchastty sener, file sener, processnanagerThereis afile-systensener,
network sener, etc. Securityis basedon ports,which arecapabilities.In a multi-sener systemthe
communicatiorbetweenOS componentss no longera simple function call but a more expensve
IPC. For performanceeasonital partsof the OS sener weremigratedbackinto the microkernel.
A projectatthe OSFmovedthe OSF/1IUNIX senerinto thekernel[42]. They wereableto achiee
aperformancenly 8% slower thana monolithicUNIX. Anotherexampleis the network senerthat
is integrated into the NORMA ersion of the Mach 3 micreknel [14] to achiee fast network IPC.

1. Machversion2.5 containeda "UNIX compatibility layer" within the microkernel.Release8.0 [76] movedthe
UNIX kernel to the application layer



L4. L4[117] hasastructurethat issimilar to Mach. It was designed to allow fine-grained servers
by providing afast |PC path. Abstraction by virtualization of the hardware is very important design
goal for L4. The Clans& Chiefs[118] model, acustodial access control model [79], isused to validate
| PC between protection domains.

Exokernel. While L4 can still be considered a microkernel in the tradition of Mach the Exokernel
[61] follows a more radical approach. It assumes that every mechanism embodies policy decisions
and thus separation of policy and mechanism is not possible. Therefore the Exokernel attemptsto re-
move aso the mechanisms from the kernel and strives for a kernel that only multiplexes hardware
between protection domains and provides no higher-level abstractions or virtualization of hardware.
Operating systems are deployed aslibraries and linked to applications. Thisisarealization of theidea
of an application-specific operating system first proposed by Anderson [174]%. Engler [60] gives sev-
eral examples how a library OS can be constructed and resources be safely multiplexed, including
network packets and disk blocks. Network processing uses Dynamic Packet Filters (DPF) to dispatch
packets to servers. DPFs are written in a ssmple loop-less language. DPFs are downloaded into the
kernel and can be optimized. Disk processing dispatches disk blocks among the servers. To decide
which server is alowed to access a certain disk block, the meta data of the file system isreused. As
the file system is also implemented as a server the kernel has no information about the structure of
the meta data. This problem is solved by using Untrusted Deterministic Functions (UDF). UDFs are
written in aturing-compl ete language and are deterministic. Turing completeness allowsthe client to
use any meta data layout and determinism allows the kernel to use a UDF once with a piece of meta
data and when using the same UDF again it gives the same result, thereby guaranteeing that only
those blocks are accessed for which access was granted during the initial run of the UDF.

1.3 Single address-space systems

Operating systems that use different address spaces to separate protection domains make it difficult
for applications to share data. Single-address-space operating systems (SASOS) attempt to solve this
problem by placing all applicationsin one large (usually 64bit) address space. Applications are pro-
tected by using segmentation or page tables with identical page mappings but different page protec-
tion. Examples for SASOS are Multics [46], Opal [39], and Mungi [90].

2 Protection mechanisms

Animportant responsibility of amulti-user operating system isthe protection of the data and process-
es of different users from each other. We will ook at five types of protection mechanisms: address
spaces, software-fault isolation, proof-carrying code, virtual machines, and type-safe instruction sets.

1. Building operating systems from libraries was common in embedded operating systems and process control sys-
tems, such asthe IBM System/7. The difference between these systems and Anderson’s proposal is the require-
ment for protection using memory management hardware.
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2.1 Address-space based protection

The first operating systems directly used physical memory. With the advent of systems that
supported multiple concurrently running processes or tasks memory protection and memory frag-
mentation became an issue. Fragmentation leads to an under utilization of main memory. Processes
could directly access and change the data of other processes, which makes debugging difficult and
makes the whole system vulnerable for malicious or erroneous programs. The use of segmentation or
virtual address spaces solves these problems. In such a system processes can compute arbitrary ad-
dresses but the hardware restricts access to a certain range of addresses and optionally translates ad-
dresses from a virtual address space to the physical address space. This allows to better utilize main
memory by relocating data and using virtual addresses to access the data. It improves robustness by
providing separate address spaces to separate processes. This introduced a new problem: it became
difficult to share data. Single address space operating systems (see 1.3) attempt to solve the described
sharing problems. They do not use separate address spaces but partition one address space between
different protection domains. Thisisonly practical for systems with alarge virtual address space, as
isprovided by amodern 64bit CPU. SASOS continue to rely on MMU protection and continue to be
restraint by itslimits.

Thereis excellent support for address-space protection by current hardware. Highly optimized Mem-
ory Management Units (MMUSs) are part of most processors. Address space protection is course
grained and causes a performance overhead during inter-process communication. This motivated the
development of other protection mechanisms, such as Software Fault Isolation and Proof-Carrying
Code.

2.2 Software Fault Isolation

Software Fault Isolation (SFI) [180] provides memory protection by patching object code. The SFI
patcher analyzes the binary code and statically verifies that memory accesses lie within a defined
range or inserts instructions that perform this check at run time. SFl was used in VINO [161]) and
analyzed in detail in [160]. The mgjor SFI advantage is language independence. The disadvantages
are: it must understand the processor instruction set, it uses registers for range checks and it causes
runtime overheads.

2.3 Proof-carrying code

Proof-carrying code (PCC) [135] startsfrom the insight that is much more easier to check the correct-
ness of a proof than to create the proof itself. In the case of PCC the proof states the memory safety
of afragment of code. The proof can be checked and the code can be safely run without address-space
protection. PCC can be used to download extensionsin akernel [136].

2.4 Virtual machines

Virtual machines (VM) [126] have the same instruction set as the real hardware but emulate
several instructionsto provide resource isolation between VMs sharing the same hardware. A control



program[126], alsocalledhypervisor[25], is responsibldor theisolationof the VMs. VMs experi-
enceda renaved popularitywith the VMWare PC emulator[199]. VMs have two problems:alarge
granularityandthelack of anefficientinter-VM communicatiormechanismTheVMWareemulator
for example,consumes ot of resource$o emulatea completePCwhich makesit impossibleto cre-
atefine-grainedorotectiondomains A VM realizesasandboxTheonly interfaceof this sandboxo
the externalworld arethe emulateddevices. This makes communicatiorexpensve anddifficult to
control,becausehetypeof thecommunicatedlatais lost on theway from theapplicationto thede-
vice interbce.

2.5 Type-safe instruction set

In contrasto addresspacesitypesafeinstructionsetcannotonly beusedto isolatedifferent
processesbut alsoto improve the robustnessandreliability of the tasksthemseles.A type-safen-
structionsetallowsto computeonly valid addresse8y makingseveralfaultsimpossibleor detecting
themat developmentime atype-safanstructionsetreduceghe overall numberof faults. Thereare
no faultscausedy the useof illegal addressebut somethingsimilar to faultsis still possible For
example,acommunicatiorbetweertwo protectiondomainscanbe abortedbecaus¢he domainwas
terminated The otherdomainthenwould experiencea fault (exception)during furthercommunica-
tion attempts.

What istype-based protection?
Memory protection that relies on type safety must ensure theiofianinimal system wariants:

» Every pointerhasa pointertype anda value (ptype, value). It is not possibleto arbitrarily
change thealue or type of a pointethe \alue of a pointer is changed by assignment.

» Everydataentity hasadatatype(dtype).A datatypeconsistof anorderedsetof typedvalues.

 All instructionsthataccess dataentity useatypedpointeranda numericor symbolicindex
into the dataentity. Thatthe index is within the boundaryof the dataentity mustbe checled
either statically or dynamically

Mosttypesystemdave morerules.Therearenon-pointeidatatypesandtypecorversionshe-
tweenthesetypes.Theserulesareintendedto avoid programmingerrors,but arenot necessaryor
protection.Type systemscan be classifiedinto systemsthat checktypesdynamicallywheneaer a
pointeris usedor staticallyatcompiletime. Statictype checkingusuallyis preferablebecausdé does
notcauseuntimeoverheadndtypeerrorsaredetectedtdevelopmentime. Systemghatonly allow
statictypecheckingareusuallynotexpressve enoughandthereforemary systemsiseacombination
of staticanddynamictypechecking Figure2.1shavs anexampleof type-basednemoryprotection.

History. Usingtype safetyasa protectionstartedwith the languageMesathatfirst wasusedon the
Alto system[110] about1973.TheAlto supportedour languagesBCPL (theancestoof C), Mesa
(adescendedrom Pascal),Smalltalk,andLisp. Eachlanguagehasits own microcodednstruction
set.TheMesalanguageaisedaspaceefficientinstructionset,alsocalledMesa[98]. It is aninstruction
setfor a stackmachineandis very similar to the Javza bytecodeinstructionset. The developmentof
oneof Alto’ successothePilot[147], startedn 1976.ThePilot exclusively usedtheMesainstruction
setfor protection As Pilot wasa single-usepperatingsystemst wasmainly concernedvith errone-
ous code and not malicious code.
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Figure 2.1: Type-based memory protection

There are two data entities of type T4 and T». Three pointers refer to the data. The first pointer has
type Ty, the second pointer has type T , the third pointer has type T,y,. The system guarantees that
pointer types T and T are compatible to data type T4 and pointer type Ty, is compatible to datatype
To.
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More recent operating systems that use safe languages are SPIN [18], which uses Modula3,
and Oberon [189], which uses the Oberon language, a descendant of Modula2.

An operating system which used a type-safe language to achieve high security was KSOS
[66], which used the Euclid language [108].

Intermediate instruction set. Using type-safety with off-the-shelf hardware requires the use of an
intermediate instruction set. Thefirst intermediate |anguage that was designed but never implemented
was UNCOL [170]. The motivation for UNCOL was the diversification of processors and the diffi-
culties of porting machine language programs between these processors. Two of thefirst widely used
intermediate instruction sets are PASCAL’s P code [166] and the Smalltalk bytecode [50]. The Infer-
no [54] system consists of a virtual machine, called Dis, and a language called Limbo. Limbo pro-
grams are compiled to the intermediate code of the Dis register machine. While the Limbo language
is type safe, the intermediate code is not. Therefore, Inferno relies on atrusted compiler to sign the
intermediate code. In the Mahler system [181] the intermediate language was used for code instru-
mentation and performance studies. The OmniVM system [2] used an intermediate instruction set for
mobile code. Most of theintermediate instruction sets are designed for a specific high-level language.
This often leads to inefficient code when compiling other languages to the intermediate instruction
set. Typed Assembly Language (TAL) [132] is an attempt to create a low-level type-safe language
that can be used as the target instruction set for many languages and efficiently compiled to a real
CPU instruction set. Microsofts .NET architecture also relies on an intermediate instruction set,
called Microsoft Intermediate Language (MSIL) [59], which isatype-safe instruction set. MSIL was
designed as the target instruction set for different languages, such as C# and Visual Basic. The JX
system uses Java bytecode. Java bytecode is an instruction set for the Java Virtual Machine (JVM)
whichisan abstract stack machine. Figure 2.2 shows how the Java source code language is translated
to the bytecode instruction set and then to the instruction set of the real CPU, which is a x86. The
instruction set of the VM uses static typing with few dynamic type checks. There are two kinds of
types. pointer types and numeric types. There are two data areas, the heap and the stack, and three
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Figure 2.2: Relation between Java source code, Java bytecode, and machine code

A type-safe Java source program is compiled to atype-safe intermediate instruction set. Thisinstruc-
tion set can be interpreted or compiled to the instruction set of the real processor. The shaded area
shows the representation of a method invocation in Java source, bytecode, and machine code.

void n(A a) { Met hod void n(A) 0x00: push %ebp
a.f = 1; 0 aload_1 0x01: nov %esp, Yebp
a.n(); 1 iconst_1 0x03: nmov %esp, Yeax
} 2 putfield #27 <Field int f> 0x05: sub $0x46, ¥eax
5 aload_1 Ox0a: xor %ebp, Yeax
6 invokevirtual #23 <Method void n()> 0xOc: shr $0xd, Y%eax
9 return 0xO0f : jne 0x3b
0x15: sub $0x0, Y%esp
Ox1b: nov $0x1, %edx
0x20: nov Oxc( %ebp) , Yebx
0x23: nmov %edx, 0x4( ¥ebx)
0x26: nov Oxc(%ebp), Yesi
0x29: push %esi
Ox2a: nov (Y%esi ), Y%edx
0x2c: nov 0x140c( %edx) , ¥%esi
0x32: call *%esi
0x34: add $0x4, %esp
0x37: nov %ebp, Yesp
0x39: pop %ebp
Ox3a: ret
0x3b:
Java s((j)urce Java bytecode x86 machine code
coce (compiled by the JX trandlator)

classes of instructions that must preserve typing of data: instructions that load a word from the heap
and store it on the stack or vice versaand instructions that call methods that expect parameters on the
stack and push the return value. From amemory-protection point of view type-saf ety must ensure that
thereisno data flow between memory cells (heap or stack) that store numeric types and memory cells
that store pointer types. When the same memory cell is used to store both kinds of types, as are stack
cells, it must be assured that they are re-initialized before being used with a new type. When data
flows between cells with different pointer types (pointer assignment) the object-oriented subtyping
rules apply. Pointers can be assigned from subtype to supertype but not in the opposite direction.
When thisis necessary a dynamic type check must be executed using the checkcast instruction. The
bytecode verifier ensuresthat thisinstruction is present in the appropriate place.

Assuring type safety. Building an operating system that completely relies on the type safety of the
JVM instruction set requires a high confidence in the correctness of the VM specification with re-
spect to type safety and the proper operation of the bytecode verifier. There have been many attempts
to formalizethe VM specification (seefor example [145]). These projects uncovered and fixed errors
in the following areas of verification: ensuring that an object isinitialized beforeit is used [150], typ-
ing of subroutines [167], dynamic class loading [153].
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3 Resource protection and management mechanisms

In addition to protect the memory of tasks an operating system has to manage and protect re-
sources. Tasks and untrusted kernel extensions consume resources and modify the state of a trusted
component. Approaches to handle this are hierarchical resource management, resource containers,
transactions, and path-based resource management.

3.1 Hierarchical resource management

The first microkernels also introduced a hierarchical resource management (HRM) scheme, called
nested processes [81]. The process hierarchy, which is usually defined by the parent/child relation-
ship, is used to manage and account for resources. A child obtains resources from its parent and these
resources are deducted from the parent. HRM isused in Fluke and Alta[177]. ANTS decided against
a hierarchical model because they consider it to be too restrictive [107]. The argument is that the re-
source permissions of an active code domain should be determined by its credentials and not by the
permissions of the ANTS execution environment that creates the domain.

3.2 Resource containers

The purpose of resource containers[13] isto separate the two abstractions protection domain and re-
source principal and account for resources that are consumed inside the kernel on behalf of a process.
Although Bangaet a. only implemented resource containersto control CPU usage, they state that the
resource container abstraction is more general and can as well be used for the management of other
resources, such as disk bandwidth and TCP buffers. A resource principal can even be more fine
grained than a process. As their major example is a web server it is beneficial to account resources
per connection or per thread that handles a connection. Thisis of course only possible if the thread
does not behave maliciously and only uses defined interfaces to access resources within its own pro-
Cess.

3.3 Lightweight transactions

Transactions are used in VINO [156] to prevent resource misuse of kernel extensions (grafts). VINO
transactions are designed to be lightweight. Nevertheless the cost of transaction management may
outweighed the benefits of the kernel extension.

3.4 Path-based resource management

Scout [134] uses the abstraction of a path for resource management. Resources are not accounted to
aprocess, protection domain, or module, but to the execution path of an activity. This execution path
can cross module boundaries. The Escort architecture [164] ensuresthat al dataflow in Scout is rep-
resented as a path. This is essential to guarantee security and the confinement of information. The
Scout team ported aJVM to the Scout system (Joust [83]) and applied path-based resource control to
Java programs.
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3.5 User-defined resour ce management

A studyof Machperformanceneasuredhatunnecessargnultiprocessolocking (onauniprocessor)
wasresponsibldor about10 percentof the overheadof runningthe OSF/1systemon top of Mach
comparedvith the OSF/lintegratedkernel[42]. This andthefactthatalarge numberof all systems
areuniprocessormake it worthwhileto allow applicationspecificschedulingo avoid heary-weight
locking using mutuabeclusion locks.

4 Modularity and reusability

A modulardesignandreusabilityhave beenimportanttopicssincethe early daysof operatingsys-
tems.Habermanii78] proposealayereddesigncalled“functionalhierarcly”, whereeachayerpro-
videsanew “virtual machineabstractiorio theupperayers.Parnag143] andDijkstra’s“THE” sys-
tem [58] also emphasize modularity

Dependingon the mechanisnthatis usedto encapsulatenodulesa differentcommunication
mechanisms neededprocedurecall or messageassingLauer& Needham113] obsered that
these are equalent abstractions that@n can be mapped to each other at a concepugdhl le

Modularityis especiallyimportantfor embeddedystemsThesesystemdiave severeresource
constraintandthereforecannotacceptunneededunctionality. Furthermorehey oftenmustbe cus-
tomizedto a specificapplicationdomain.Thereforeit is notastonishinghatmary projectsthatem-
phasizemodularity have an embeddedystembackgroundfor example,MMLite [91], Pure[20],
Pebble [71], and 2K [105]. Modularity and reusability is the main theme of theviofsystems:

x-Kernel. Thex-kernel[97] is anoperatingsystemthatfocuseson the flexible constructiorof com-
municationprotocols.lt allowsto composenew protocolsby usingexistingcomponentsEverything
in thex-kernel,includingdevices,is representedsa protocolandthe systemhasstrongsupportgor
the compositionof protocols.The x-kerneldemonstratedhat this flexibility doesnot comewith a
performance cost. The »eknel protocols areabter than equalent UNIX implementations.

Lipto. Lipto [57] is an OS derived from the x-kernel.It considersmodularityandprotectionastwo
orthogonalkonceptsLipto usesproxies[158] to uniformly referto local andremoteobjects.It uses
aproxy compilerto generateC/C++codefrom aninterfacedefinition. This complicatests usefrom
aprogrammergerspectie andrestrictsproxiesto classeshatarespeciallypreparedat development
time.

Microsoft COM. TheComponenObjectModel (COM) [26] is thecomponenmodelof Microsoft's
Windows operatingsystemsCOM is alanguage-neutrahinary interfacestandardandan architec-
turethatdefinesanexecutionervironmentfor componentsAn importantpartof thisarchitectureare
socalledapartmentsThe mainpurposeof apartmentgsreto mix componentshatwerewrittenin a
single-threadedtyle (withoutsynchronizingaccesso theobjects) calledsingle-threadedpartments
(STAs) andcomponentshatusemultiple threadsgalledmultithreadedpartment$MTAS). As COM
wasintroducedl993,atatime whenWindows did notsupporthreadstherewasalot of codewritten
in asingle-threadedtyle. The two typesof apartment€anbe mixedin a single processCalls be-
tweenincompatibleapartmentsre serializedby usinga proxy insteadof a direct objectreference.
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The programmer must be careful not to share a direct reference to an object between different incom-
patible apartments, for example by using aglobal variable. Although COM providesthe ability to run
acomponent in a separate process (out-of-process, EXE server), communication with such a compo-
nent is orders-of-magnitude slower.

OSKit. The OSKit [67] attempts to leverage the huge amount of UNIX-like open source operating
system code to build new operating systems. The kit provides glue code to use code from different
systems in a single system, like a NetBSD network stack with a Linux file system. To achieve this
reusability of independent components, existing systems are componentized and equipped with a
COM interface.

MMLite. MMLite[91] is an architecture to build a complete OS out of object-based components. It
is similar to the OSKit approach but allows to even replace the scheduler component or the virtual
memory management component. COM is used as an interface between components, which usually
arewritten in C or C++. Because modularity is at the object level, the memory of objects can not be
deadllocated explicitly. A reference counting garbage collector is used for the heap management,
which haswell-known limitations, such astheinability to collect cyclesand an overhead for the main-
tenance of the reference counts. Address-space protection is used to provide firewalls but is otherwise
orthogonal to the modular decomposition of the system. Its conceptual architecture isvery similar to
Lipto.

5 Extensibility and openness

As many of the previously presented concepts the idea of an open operating system is fairly
old [109]. There are two categories of openness. systems that allow a gradual modification using an
extension interface and systems that allow the wholesal e replacement of components. The first cate-
gory includes Mach external pagers[191], extensible file systems [122], as well as applications that
are extensible by providing a so-caled plug-in interface. Examples are QuarkXpress, Photoshop,
Netscape, and Gimp. The extensions are loaded in the address space of the application and therefore
must be as trustworthy asthe application itself. Current UNIX kernels can be extended by using mod-
ules. Asthey runin the kernel address space, they must be trusted like the kernel. This situation mo-
tivated many projects to support untrusted extension modules. The most prominent of them are SPIN
and VINO.

SPIN. SPIN [18] isan operating system that can be extended by using so-called event handlers. Event
handlers are portions of untrusted code that can be downloaded into the kernel. Kernel operationstrig-
ger events [142] that can be processed by a handler. Memory protection is realized using atype-safe
language to write handlers (Modula-3) and atrusted compiler that signs the handlers. Whether a han-
dler isalowed to handle an event is decided by guards. If the handler runs longer than a certain time
limit it can be terminated. Only handlers that are marked as EPHEMERAL can be terminated. Such
ahandler can only call other functions that are marked EPHEMERAL. No kernel function is marked
ephemeral and therefore it is safe to abort an ephemeral handler.

Handlers are downloaded in the kernel as a SPINDLE. A system service in SPIN is decom-
posed into a SPINDLE, alibrary, and a user-level server. A SPINDLE can be downloaded into the
supervisor address space, a library is loaded into the application address space and can contact the
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SPINDLE via system calls, and the user-level server is used to maintain the state of the service that
outlives the application.

VINO. VINO uses SFI for memory protection. (MiSFIT [161], the “Minimal i386 Software Fault
Isolation Tool”). Extensions are called grafts. Resource consumption of grafts is monitored and an
extension module can be aborted like atransaction. Running graftsin the kernel is usually motivated
by performance concerns. The overhead of the transaction mechanism may render the extensions use-
less for the performance goal.

6 Summary

Current OS architectures are not able to cope with demands of today’s applications. We at-
tribute most of the shortcomings to the used protection mechanism: the address space. Other protec-
tion mechanisms are better suited because they offer more flexibility and finer granularity. Inthisdis-
sertation we develop an operating system structure using a type-safe instruction set as the only pro-
tection mechanism. Other protection mechanisms that use compiler extensions force the system to
use a trusted compiler that signs the compiled code.We learn from Java that a genera purpose lan-
guage can be compiled to atype-safe instruction set. All of the extensible systems (SPIN, VINO, Ex-
okernel) use a combination of several memory protection mechanisms. They use address-space pro-
tection in combination with type safety or Software Fault Isolation. We think that this unnecessarily
complicates the architecture and advocate an architecture that relies on only one protection mecha-
nism: type safety.

Using a different protection mechanism allows anew view at system problems of the past and
reconsider if and how their solutions can be transferred to our new architecture. We learn from the
Mach project to structure the system as a multi-server system to allow restartability, extensibility, and
fault containment. We should not force componentsto use | PC if not necessary. We learn from SPIN
that type-safe protection allows fine grained extensibility. Microkernels like Mach and especially the
Exokernel emphasize that resources should be managed outside the kernel. Combining this with a
type-safe protection system isachallenging task as such systems require support by aruntime system
that contains many resource management mechanisms and policies.

Virtual machines, or hypervisors, are able to isolate systems running on the same hardware,
but they have no support for sharing and efficient, typed communication.

Microsoft COM apartments demonstrate, that the discussed problems are not only of academ-
ic interest. Apartments subdivide a process in different execution environments. Objects must not be
shared between incompatible apartments, i.e., apartments that use incompatible thread scheduling
strategies. COM can not enforce the isolation between apartments, because a programmer error may
lead to direct sharing of objects, for example when using a global pointer to access the same object
in two or more apartments. A malicious component can not be isolated at all. This shows that a pro-
tection domain should not be separated from execution environment but instead the overhead associ-
ated with a protection domain should be reduced.

Previous operating systems that used type safety for protection were designed as single-user
systems (Pilot, JavaOS) or used type-safety merely as an additional protection mechanism inside one
address space and used address spaces to isolate the tasks of different users (SPIN). Using two pro-
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tection mechanisms complicates the system architecture and application development and also re-
quires two different resource protection mechanisms. We will show that type safety is sufficient as a
protection mechanism to build a multi-user operating system.
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cuapter 3 Architectural Overview

This chapter gives an overview of the architecture of the JX system. An in-depth description
of design details and implementation aspects is left to the following chapters.

The JX system replaces hardware enforced address-based protection with protection based on the
type-safety of the instruction set. This meansthat the system runsin a single-address space and never
leaves the supervisor mode of the processor. The majority of the JX system is deployed in type-safe
Java bytecode. A small microkernel, written in unsafe languages, such as C and assembler, contains
the functionality that can not be provided at the level of the type-safe instruction set. This includes
system initialization after boot up, saving and restoring CPU state, low-level protection-domain and
component management, inter-domain communication, and garbage collection. The microkernel is
logically split intwo halves: aruntime system for Java bytecode and anumber of system services (see
Figure 3.1). The Java code is organized in components (Chapter 6) which are loaded into domains
(Chapter 4), verified, and trandated to native code. Domains can be thought of as a “virtual JVM”.
Each domain provides a complete Java execution environment and is isolated from other domains.
The effect is similar to running each VM in its own process in atraditional operating system. Com-
munication between domains is handled by using portals (Chapter 5). From a programmer perspec-
tive the portal mechanism is similar to Remote Procedure Call [1] or Remote Method Invocation
[171], but it is more efficient and easier to use than these mechanisms.

Figure 3.1: Structure of the JX system
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1 Modular microkernel

The JX microkernel is designed in the spirit of an Exokernel [61]. The microkernel isasmin-
imal as possible. But in contrast to other Exokernels that use protection mechanisms provided by the
hardware, the JX microkernel must contain a runtime environment to allow type-safe protection.

The JX microkernel (see Figure 3.2) contains a complete Java runtime system®. Therefore it isim-
portant that the kernel hasamodular structure. We adhered to three important design principleswhile
building the microkernel:

 avoidance of globally shared state
* avoidance of dynamic resource management
* moving as much functionality as possible to the level of the type-safe instruction set

The most important design principle is the avoidance of shared data structures in the micro-
kernel. State is shared in domains that are outside the microkernel. Especially there are no dynami-
cally growing datastructuresin the kernel; per domain structures are located in domain memory. This
design is motivated by the fact that the microkernel is the only part of the system that can not be re-
placed while the system is running. Although different microkernels can be configured and built, de-
ploying them requires restarting the compl ete system.

One design objective was the avoidance of dynamic resource management inside the micro-
kernel. A traditional operating system implements many abstractions in its kernel; for example files
and sockets. The implementation of these resources consumes a varying amount of resources. It is
difficult to trace the resource consumption back to a resource principal .

A further design principle was to implement as much as possibl e of the system outside the mi-
crokernel at the Java-level. To accomplish this the microkernel contains “open spots’ that are filled
by invoking code that runsin a Java domain. Examples are resource management decisions, like CPU
scheduling, interrupt handlers, and locks and condition variables. This reduces the amount of native
code (C and assembl er) and the number of transitions between native code and Java code. Such atran-
sition must cooperate with the garbage collector, which makes it expensive and is a source of errors
and robustness problems.

The microkernel does not use blocking mutual exclusion locks (mutexes) or semaphores. Crit-
ical regions are short and guarded by blocking interrupts on a single processor and using spinlocks
on a multiprocessor.

There are several resources that must be managed by an operating system. Resources can be
classified in physical resources and virtual resources. Physical resources correspond to real hardware
resources, such as main memory, CPU, network bandwidth, and disk blocks. Virtual resources only
exist as an artefact of the computational process. Virtual resources make it easier for applications to
use the system and are usually realized using a complex interaction of physical resources. Examples
of virtual resources arefiles, sockets, and database tables. The JX microkernel attempts not to provide
any virtual resources and to limit its management of physical resources to a minimum. The only re-

1. JXisaclean-room implementation of the VM specification. We implemented it from scratch only using our ex-
pertise from a previous project [73]. To make it runnable on the bare hardware we adopted code from Linux and
the OSKit [67], for example the printf implementation for debug messages.
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Figure 3.2: Structure of the JX microkernel

The microkernel islogically split into two halves: aruntime system that implements a JVM and ser-
vice implementations that allow other domains to communicate with the microkernel. All of these
services are registered at the microkernel’s name service. The name service itself isinstalled as the
name service of DomainZero (the domain of the microkernel) and inherited to Domainlinit, theinitial
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source that is solely managed by the microkernel is main memory. Even the CPU management can
be delegated to the Java-level.

2 Protection domains

The unit of protection and resource management is called a domain. All domains except Do-
mainZero solely execute Java bytecode. DomainZero contains al the native code of the JX microker-
nel. It isthe only domain that can not be terminated. There are two ways how domains interact with
DomainZero. First, explicitly by invoking services that are provided by DomainZero. One of these
services is a simple name service, which can be used by other domains to export their services by
name. Secondly, implicitly by requesting support from the Java runtime system; for example, to alo-
cate an object or to check a downcast.

Each domain hasits own heap with its own garbage collector (GC). The collectors run independently
and they can use different GC agorithms. Currently, domains can choose from four GC implemen-
tations. They are described in Chapter 8.
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Each domain has its own threads. A thread does not migrate between domains during inter-domain
communication. Memory for the thread control blocks and stacks is alocated from the domain’s
memory area.

Domains are allowed to share code - classes and interfaces - with other domains. But each do-
main has its own set of static fields, which, for example, allows each domain to have its own Sys-
tem.out stream. A task that runsin a protection domain can be an application program started on be-
half of a user or a system service that is shared by many users.

To make domains completely independent from each other communication between domains
isimplemented as message passing and called portal invocation. Buffering messagesis the responsi-
bility of the source domain’s execution environment. Synchronizing access to the message queue,
flow control, and message acceptance is the responsibility of the target domain’s execution environ-
ment.

3 Portals and services

Portals are the fundamental inter-domain communication mechanism. The portal mechanism works
similar to Java’s RMI [171], making it easy for a Java programmer to useit. A portal can be thought
of asaproxy for an object that resides in another domain and is accessed using remote procedure call
(RPC).

An entity that may be accessed from another domain is called service. A service consists of a
normal object, which must implement a portal interface, an associated service thread, and an initial
portal. A serviceisaccessed viaaportal, which isaremote (proxy) reference. Portals are capabilities
[48] that can be copied between domains. A domain that wantsto offer a service to other domains can
register the service's portal at a name server.

When athread invokes a method at a portal, the thread is blocked and execution is continued
in the service thread (see Figure 3.3). All parameters are deep copied to the target domain. If a pa-
rameter isitself aportal, a duplicate of the portal is created in the target domain. This means that the
portal is passed by-reference.

Figure 3.3: Portal invocation

Domain D, exports services Service; and Service,. Domain D4 has obtained a portal to Service;.
When ClientThread, invokes a method at Portal, the thread is blocked and ServiceThread, is un-
blocked and executes the implementation of the service method.

Service-
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Thread; Portal, Service-
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Asaconvenience to the programmer the system also allows an object that implements a portal
interface to be passed like a portal. First it is checked, whether this object already is associated with
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aservice.ln this case the existing portalis passedOtherwise a serviceis launchedoy creatingthe
appropriatelatastructuresandstartinganew servicethread.This mechanisnallowstheprogrammer

to completelyignoretheissueof whetherthe call is crossinga domainborderor not. Whenthe call
remainsnsidethedomaintheobjectis passedsanormalobjectreferenceWhenthecall leavesthe
domain, the object automatically is promoted to a service and a portal to this service is passed.

Every communication—een betweena domainand the microkernel—is performedusing
portals.This uniformity makesthelocationof aservicecompletelytransparento thefunctionalcode
of adomairt andit allows kernelservicessuchasthe nameservice to be providedby aregulardo-
main. It furthermore alles to enumerate all communication relationships of a domain.

4  Reusable system components

An importantdesignprinciple of UNIX is the “small is beautiful” principle. An exampleof
this principleis the combinationof smallprogramdo largerunitsby usingpipesfor communication
betweertheprocessethatarecreatedrom theprogramsEachprocessontainsasimpleprocessing
stepanddeliversthedatato thenext processTheusedcommunicatioomechanismthepipe,is apow-
erful abstraction @t it has seeral shortcomings:

» The unit of reuse (program) is identical to the unit of protection (process).

* Itisnottyped.All programscanbecombinedwith eachotherbut thisincludescombinations
thatmake nosenseandcanevenbedangerousA mistale in connectingheprogramsanonly
bedetectedy analyzingthe errorsthataresignaledby the programghatreceve unexpected
input.

* Themechanisnis too muchfocusedon datastreamprocessingA moreadwancednteraction
between programs, foxample a back channel, isfitiult to realize.

All thesepointsareaddresseh theJX architectureThefirst pointis addressed JX by usingcom-
ponentsastheunit to build morepowerful abstractionsnddomainsasthe unit of protectionandre-
sourcemanagemeniThe components the unit of reuselt containghe complicatedalgorithmsthat
shouldbereusedatherthanreinvented Thedomainprovidesaruntimeernvironmentfor components.
It allows components$o work togethetin oneprotectiondomainandshieldsthemfrom attacksfrom
outsidetheprotectiondomain Figure3.4shavstwo differentsystenconfigurationshatusethesame
set of components.

Thesecondointis addressebly usingatypedcommunicatiorchannelThisexcludesseveral
errorswhen connectingcomponentsilt is still possibleto connecttwo componentavhich usethe
samesyntacticatypebut useit with adifferentsemanticsTheseerrorscanbereducedy thecareful
design of types and anact specification of the meaning of a type.

Thethird pointis addressedy usingthe abstractiorof a methodinvocationfor communica-
tion between components.

1. To supportheconcepbf atrustedpathbetweerdomainghe systemallows to identify thecommunicatiorpart-
ner This identificationinterfaceshouldonly be usedby codethat superviseshe securityof the domainandis
separated from the functional code of the domain.nfore details see Chaptd.
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Figure 3.4: Two different system configurations using the same set of components

JX alows componentsto be used unchanged in different system configurations. A system can be con-
figured with fine-grained protection domains that each contain very fev—maybe even a single—
components. Such a configuration isolates the components with respect to their resource consump-
tion and fault properties. It also alows them to be restarted independently from each other and be
replaced by adifferent implementation. In asystem which does not requiresthese properties, all com-
ponents can be placed in asingle domain. In such a configuration communication overhead between

components is removed and the compiler can further optimize the now monolithic system.
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5 Bytecode-to-nativecode translator

Because JX runson an off-the-shelf CPU the type-safeinstruction set must be translated to the
instruction set of this CPU by acomponent called the trandator. The trandlator is a program that runs

initsown domain and that is trusted.

When a component is loaded its methods must be translated from bytecode to native code.
There is atrandator domain that is responsible for this tranglation. The microkernel communicates
with the translator using portal calls. The translator receives the bytecode and delivers the native code

component.
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6 Fast portals

Several portalswhich are exported by DomainZero are fast portals. A fast portal invocation lookslike
anormal portal invocation but is executed in the caller context (the caller thread) by using a function
call. Thisis generally faster than anormal portal call, and in some cases it is even necessary. For ex-
ample, DomainZero provides a portal with which the current thread can yield the processor. It would
make no sense to implement this method using the normal portal invocation mechanism.

A fast portal method can even by inlined because its semantic is part of the kernel interface
and known to the trandator. Instead of creating code to invoke the kernel function the trandlator cre-
ates code that is equivalent to the kernel function.

7 Bootstrapping

A boot loader loads the JX microkernel and all initial system components. After loading the kernel
image and a boot module that contains the initial components the boot loader transfers control to the
JX microkernel, which initializes global memory management, domain management, thread manage-
ment, and portal and service management. Then DomainZero is created as arepresentative of the mi-
crokernel and the initial thread of DomainZero continues system initialization by initializing the in-
terrupt controller and trying to detect a multi-processor system. Then DomainZero services are ini-
tialized and registered at the name service. Then the first domain executing only type-safe
instructions, is created. We call thisdomain Domaininit. It usually executes a configuration script that
lists the domains that should be started. A typical system starts domains for device drivers, file sys-
tems, network protocols, file servers, web servers, but also application programs.

Because the system components contain code in an instruction set that can not directly be ex-
ecuted on the CPU, the components must be translated to the native instruction set. The translator can
either run offline or it can be run as a system service. Offline tranglation must be used for the translator
itself and for components that are used for system initialization. In a static environment, such as an
embedded system, offline translation may be sufficient for the whole system. In a desktop or server
system new code must be loaded onto the system and the translator operates online.

8 Performance measurements

If not otherwise noted all performance measurements in this dissertation are performed using the fol-
lowing hardware:

e CPU: Pentium Il (Katmai) Stepping 3, 500 MHZ

» Cache: L1 instruction cache 16 KB, L1 data cache 16 KB, L2 cache 512 KB
 DRAM: 384 MB

100 MHZ front side bus

PCI BIOS.: revision 2.10
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Chipset: Intel 440BX (82371AB PCI-to-1SA / IDE Xcelerator PI1X4)
Video: Matrox Millenium G200 AGP

Disk: Maxtor 91303D6, IDE bus

NIC: 3Com 3C905B Fast Etherlink XL 10/100, 100BaseT X

The performance characteristics of simple Java operations on this platform when being com-
piled using the JX trandator is presented in Table 3.1. Each operation was performed in aloop with
5,000,000 iterations. The time for running an empty loop was 11 ns per iteration and was subtracted
from the measured time to obtained the numbers presented in Table 3.1.

Tab.3.1 Performance of ssmple Java operations

Operation Time (ns)
virtual method invocation? 40
non-virtual method invocation? 35
static method invocation® 33
assignment to an object field 5
creation of anew object 389

a. About half of this cost is caused by the stack size check (see Chapter 8,
Section 4.2).

For performance analyses of the microkernel and of the Java components the JX system con-
tainsan event logging facility. The Java components use afast portal and the microkernel uses a mac-
ro to log an event. Table 3.2 shows the cycles required to log events. We executed aloop of 100 iter-
ations that logged an event. The time between two eventsis 87 cycles. We disabled the first and sec-
ond level cache and run the same loop. The time between two events increases dramatically to 3656
cycles. Assuming that the currently used part of the event log isin the cache with a high probability
we subtract 87 cycles from each event transition in the following event diagrams.

Tab.3.2 Eventlogging overhead

operation time standard n
(cycles) deviation (iterations)
(cycles)
kernel logs event (caches enabled) 87 2 100
kernel logs event (caches disabled) 3656 66 100
Java component logs event (cache enabled) 96 4 1000
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9 Summary

Thischapter introduced the JX system architecture. JX isasingle-address space operating system that
allows protection without the use of memory management hardware (MMU). JX consists of a small
microkernel and runtime system that provides hardware access and an runtime environment for Java
programs. The system contains a bytecode-to-nativecode trandlator that is integrated with the kernel
which allows certain optimizations, such asinlining of kernel code. The system is structured into do-
mainswhich are independent JVMs. Code isloaded as a component. Inter-domain method invocation
is performed by using portal calls. Thereis no object sharing between domains. Sharing isonly pos-
sible via portals. Portals are stub objects with no visible state, i.e., no instance variables.

The JX architecture is based on afew abstractions that are explained in detail in the following
chapters. domains (Chapter 4), portals and services (Chapter 5), components (Chapter 6), threads
(Chapter 7), heap memory and memory objects (Chapter 8).
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CHAPTER 4 DOMAINS

This chapter describes the domain abstraction. It describes the lifecycle of a domain, its isolation
properties, and the performance of domain related operations, such as domain creation.

1 Structure of adomain

Every domain contains a heap, anumber of code components, threads, portals and services. The heap
is used to store all data of the component, including thread controls blocks, stacks, portals, services,
and componentst. The heap memory is managed automatically by using a garbage collector.

Figure 4.1: Structure of adomain

W.\‘ N ] y Objects
Objects Portal Service
Threads Components Threads Components
Heap Heap
Domain Dy Domain D,

2 Lifecycle of adomain

2.1 Creation

A domain is created by using a method of DomainZero’s DomainManager service. Components are
loaded into the domain or shared with other domains (see the Components chapter for details). After
domain creation the domain is automatically activated by starting an initial thread. This thread starts

1. Inthe current prototype the components are stored in a separate memory area.
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executing an entry method that is specified during domain creation. An entry method is a static meth-
od that must be part of the components that are loaded into the domain. This entry method can be
passed an array of String parameters and an array of Object parameters. As portals are subtypes of Ob-
ject they can be passed in the Object array. It is also possible to pass the naming service to the domain
which allows the domain to obtain more portals. In aformer version of JX thiswas the only way how
a domain could obtain a reference to the naming service. This required that the naming portal be
passed around in the system either by passing it to newly created objects as a parameter of the con-
structor or by storing it in astatic variable. Thisturned out to lead to very cluttered programs and we
introduced an easier way to obtain the naming portal. There is a static method InitialNaming.getinitial-
Naming() that is part of the zero interface component. This method has an empty implementation but
the tranglator emits a call to amicrokernel function whenever it trandates an invocation of this static
method. The microkernel function returns the naming portal of the domain that issued the call. The
interface of the Naming portal is described in Figure 4.2.

Figure 4.2: Naming portal

The Naming portal has two methods: a method to register a portal and a method to lookup a portal.
This represents the minimal functionality of a name service. Additional methods that allow, for ex-
ample, to unregister portals or receive a notification when anew portal is registered, can be provided
by name services that run outside DomainZero and use an extended Naming interface.

public interface Nanming extends Portal {
void registerPortal (Portal portal, String nane);
Portal |ookup(String nane);

2.2 Termination

A domain can be terminated explicitly at any time' using akernel service. The security system
decides whether one domain is allowed to terminate another domain. A domain terminates automat-
ically when there are

* No running threads,
* NO services,

» no references to threads from the outsi dez, and
* no registered interrupt handlers.

When al these four conditions hold the domain has no internal activity and can not be activated from
the outside.

When adomain is terminated, all threads are stopped, all services are deactivated, and active
service invocations are terminated by throwing an exception to the calling domain. Threads that wait
for the completion of a portal invocation are terminated by signalling the termination to the called

1. Device-driver domains can defer termination.

2. Referencesto threads from outside the domain could be used to unblock a blocked thread. One use of these ref-
erences is to unblock athread by atimer service that runs in another domain. See Section 3.3 of Chapter 9 for
details about the timer service.
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domain, which then can decide to terminate the call at once or when it reaches a save point to do so.
The reference counts of all memory objects (see Chapter 8, Section 3.1) and services (see Chapter 5,
Section 5) that are referenced by portals of the domain are decremented. The fixed memory area and
the heap are released.

It is difficult to safely terminate threads or protection domains in systems that support fine-
grained sharing of objects. A thread can hold alock for an unlimited amount of time. Terminating the
thread while it holds the lock may leave the data structure in an inconsistent state. Rudy et al. [149]
present a technique based on bytecode rewriting that can safely terminate a thread. These problems
only appear because threads and data structures are not unambiguously associated with a protection
domain. In JX objects aswell asthreads are cleanly separated into domains and domains share infor-
mation by using portals. The use of a portal—the invocation of a method—is clearly visible in the
source code. Every portal invocation can throw an exception, for example, when the server domainis
terminated. Whether the data structures of the server domain become inconsistent is not relevant, be-
causeit isterminated anyway. The client domain can detect and react to a server termination by catch-
ing and handling the thrown exception.

3 Isolation

The domain isthe unit of protection and resource management. It isisolated from other domainswith
respect to resource usage and data access:

» Sandbox: Every domain can only access its own data or methods or invoke methods that are
exported by other domains.

 Faults: Due to a software bug or hardware error a domain can fault. The domain must be re-
moved or restarted without affecting the rest of the system. All resources of the domain, such
as interrupts and memory, must be freed.

» Resource usage: Every domain can use a granted resource without affecting other domains.

Fault isolation can be used to guarantee non-stop system execution. A (reliable) monitor mod-
uleand a (reliable) specialized TCP implementation could be used for remote administration even in
case of acomplete fault of the remaining system.

3.1 Resource management

The unit of resource accounting is adomain. Once aresource, such as memory or CPU, is committed
to adomain it can be used without further accounting. For example, a domain manages its heap with
large memory blocks. Once such a block is committed to the domain it can use an arbitrary memory
management scheme to allocate objects in this block.

Resourcetypes. There are two fundamental resources: memory and CPU time. Because these two
resources are necessary for every computation we call them primary resources. Depending on the
hardware of the system there are additional resources, such as a disk, a network interface, a display,
and input devices. We call them secondary resources because they require primary resources to be
used. Built upon primary and secondary resources are virtual resources. They are a virtualization of
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primary and secondary resources to allow (i) concurrent access by multiple users or programs and to
alow (ii) easy and portable access to the resource by providing a high-level API.

The management of the two primary resources is explained in Chapters “ Processor Schedul-
ing” on page 73 and “Memory Management” on page 83.

When a domain obtains a portal to a service in another domain it acquires a virtual resource. When
the domain terminates this resource must be released. This is done automatically when the reference
count of the service dropsto zero. The service may have allocated resources that are not released au-
tomatically. Therefore amethod serviceFinalizer() isinvoked at the service object when the reference
count of a service dropsto zero. This method is used for example in the window manager. The win-
dow manager creates windows for client domains. When such aclient domain terminates the window
serviceisdeleted. All windowsthat belong to this client must be closed and associated resources must
be released.

Shared services. When more than one domain obtains a portal to a service the service is shared be-
tween domains. Shared services usually implement high-level abstractions, such asfiles, or network
connections. Theimplementation of these high-level abstractions mapsthe high-level virtual resource
to lower-level virtual or physical resources. The domain that implements this mapping and provides
the high-level resource isresponsible for accounting the resource usage. How this accounting is done
isoutside the scope of the JX architecture. The resource container abstraction [13] can be used to sep-
arately account different services that run in the same domain but service different resource princi-
pals.

Protected data structures. Address-based systems must allocate data structures in the kernel ad-
dress spacel, which requires a separate resource accounting mechanism for the memory that is con-
sumed by these data structures. Type safety allows the kernel to maintain a data structure on the heap
of a domain without the domain itself being able to access this data structure directly. We call these
data structures protected data structures. Because protected data structures are stored on a domain’s
heap they do not consume any global resources.

3.2 Execution environment

A domain provides an execution environment for components. Components with differing re-
guirements are run in different domains. An execution environment includes

Memory management. A domain can use a specific garbage collection strategy (or no garbage col-
lection at all).

Scheduling and synchronization. A domain can use a specific thread management strategy, includ-
ing a custom implementation of mutexes and condition variables, and a scheduling strategy (non-pre-
emptive or preemptive, priority-based, deadline based).

Portal and service management. It can be specified per domain and per service implementation
class how incoming service requests are handled, whether a new thread pool is created for a service,
and whether a new service thread is added to the thread pool if a service thread should block.

1. Anexample are LPC message blocks in Windows 2000 [163].
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Namespace. Code that runsin adomain needs portals to communicate with other domains. Initially
adomain can access only a name service portall. The name service for the initial domain, Domain-
Init, is provided by the microkernel, DomainZero. When adomain creates a new domain the creating
domain can attach a new name service to the created domain, otherwise the name service of the cre-
ating domain is used. The current implementation of Domaininit creates a new name service and at-
taches it to al domains it creates. This guarantees that the name service of the microkernel is only
used during bootstrapping the Domaininit naming service.

4 Domain ID

Several data structures in the microkernel and on a domains heap need to reference domains.
Although it issufficient to use adomain I D to unambiguously refer to adomain, using adirect pointer
to the Domain Control Block (DCB) is much faster. In the current implementation DCBs are not
moved but when a domain terminates the DCB of the domain is reused for domains that are newly
created. This meansthat before adomain pointer can be used it must be checked whether it is still the
DCB of the original domain. To be able to perform such a check the domain ID must be stored to-
gether with the domain pointer. Before the DCB is used this domain ID must be compared with the
domain ID that is stored in the DCB. This requires the domain ID to be unique during the complete
lifetime of the system, i.e. between two reboots. If a domain is created every nanosecond? a 64 bit
range for domain IDswill last for 830 years. This means that the system must be booted at |east once
in 830 years.

5 Performance evaluation

Creation time. We measured the time to create a domain and compare it with the time to create a
processin Linux. We created 100 domains and measured the time. On Linux we created 100 process-
es by using the fork system call and measured the time. We a so used fork in combination with exec
to load a new program. The results are presented in Table 4.1. JX domain creation includes the com-
ponent loading and preparation (see Chapter 6 p.59). It can be compared with a combination of fork
and exec on UNIX. The factor of domain creation to Linux fork/exec is about 1.2 (Table 4.1).

Tab.4.1 Domain creation time and destruction time

operation time (Us)
JX domain creation 2245
Linux fork 263

1. Ashasbeen described in Section 2, during domain creation adomain is passed an object array that also may con-
tain portals. This feature is arecent addition to the system and it is only necessary to reduce the startup time of
domains and saving costly name service lookups. In principle, passing only the naming portal is sufficient.

2. Notethat the domain creation time on our 500 MHZ PIlI is about two milliseconds.
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Tab.4.1 Domain creation time and destruction time

operation time ()

Linux fork/exec 1814

Memory footprint. Many applications, such as databases, agent platforms, and active networks must
create large numbers of domains that each encapsulate a small amount of untrusted code. A small
memory footprint of a protection domain is important for these applications. The memory overhead
of adomain consists of the Domain Control Block, the domain specific code, the heap, and data struc-
tures that are allocated per-thread. Each thread needs a thread control block, which includes an area
to save the CPU state and a stack. The stack consumes most memory and often the major part of this
memory is unused. To avoid this situation a linked stack frame organization could be used. Stack
frames are not taken from preall ocated stack memory but allocated from the global memory pool and
linked together. Although this approach does not waste memory for unused stack space it increases
the method invocation overhead and can lead to fragmentation of the global memory system. There-
fore we use atechnique that is a combination of these two. We allocate a stack chunk that isrelatively
small. When there is no space to alocate a new stack frame we create a new stack chunk and link
these two chunks together. When all stack frames of a stack chunk are freed, the chunk can also be
released. To avoid alocation and deallocation of chunks that contain only one frame, deallocation
must be delayed. It could be delayed until the previous chunk is half empty, but this would require a
specia check every time a stack frame is popped. Therefore we delay it, until the previous chunk is
empty.

Figure 4.3 compares the memory requirements of a JVM process on Linux with the memory
requirements of aJX domain. It isdifficult to notice the JX line because a JX domain has alow mem-
ory footprint of 35 KB while aJVM process requires 3.4 MB. This data can be paged to secondary
storage and only apart of it (the working set) needsto be resident in memory. But because of thelarge
differencein DRAM and disk access speed paging severely affects performance.

The 35 KB can be split into 7 KB private code (including memory for static variables), 4 KB
scratch memory used for portal parameter copying (see Chapter 5, Section 3.1), and 24 KB heap. The
heap is populated by 10 KB character arrays that are created by the static initializers (for example by
the Character class) and the “Hello World” application, less than 1 KB small objects, 8 KB for two
stacks (4KB each for the initial thread and the garbage collector thread), 600 Bytes for two thread
control blocks. Thissumsupto 20 KB. Theremaining 4 KB are allocated but not used. These numbers
indicate that scalability can still be improved by reducing the number of statically allocated character
arrays and by reducing the stack size. One cost is not included in the 35 KB, that isthe memory con-
sumed by the Domain Control Block. The DCB contains storage space for the domain-local GC im-
plementation (196 bytes), for the domain-local scheduler (128 bytes), and 484 bytesfor domain man-
agement. Additionally it contains alist of servicesand alist of service thread pools!. These lists con-
sume 4 * MAX_SERVICES + 4 * MAX_THREADPOOL bytes, where MAX_SERVICES is the
maximal number of services exported by the domain and MAX_THREADPOOLS is the maximum
number of thread pools for service threads (see Chapter 5 for details). Using a reasonable number of
50 services and 50 thread pools adds 400 bytes to the memory consumption of a domain.

1. Inthe current prototype these lists are statically allocated when a domain is created. They should also be placed
on the heap.
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Figure 4.3: Protection domain memory footprint

The UNIX/IVM graph showsthe memory consumption (data segment) of UNIX JVM processes. The
JX domains graph shows the memory consumption of JX domains that execute a“Hello World” pro-
gram.
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6 Summary

This chapter described the domain abstraction. The domain is the unit of protection and re-
source management. A domain isolates code that isrunning in it against other domains. Each domain
provides an execution environment that can be tailored to the needs of the code that runsinit. Domain
creation isabout 20% slower than fork and exec on Linux. The memory footprint of adomain is about
one percent of the memory footprint of aJVM process on Linux.
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cuapTER 5 Portals

This chapter describes the portal invocation mechanism. The chapter first describes the mech-
anism from an application programmers perspective and then discusses its implementation and the
interrelations between the portal invocation system and other parts of the system, such as the sched-
uler, translator, and garbage collector.

1 Design principles

The portal invocation is the central inter-domain communication mechanism. Its design was guided
by the following principles:

» The communication mechanism must allow two domains to communicate but otherwise com-
pletely isolate them. The domains should depend on each other only during an exactly defined
period of time.

»  Communication must be possible between two mutually distrusting domains. Neither of them
should be ableto launch a denial-of-service attack or to obtain any datafrom the other domain
without the permission of this domain.

» The communication mechanism must be similar to an abstraction that is well known to the
programmer: the method invocation.

* |t must be possible to extend the mechanism to a distributed communication mechanism.

There are several aternatives for inter-domain communication. A direct method call using the same
thread and the same stack can be used. The problem isabad isolation of domains. A thread would be
able to run in different environments or protection domains. Another alternative is the use of asyn-
chronous message passing. Thisis the typical model for IPC in message-passing microkernels. It is
non-transparent and is usually used to build a synchronous message-passing mechanism.

2 Programming model

Portal invocation is designed adhering to two major principles: it must naturally fit into the object-
oriented programming model and must be easy to use for the programmer. We use a communication
mechanism that is similar to a Remote Procedure Call (RPC) and to Java's Remote Method Invoca-
tion (RMI).
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Domains communicate solely by using portals. An object that has the ability to be accessed from an-
other domainiscalled service object. Each serviceisassociated with aservicethread or athread pool.
A portal is aremote reference that represents a service, which is running in another domain. Portals
are capabilities that can be passed between domains.

A portal looks like a normal object reference. The portal type is an interface that is derived
from the marker interface® jx.zero.Portal. A portal invocation behaves like a normal synchronous in-
terface method invocation: The calling thread is blocked, the service thread executes the method, re-
turns the result and is then again available for new service requests via a portal. The caller thread is
unblocked when the service method returns. While a service thread is processing a request, further
reguests for the same service are blocked if the service uses only one thread to process requests.

The creation of anew service requires an interface and an implementation of the service (see
Figure 5.1). The client can obtain a portal and invoke methods at the portal (see Figure 5.2). A server
domain can provide an implementation of the service by implementing the portal interface and in-
stantiating the implementation class (see Figure 5.3). Theresulting instanceis called aservice object.

Figure5.1: Theinterface of aportal

Thisexample shows aninterface MyService that isaportal interface. It containsamethod sayHello(),
which expects one parameter. The type of the parameter is aregular class.

interface MyService extends jx.zero.Portal {
voi d sayHel | o( MyParam p) ;

class MyParam {
int a;
}

Figure5.2: Portal client code

This example shows how a client uses the portal defined in Figure 5.1.

MyService svc = ... ;
MyParam paranmbj = ... ;

svc. sayHel | o( paranmbj ) ;

Figure 5.3: Service implementation

This example shows how the portal interface can be implemented.

class MyServicelnpl inplements MyService {
voi d sayHel | o(MyParamp) {...}
}

1. A marker interfaceis an interface that contains no methods and is solely used to state that an object has acertain
property. Marker interfaces are very common in Java. They are used to indicate that an object can be serialized
(Serializable) or cloned (Cloneable).
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Whether a method invocation at a portal interface is performed within the same domain or
crosses a domain boundary is not visible by looking at the client code. This transparency is required
for the reusability of the client code in different environments. But to be really reusable the client
must be programmed in a defensive style. The code must not make assumptions about the sharing of
parameter objects. They may be shared if the service runs in the same domain or copied otherwise.
The code must also not make assumptions about the thread that executes the service code. It is the
current thread if the service runsin the same domains or the current thread blocks and athread in an-
other domain executes the service method. This may lead to adeadlock situation if the client isitself
aservicethat iscalled by the servicein the other domain. To avoid such deadlock the portal invocation
subsystem can spawn anew service thread whenever a service thread blocks. Blocking aclient thread
during aportal call also has consequencesfor object consistency in anon-preemptively scheduled do-
main. In such a domain no object locking is necessary but all objects must be in a consistent state
when athread blocks. This means that whenever a portal method is invoked, may it block or not, all
objects must be in a consistent state.

3 Parameter passing

The fundamental question for an inter-domain communication mechanism is whether param-
eters should be copied or shared. The main motivation for data sharing is performance. Certain RPC
implementations, such as Lightweight RPC (LRPC) [17], use shared communication buffers for pa-
rameter passing. Shared communication buffers, or more generally shared heaps, have several prob-
lems:

» They complicate memory and CPU accounting. Sharing a garbage collected heap leadsto re-
source consumption that can not unambiguously be attributed to a domain.

» They lead to more complex programs. The programmer has to decide whether an object is
used as an parameter and allocate this object on a shared heap.

* It isdifficult to evaluate the data and fault containment properties of applications that share
objects. Domains have communication relationships not only during the start and end of a
method invocation but during the whole invocation and even beyond it. This would make it
impossible to decide whether afault in one domain leadsto afault in another domain without
detailed analysis of the source code. The same argument applies to the containment of infor-
mation, which isimportant for the security of the system.

* |t would be difficult to transparently distribute such applications. Access to shared parameter
objects would lead to message exchanges and does not scale well.

* It would require the use of write barriers to prevent illegal references between shared heaps
and local heaps [10]. These write barriers slow down the very frequent operation of access to
local objects. We expect that many applications with infrequent inter-domain communication
will perform better with parameter copy and without write barriers.

JX does not use shared buffers for parameter passing because we consider accountability and main-
tainability more important than a small performance improvement for communication-intensive pro-
grams. The essential advantage of copying is a nearly complete isolation of the two communicating
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protection domains. The only time where two domains can interfere with each other is during portal
invocation. This makes it easy to control the security of the system and to restrict information flow.
Another advantage of the copying semantic is, that it can be extended to a distributed system without
much effort. But copying parameters also poses several problems.

* It leadsto duplication of data, which is especially problematic when alarge transitive closure
is copied.

» The object identity islost during copying.

In practice, copying posed no severe performance problems, because only small data objects are used
as parameters. Objectswith alarge transitive closure in most cases are server objects and are accessed
using portals. Using them as data objects often is not intended by the programmer.

3.1 Copying algorithm

After the decision for acopying parameter passing semantics we now look at the details of the
copying agorithm. The following questions must be answered:

When must objects be copied between domains? Objects must be copied during parameter pass-
ing and when passing the return value. When an exception is thrown during a service execution the
exception object must be copied to the caller domain and thrown in the client thread. When adomain
is created the name service portal must be copied to the new domain. In al cases we use the term
parameter graph to denote the object graph that is copied between domains.

Who copiesthe parameters? Parameters can be copied by the caller thread (client copying) or the
calleethread (server copying). We expect that many callsarewaiting to be serviced and it wastes serv-
er heap space to copy parameters before a server thread is ready to process the call.

Are DoS attacks possible? The whole object graph that is reachable from the parameter referenceis
copied. A client domain can attack the server by using a large object graph. The same attack can be
performed by the server using the return value. There are two solutions for this problem. The server
can limit the amount of data that is copied per call or use a separate heap for objects that are copied
into the domain from the outside. The separate heap complicates heap management and allows an at-
tacker to cut off the domain from communication by flooding this heap. Therefore we use a per-call
copy quota. Two other DoS attack would be possible if client copying would be allowed. A client
could flood the server’s heap by using many parallel portal calls each in its own thread and with pa-
rametersjust below the per-call quota. A per-client quotawould solve this problem. The second prob-
lem is more subtle. During parameter copying the heap must be locked. A DoS attack would be pos-
sible by performing calls with a sufficiently high frequency and parameter graph that is large but be-
low the quota. Especially if the client isgranted more CPU cycles and scheduled more frequently than
the server domain the server could be locked out of its own heap. These attacks are not possibleif the
server copies the parameters and return values.

How are cycles detected? The parameter copying algorithm must transfer the whole object graph
that is reachable from the parameter reference in the source domain and rebuild the object graph in
the destination domain. Thismeansthat cyclesin the object graph must be detected and reconstructed
in the target domain.
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During aportal communication object graphs are transferred in two directions: the parameters
of thecall aretransferred from the client to the server and the return value istransferred from the serv-
er to the client. When we talk about the object graph transfer we call the domains source domain and
target domain. When the client/server relationship isimportant wetalk about client domain and server
domain and distinguish between parameter passing and return value passing.

A simple agorithm (COPYO0) uses a scratch memory to remember all references that are al-
ready copied and looks in this memory to detect already copied objects. The data structure of the
scratch memory consists of pairs of references (source, destination). We call this data structure map-
pingtable. If thereferenceisfound asthe source part of apair the destination referenceisused instead
of copying the object.

As indicated by the performance measurements in Section 7.3 this algorithm exhibits poor
scalability. A more sophisticated algorithm (COPY1) uses the source object to store a pointer to the
destination object (forward reference). When storing the forward reference a part of the source object
is overwritten. Thus this algorithm needs a second pass to correct all changed objects on the source
heap. The problem isto obtain the overwritten data. The target object can not be used because source
and target objects may not be identical. For example, a service object is promoted to a service and a
portal is passed. The source graph then contains an object and the target graph contains a portal.
Therefore the overwritten word must be remembered in the mapping table. But as the destination
pointer is no longer needed the size of the mapping table isidentical to COPY 0. Forwarding pointers
are removed by correcting all objects that are listed in the mapping table when copying is finished.
Because this algorithm modifies source objects no other thread should be allowed to access the heap
of the source domain during copying. If aGC of thetarget heap should become necessary, the copying
can be aborted and restarted after the GC. Aborting the copying only requiresresetting the forwarding
pointers of the source heap. The copied objects on the target heap are garbage because they are not
yet referenced.

3.2 Passing special objects

Portals. When a portal is passed as a parameter in a portal call, a corresponding portal is created in
the target domain (see Figure 5.4).

Portalsthat return home. When aportal is passed to the domain in which its service resides, aref-
erence to the service object is passed instead of the portal (see Figure 5.5).

Service objects. When a service object is copied to another domain it is automatically promoted to a
service and a portal to the service is passed to the other domain. This substitution of a portal for the
service object only worksif thetype of the referenceistheinterface and not the implementation class.
To guarantee that this requirement holds, the target domain is not allowed to contain the class of the
service object. If the target domain contains the implementation class an exception is thrown when a
portal istransferred to this domain.

Passing objects by value increases the performance in a distributed system, but passing the
“wrong” reference by value could duplicate the whole server. Only objects at the leaf of the object
graph should be passed by value. The decision whether an object should be passed by reference or by
copy should be left to the programmer. Marking aclass as a service and the automatic service creation
allow the programmer to make this decision while the details are handled by the system.
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Figure 5.4: Portal to servicein other domain

This parameter graph contains a portal to aservicein athird domain (whichisnot the target domain).
Such a portal is copied to the target domain and the reference count of the service isincremented.

Legend: Source Domain
O Object
@ Portal

@ Service object

@ service ‘A@)

n Root object before copying Other Domain
after copying
Source Domain Target Domain

o/
o

Other Domain

Figure 5.6 shows how an object graph that contains a service object is transformed during
copying the graph to the target domain.

Several connection types between subgraphs can lead to problems or unexpected behavior (see
Figure 5.7). Inthefollowing we call the object graph that is spawned by a service object servicegraph
and an object graph that is spawned by a parameter object and pruned at service objects parameter
graph.
We will ook at the following types of references:

() Reference between service graphs

(b) Reference form service graph to parameter graph

(c) Reference from parameter graph to service graph

References of type (a) lead to no differences between the intra-domain and inter-domain behavior.
Such references are no problem because objects that are behind a service object are not copied and
therefore the reference between the service graphsis retained.

References of type (b) and (c) connect parameter graph and service graph through a regular

object! This leads to a partial copy of the service graph to the target domain. Depending on the im-
plementation this may lead to inconsistencies and therefore connections between a parameter graph

1. Otherwisethey are always connected through a service object.
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Figure 5.5: Portal to servicein target domain

The parameter graph contains a portal to a service running in the target domain. During graph copy-
ing every reference to the portal is replaced by areference to the service object.
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and a service graph should be avoided. We currently have no automatic mechanism to detect these
connections at development time. But fortunately we also do not know any practical examplefor this
kind of problems.

Asaconvenience to the programmer the system also alows an object that implements a portal
interface to be passed like a portal. First it is checked, whether this object already is associated with
aservice. In this case, the existing portal is passed. Otherwise, a service is launched by creating the
appropriate data structures and starting a new service thread. This mechanism allows the programmer
to completely ignore the issue of whether the call is crossing a domain border or not. When the call
remainsinside the domain the object is passed as anormal object reference. When the call leavesthe
domain, the object automatically is promoted to a service and a portal to this service is passed.

Automatic promotion of an object to a portal has a problem if the service object implements
more than one portal interface. Which one should be used? There are at least two possible ways to
resolve this ambiguity:

(8 When an object is passed during method call as argument or return value the type specified in
the method signature could be used. This does not work with deep copied objects, because
such an object can contain the class as the static type and not the interface. It also does not
work when the portal method's parameter has a class type and not the interface type.

(b) Allow the programmer to choose by registering mappings. Type mappings must be identical
for the type space that is shared between the two domains.
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Figure 5.6: Pruning alarge object graph at service objects

Thisfigure shows an object graph that is spawned by the boxed object. The graph contains all objects
that are transitively reachable from the root object.
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(c) A service object must not implement two unrelated portal interfaces. It is, however, alowed
to implement two or more portal interfaces that are in a subtype relation. In such a case the
portal object is created by using the most specific type.

We choose variant (¢) because it requires no programmer support (as variant (b)) and works in all
practically relevant situations (unlike variant (a)).

3.3 Implicit portal parameters

In some situations additional information must be passed with a portal invocation. For this purpose it
ispossibleto attach an object to the current thread. This object is passed as an implicit parameter dur-
ing aportal call that is performed by this thread and the object is attached to the server thread. With
this mechanism data can be passed along a portal invocation path. Implicit parameters can be used to
pass credentials with a portal call. These credentials could be portals that testify that the client has
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Figure 5.7: Problematic connections

There are three types of problematic connections: (a) aconnection between service graphs, (b) acon-
nection between a service graph and a parameter graph, (¢) aconnection from a parameter graph into
aservice graph.
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certain rights. Not being forced to pass them explicitly makes the functional code more readable and
easier reusable.

3.4 Summary

A service object isaregular object that is marked by using an empty interface. A serviceis a special
object that has areference to a service object and that can be referenced from outside the domain by
aportal object.

4  Garbage collection and portal invocations

When parameters or return val ues are copied between domains the target domain may need agarbage
collection. When a garbage collection occurs during parameter copying the copying is restarted.

During portal invocation the GC can run in the caller or in the callee domain. The portal call
copies the object graph of the parameters from callee to caller domain. When the GC moves objects
that are contained in thisgraph, it must also update the internal tables of the portal invocation system.

The parameter graph (in the client domain) may be changed during copying but objects must
not be moved or deleted. When aGC happensin the client domain during parameter copying the map-
ping table (see 3.1) must be updated.

There are two occasions when a service thread hasto wait for a garbage collection in another domain:
during service creation and return value passing.

Service creation. A service is always created by passing a service object to another domain. During
service creation new objects, such as the service control block, must be allocated. This allocation
could trigger a garbage collection. Because parameters are copied by the receiver, the receiver thread
waits for the completion of a garbage collection in the client domain.

Chapter 5: Portals 43



Return value. The return value is copied from the server domain to the client domain in the service
thread. If agarbage collection is necessary in the client domain the copying isrestarted after garbage
collection is finished.

5 Life-cycle management of services

Asaready mentioned portals and services can not be created explicitly by an application program. A
portal is created during portal communication, when aservice object is passed to another domain. In-
stead of copying the service object the portal invocation system creates aservicein the source domain
and aportal in the target domain. Portals and services are also automatically destroyed.

5.1 Service creation

Asexplained in Section 3.2 aservice is automatically created when a service object is part of an ob-
ject graph that istransferred between domains. All service data structures are created. Theinitial data
structure is a service control block (SCB), which contains pointers to other data structures related to
thisservice.. A former version of JX created a new thread for each newly created service, which ren-
ders a service avery heavy-weight abstraction and made it unusable for many puposes. Thefile sys-
tem, for example, represents every open file as a service and using athread, including a stack, for ev-
ery openfileisalot of overhead. For thisreason we changed the system to use thread pools and allow
an newly created service to use an aready existing thread pool or create a new one. When an existing
thread pool isjoined, the overhead of a service solely consists of 40 bytes to store the SCB.

5.2 Service termination

The service control block maintains a reference counter. Passing a portal to another domain
increments the reference counter of the service. Garbage collecting a portal decrements the counter.
Terminating a domain means “garbage collecting” all portals of this domain, which decrements the
reference counters of their associated services. When the reference counter drops to zero the service
isdestroyed. When aservice is destroyed the method serviceFinalizer() isinvoked at the service object
to inform the service about its destruction. The service can use this method to release all resources
that it allocated to the service. In the window manager the window service uses this method to close
the window. The serviceFinalizer() method is started in anew thread to rel ease the resources of the ser-
vice completely without waiting for the method to finish.

A service can also be destroyed even if its reference count is not zero. This happens when the
user explicitly requestsit or when the domain is explicitly terminated. All subsequent attemptsto in-
vokethe servicewill throw an exception in the caller thread. Thisessentially hasthe effect of revoking
accessto al portalsto the service.

Using a reference counting technique has the advantage that garbage collection activity (in-
crementing reference counts) is performed during a portal call and during the garbage collection of a
client domain (decrementing reference counts). There is no other interaction needed between do-
mains. On the other hand reference counting can not detect cyclic data structures. A simple cycle that
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spawns two domains is created when an object graph of a service A contains a portal to a service B
in another domain and the object graph of B containsaportal to service A.Thereiscurrently no mech-
anism to detect and resolve such cycles.

6 Implementation

Figure 5.8 shows the data structures that are used by the portal call implementation. A portal
isan object that lives on the heap of aclient. It contains the following information:

* A domain ID that identifies the domain in which the service is running.

* A domain pointer, which is used for afast lookup of the domain control block (DCB). DCBs
are reused after adomain terminated. If the domain pointer is valid the domain IDs from the
DCB and from the portal must be identical.

» A service ID which denotes the service. We can not use a direct pointer to the service control
block (SCB), because SCBs are located on the heap of adomain and may be moved by acom-
pacting or copying GC. Using adirect pointer would require updating data of foreign domains
during a GC cycle. It isalso not an indirect pointer because the whole domain may be moved
or swapped out, which would invalidate all pointers. Therefore each domain hasaservicetable
that consists of pointers to service control blocks (SCB). The service ID is an index into the
this service table.

The SCB contains information which is relevant to maintain the service and perform service invoca-
tions. It contains alist of waiting threads, a reference to the service object and a thread in which the
service execution takes place. To detect unreferenced services the SCB contains a reference counter
that isincremented whenever a new portal to the serviceis created and decremented when a portal is
destroyed.

Every TCB has areference to it’s current client (if any). The reference, called mostRecently-
CalledBy, is updated by the GC when the client TCB is moved in the client domain (see Chapter 8,
Section 2.2).

During aportal communication the client thread (caller) is blocked and a service thread in the
service domain (callee) is unblocked. A serviceis associated to a pool of service threads. To execute
acall onethread is removed from this pool and added to the pool when the service execution is fin-
ished. During the execution of the service the client thread is in the state PORTAL_WAIT_FOR_RET.
When no threads are available in the pool the client thread is blocked in the state
PORTAL_WAIT_FOR_RCV. A thread in the thread pool isin the state PORTAL_WAIT_FOR_SND.

Figure5.9 showsaflow diagram of the portal send operation. This operation is executed in
the client thread and accesses the service data structures of the server domain. Atomic operations are
implemented by disabling interrupts on a uniprocessor and using spinlocks on a multiprocessor. A
previous version of send first checked whether the target domain is the current domain and executed
the portal call asanormal method invocation. Then the functionality of passing aportal asthe service
object was added. Thisleads to the invariant that the heap contains no portals to its own domain and
the current-domain check could be removed from send.
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Figure 5.8: Portal data structures

A porta object contains adomain ID and a service ID. The portal does not depend on the physical
location of the domain or the service within the domain. The servicel D is used to look up the service
control block. The vtable of the portal object contains pointers to the implementation of the send()

function.
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Figure5.10 shows the flow diagram of the receive operation. This flow diagram has no end
state because a receiver thread always blocks waiting for the next sender once it finished processing
arequest.

6.1 Thread state transitions during a portal call

The client thread changesits state during a portal call (see Figure 5.11). A single wait state is not suf-
ficient because the different phases of the service thread execution impact the client domain in differ-
ent ways. The first phase is the parameter copying phase (PORTAL_WAIT_FOR_PARAMCOPY).
A garbage collection can betriggered during this phase. After copying the parametersthe thread waits
for the execution of the service to finish (PORTAL_WAIT_FOR_RET). No interaction between ser-
vice and client thread happens in this phase. When the service is finsihed the return value is copied
to the client ( PORTAL_WAIT_FOR_RETCOPY).

Only threads that are in the state PORTAL_WAIT_FOR_PARAMCOPY or
PORTAL_WAIT_FOR_RETCOPY interact with other domains.
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Figure 5.9: Send operation

This send operation is executed by a thread that invokes a method at a portal object. The operation

requires atomicity to check the state of thetarget domain, thetarget service, and to enqueue the thread
at the service.
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Figure 5.10: Receive operation

Thereceive operation is executed by threadsthat process serviceinvocations. Thesethreads are either
executing a service method (the process box in the flow diagram) or are blocked in a service thread
pool (caused by block in pool). The sequence end atomic; handoff to sender; begin atomic can be
implemented very efficiently by storing the interrupt mask in the thread context. Saving or restoring
this mask requires only two processor instructions on the x86.
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Figure5.11: States of aclient thread during a portal call

invoke portal and no
\ service thread is available
RUNNABLE ) PORTAL_WAIT_FOR_RCV

invoke portal and
A service thread is available

parameters|are copied
by the service thread

PORTAL_WAIT_FOR_PARAMCOPY

request starts being gxecuted
by the service thread

copying finished

\

GORTAL_WAIT_FOR_RETCOPD< execution finished PORTAL_WAIT_FOR_RED

6.2 Premature call termination

A service execution can be terminated when the client domain terminates or requests an abort of the
service execution. Systems that use a migrating thread RPC, such as LRPC, must cope with this spe-
cial case. The server thread can not be terminated at arbitrary time because this could lead to incon-
sistent data structures in the server. LRPC provides a mechanism to initialize a new thread from a
“captured” thread. The new thread returns as if the call was aborted with an exception. The origina
thread continues to execute in the server domain and is destroyed when the server returns.

Asthe portal invocation is not implemented using a migrating thread model it can abort a ser-
vice execution by setting an abort flag in the thread control block of the service thread and raising an
exception in the client thread. The service thread can check for the abort flag at a safe point and also
terminate by raising an exception.

6.3 The translator and portal communication

The Java source code and the bytecode of components need not be changed when components are
collocated in the same domain or dislocated in separate domains. But the behavior of a method call
at aportal interface must be different in the two cases. In the first case the object that implementsthe
portal interface should be called directly, in the second case the microkernel must be invoked to per-
form the portal call. In both cases the same bytecode instruction is used: invokeinterface. Thisinstruc-
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tionisalso used for all other interface invocations. Should an interface invocation at a portal interface
treated specially, in other words, should the translator emit special code when the interface is a sub-
interface of jx.zero.Portal?

Inaninitia JX implementation a portal method invocation was treated specialy by the trans-
lator. The trandlator emitted machine instructions that directly transferred control to the microkernel.
This method has several shortcomings. It limits flexibility because an ordinary object could not be
used instead of the portal proxy and it complicates the trangdlator.

In the next generation of JX the runtime system generated jump code (trampoline) when anew
portal was created in a domain. This trampoline code contains the method table index. All method
table entries are directed to thisjump code. Now aportal proxy looks like aregular object. The major
disadvantage of thisimplementation is the requirement to dynamically allocate code memory for the
trampoline code. As this code can not be moved?, it can not be allocated on the heap but must be al-
located in the non-movable memory area.

The current generation of JX emits the same code for a portal invocation and an interface in-
vocation and does not generate trampoline code. The entriesin the vtable of a proxy directly point to
the send() kernel function. This createsthe problem that the send() function no longer hasinformation
about the method index and it therefore does not knwo which method it should invoke and how many
parameters it should copy. We solved this problem by passing the method index in awell-known reg-
ister to each interface method. As the method index is know when the bytecode is trandated to the
native code the translator emits instructions that move it into the register.

6.4 Fast portals

Several portalswhich are exported by DomainZero are fast portals. A fast portal invocationis
executed in the caller thread. Thisis generally faster than anormal portal call, and in some casesitis
even necessary. For example, DomainZero provides a portal with which the current thread can yield
the processor. 1t would make no sense to implement this method using the normal portal invocation
mechanism.

A fast portal has avtablethat is constructed by the kernel and pointsto functionsin the kernel
(see Figure 5.12). The vtable entries point to functions in another domain. These functions must have
the following properties:

» The code must not be moved.
* The domain that hosts the functions must never be terminated.

» The must not depend on the context it is executing in. Because threads are not switched the
code executes in the context of the caller thread.

Asfast portals could be used to circumvent the isolation of domains we currently allow only the mi-
crokernel to create them.

In contrast to a regular portal afast portal has no corresponding service object that contains
the state of the service. If such information is necessary it must be directly stored in the portal object

1. Moving it would require an update of the method table entries that point to the trampoline code. This means that
the method tables must be scanned during a GC; they must be part of the root set. Thisis not supported in the
current version of JX.
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(additional datain Figure 5.12). Asthe portal object has an interface type this data can not be access-
ed by the client domain. Only the microkernel can use this databecauseit isnot forced to obey typing
rules.

There are two reasons for the use of fast portals:
* thefunctionality can not be provided when threads and the contexts are switched
» thefunctionality isimpractical if the thread switch overhead must be paid

Examples for fast portals are the ThreadManager and memory objects. The ThreadManager
allowsto influence the state of the current thread by yielding the processor or by blocking. This could
not be realized if the ThreadManager would be a regular portal. Memory objects represent areas of
memory. To be practical methods to read and write this memory must execute very fast.

Figure5.12: Fast portals

A fast portal is structured like aregular object but uses a vtable that is constructed by the kernel and
points to functions in the kernel. The fast portal object can contain additional data that is not acces-
sible from Java code.

additional
data

Fast Portal

vtable l code

code

Client Domain DomainZero (ukernel)

7 Performance evaluation

7.1 Null portal invocation

Table 5.1 shows the cost of a portal invocation and compares it with other systems. Thistable
contains very different systems with very different IPC mechanisms and semantics. L4Ka is an
L4[116]-based microkernel developed at the University of Karlsruhe. Fiasco is a C-implementation
of the L4 interface. Asthe JX portal invocation codeisalso written in C and not hand-tuned assembler
code it is more appropriate to compare the portal invocation cost with the Fiasco IPC cost than with
one of the kernels with highly tuned IPC path. The J-Kernel is capability system implemented on top
of an unmodified VM. The IPC operation is a method invocation at a capability. This invocation is
very fast because it does not include a thread switch. The resource management problems that are
caused by such a design are discussed in Chapter 11. Altais a extended VM developed at the Uni-
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versity of Utah that supports a process concept for Java and an 1PC operation to communicate be-
tween such processes’.

Tab.5.1 IPC latency (round-trip, no parameters)

System IPC(cycles)
L4Ka (PIII, 450MHz) [194] 818
Fiasco/L4 (PIII 450 MHz) [196] 2610
JKernel (LRMI on MS-VM, PPro 200MHz) [87] 440
Alta (PIl 300 MHz) [11] 27270
JX (Pl 500MHz) 750

7.2 Portal invocation path

By instrumenting the microkernel to generate events during the portal invocation we can analyze the
invocation cost in more detail. Figure 5.15 shows the event diagram. The most common sequence of
events, which is also measured in the portal invocation performance test, is denoted by a dotted line
in Figure 5.15. The total sum of the cycles consumed along this path is 691, which corresponds well
with the 750 cycles we measured in the performance test. The most cycle consuming operations are
the thread switches between sender and receiver and back with 168 cyclesand 179 cycles. These 347
cycles or 694 ns could be reduced by performing the thread switch lazily: the service method contin-
ues to run on the client stack. Only when this optimization would become visible, a regular thread
switch is performed. The optimization would become visibleif, for example, the thread blocks or one
of the domains or threads isterminated. All these places must beidentified and modified to cope with
the lazy thread switch. As this requires substantial changes to the system we did not yet attempt to
implement this optimization.

7.3 Parameter copying cost

To evaluate how parameter passing affects portal call performance we performed the following ex-
periment. We implemented a portal method that has one parameter. This parameter is an object that
contains only one field: areference to an object of the same class. We used this class to create linked
lists of different length and passed them as parameter. Thistest measures the scalability of the param-
eter copy implementation, its ability to handle very large and/or deep object graphs. The heap size of
the target domain was 140 MB. The heap of the source and target domains are garbage collected be-
fore each test. The target domain did only provide the single service we used in the measurements.
For the Java RMI test we used Sun JDK 1.1.8 for Linux. This JVM’s object serialization implemen-
tation is not able to transfer large object graphs because it uses arecursive implementation?. Copying

1. The excessive cost of IPC in Altawas probably be one of the reasons that a follow-on project of the University
of Utah, the KaffeOS [10], completely abandoned the IPC primitive and used shared heaps.
2. The same problem existsin other VM implementations, for example IBM’s J2RE 1.3.0 for Linux.
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Figure 5.13: Events logged during the send operation

To analyze the cost of a portal invocation we instrumented the portal invocation code to emit events
at interesting positions. This figure show the flow diagram of Figure 5.9 and marks the points where
events are logged.
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Figure 5.14: Eventslogged during the receive operation

This figure shows at which points of the receive operation events are logged.

v

‘ begin atomic ‘

PORTAL_R ECEIVE_START\‘ <

{

waiting
sender?

CPORTALfWAITiFORisND>
end atomic

block in pool
copy parameters

from sender

Gender.State:PORTAL_WAIT_FOR_RED

!

PORTAL_RECEIVE_START_EXE?L end atomic

exception return ‘

‘ sender=dequeue() ‘

process ‘

set exception flag normal return
[
>
PORTAL_RECEIVE_END_EXEC ‘ begin atomic ‘

!

client
terminated?

€ender. State:PORTAL_WAIT_FOR_RETCOPD

PORTAL_RECEIVE_HANDOFF_SENDER l

\ copy return value or exception
to sender

end atomic;
handoff to sender;

PORTAL_RECEIVE_FINISHED begin atomic

T

54



Figure 5.15: Event sequences during aloop of portal invocations.

Times are given in cycles with standard deviation All times are corrected by 87 cycles. The number
in parenthesis is the number of transitions between two events. The dotted line marks the common
path of a portal invocation (maximum number of transitions). For an description of the events see
Figure 5.13 and Figure 5.14.
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adeep object graph, such asalong linked list, overflows the stack. In our experiments Javais able to
seridlize alist of 256 elements but throws a StackOverflowException with 512 elements. To prevent
stack overflows we increased the stack size to 20 MB. We also increased the heap size to 140 MB by
using the following command line parameters. “-ms140m -mx140m -0ss20m -ss20m”.

Each test was repeated 1000 times. The results are presented in Figure 5.16. It can be seen that the
COPY 0 agorithm has an exponential complexity. Thisis caused by the cycle detection part that scans
a list of aready copied objects to check whether an object has aready been copied (see
Figure 5.16). But as can be seen in Figure 5.17 the exponential complexity is negligible when only
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asmall number of objectsis transferred. For up to 100 objects both algorithms perform nearly iden-
tical. The COPY 1 algorithm has a linear complexity and scales well to 10,000 and more parameter
objects. The RMI seriaization graph is not shown in Figure 5.17 because it is orders of magnitude
slower than our two copying algorithms and it does not fit in the figure.

8 Summary

This chapter explained the portal abstraction in detail. Portals are used for inter-domain communica-
tion. They allow communication between domains but weakens the domain isolation only at dedicat-
ed points: the call and the return from the call. From a programmers perspective a portal invocation
isamethod invocation at a capability object. The most important properties of the portal mechanism
are:

» Parameters are copied to the service domain aswell as return values and exceptions are copied
to the client domain on return from the call.

 Services are created automatically when a service object is passed to another domain.

* A service can either use an existing thread pool or create a new one.

» Thethread pool can consist of one or more threads.

* If aservicethread blocks anew thread can be created and added to the pool to avoid deadlock.

The performance of aportal invocation isin the range of 1PC performance of optimized microkernels,
although the portal invocation codeis not written in hand-optimized assembler. Parameter copyingis
orders of magnitude faster than parameter copying using RMI.
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Figure 5.16: Portal parameter copying cost

"COPY1List" and "COPY 1 Array" have nearly identical performance and therefore they collapse to
asingle graph. The COPY 0 agorithm can only copy 4000 objects until the stack overflows.
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cHapTer 6 COMpONENts

All codein JX isorganized in components [172]. The goals of the JX component systemisto
ease the maintenance and extension of the system. Modularizing the code that runs inside a domain
into components eases configuration and administration of domains. Classes and methods are appro-
priate abstractions for a software developer to reason about a system. For everyone else, including
system administrators, these abstractions are too fine-grain. Therefore we group related classes into
components and reason about relationships between components. When a system evolves over time,
not the single class is changed, but a whole component. To support a gradual system evolution new
and old versions of a component can coexist in the system at the same time, but in one domain only
one version of acomponent is allowed.

This chapter first describes the different types of components, followed by a discussion of
component sharing and component relationships.

1 Component types

All JX components have the same structure: they consists of aset of classes and a description file that
contains information about the component and the necessary environment to deploy the component.
The environment specification includes the type of thread scheduler that is expected by the compo-
nent code, for example a non-preemptive or preemptive scheduler.

Components can be classified into three types: library components, service components, and
interface components.

Library component. A library component isa collection of classes and interfacesthat are to be used
by other components. They contain reusable code and data structures, such as lists and hash tables.
The JDK component is an example for alibrary component.

Service component. A service component contains the implementation of a specific service. Exam-
ples are device drivers, network protocols, file servers, database servers, or web servers.

I nter face component. An interface component contains all classes and interfaces necessary to use a
service component. An interface component usually contains the portal interface and classes or inter-
faces of the parameters. Additional classes, that make it easier to access the service but are not essen-
tial should be placed in alibrary component. Such a separation alows adomain to only import amin-
imal amount of code to access the service. If the interface component contains only interfaces and
classes without methods no code must be imported at all. This allows to access an untrusted service
without the need to use untrusted code.

To visualize a system configuration we use the notation described in Figure 6.1.
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Figure 6.1: Notation for system configurations

In this example service component S, uses service component S, via interface component 1. The
arrorws are annotated with the names of the interfaces that are used to access the service and the
classesthat are used to transfer data. The solid lineis used to show the direction of the communica-
tion. The dotted line shows the direction of return value transfers and makes the bidirectional nature
of the communication explicit. Service component S3 uses library component L, to access service
component S;. A library component isusually used to provide amore convenient interface to the ser-
vice or to hide the capability-style service access behind an interface that conforms to an external
standard (for example the JDK).

Domain D Service Component S
Service Component S, L Library Component L,
Interface Component I _I Interface Component I, I_
Interfaces Interfaces *
Data transfer classes : Data transfer classes

Interface Component I,

Service Component S

Domain Dy

2 Shared components

Code sharing between protection domains has been used since the early timesharing systems
[178]. Shared libraries have been introduced in UNIX SVR3 [9] and SunOS [72]. A shared library
consists of code, constant data, and mutable data. Similar to shared libraries JX components can be
shared between domains. A component consists of classes. Each class has a code part (the bytecode
or the native code that was translated from bytecode), a constant data part (string objects and numeric
constants which are part of the constant pool of a class), and a mutable data part (static fields of a
class). Code and constant data can be shared between domains, while mutable data must be instanti-
ated per domain. Figure 6.2 shows the data structures that are used to manage components and share
them between domains. It is not possible to have a pointer from a shared data structure to a domain-
local data structure. To find the domain-local data (static fields) starting from shared code it is re-
quired that the components are enumerated in adomain. Every shared component hasauniqueid (ndx
field in the SharedLib structure). Every domain contains atable that mapsthis ID to the domain-local
part of the component, the static fields. To access a static field, the shared code first looks up the do-
main that the currently running thread belongs to. In the domain control block it uses the component
ID to find the static fields pointer in the sfields table.
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Figure 6.2: Data structures for the management of components

Components are split in adomain-local part and a shared part. The shared part contains the majority
of the data, such as method code and meta info. The domain-local part contains a data structure to
find the static fields of the component’s classes. Other domain-local data can be added if necessary.
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Component sharing between domains is mandatory when the domains interact using portals.
The domain that provides the service does also provide the interface that must be used to access the
service. Type safety requires that either the method signature in the callee and caller domains are
identical or the parameters are mapped to the other signature appropriately.

3 Code reuse between collocated/dislocated confi  guration

An overall objective of object orientation and object-oriented operating systemsis code reuse.
JX hasall thereusability benefitsthat come with object orientation. But there isan additional problem
in an operating system: the protection boundary. To call a module across a protection boundary in
most operating system is different from calling a modul e inside the own protection domain. Because
thisdifferenceisabig hindrance on the way to reusability, this problem has already been investigated
in the microkernel context [57].

Our goal was a reuse of components in different configurations without code modifications.
Although the portal mechanism was designed with this goal the programmer must keep several points
in mind when using a portal. Depending on whether the called serviceislocated inside the domain or
in another domain there are afew differences in behavior. Inside adomain normal objects are passed
by reference. When a domain border is crossed, parameters are passed by copy. To write code that
worksin both settings the programmer must not rely on either of these semantics. For example, apro-
grammer relies on the reference semantics when modifying the parameter object to return informa-
tion to the caller; and the programmer relies on the copy semantics when modifying the parameter
object assuming this modification does not affect the caller.

In practice, these problems can be relieved to a certain extent by the automatic promotion of
portal-capable objects to services. By declaring all objects that are entry points into a component as
service object! areference semantics is guaranteed for these objects.

4  Component relationships

Figure 6.3 shows the relationships of components in an evolving system. Components depend-on
other components. In the exampl e of Figure 6.3 component F depends on components B and C. Com-
ponents also evolve over time and new versions of the component appear that may be used instead of
the old version. The new components extend the old components. Component B in the example exists
inversions B4, B,, and B3. Components depend on specific versions of other components, for exam-
ple, component B; depends on A,, while B, and B4 depend on A;.

4.1 Dependencies

Components may depend on other components. We say that component B has an implemen-
tation dependence on component A, if the method implementations of B use classes or interfaces

1. Asexplained in Chapter 5 a service object is an instance of a class that implements a portal interface.
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Figure 6.3: Component compatibility and dependability

Components can depend on other components (depends-on relation) and can be an extension of an
existing component (extends relation). Both relations are non-circular.
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from A. Component B has an interface dependence on component A if the method signatures of B
use classes or interfaces from A or if aclass/interface of B is a subclass/subinterface of a class/inter-
face of A, or if aclass of B implements an interface from A, or if a non-private field of aclass of B
has as its type a class/interface from A.

Component dependencies must be non-cyclic. Thisrequirement makesit more difficult to split
existing applications into components (Although they can be used as one component!). A cyclic de-
pendency between components usually isasign of bad design and should be removed anyway. When
acyclic dependency is present, it must be broken by changing the implementation of one component
to use an interface from an unrelated component while the other class implements thisinterface. The
components then both depend on the unrelated component but not on each other. The dependency
check is performed by the verifier and trandator.

We used Sun’s JRE 1.3.1_02 for Linux to obtain the transitive closure of the depends-on rela-
tion starting with java.lang.Object. The closure of the implementation dependency consists of 625
classes; the closure of the interface dependency consists of 25 classes. This means that each compo-
nent that uses the Object class (i.e., every component) depends on at least 25 classes from the JDK.
We think, that even 25 classes are a too broad foundation for OS components and define a compati-
bility relation that allows to exchange the components.The JDK isimplemented as a normal compo-
nent. Different implementations and versions can be used. Some classes of the JDK must accessin-
formation that is only available in the runtime system. The class Class is an example. Thisinforma-
tion is obtained by using a portal to DomainZero. In other words, where a traditional JDK
implementation would use a native method, JX uses a normal method that invokes a service of Do-
mainZero viaaportal. All of our current components use a JDK implementation that is a subset of a
full IDK and, therefore, can also be used in adomain that loads a full JDK.
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4.2 Compatibility

Thewhole system isbuild out of components. It is necessary to be able to improve and extend
one component without changing all components that depend on this component. Only a component
B that is compatible to component A can be substituted for A. A component B is binary compatible
to acomponent A, if

» for each class/interface Cp of A thereisacorresponding class/interface Cg in component B

* class/interface Cg isbinary compatibleto class C, according to the definition givenin the“ Ja-

va Language Specification” (see [77] Chapter 13).

When abinary compatible component is also a semantic superset of the original component,
it can be substituted for the original component without affecting the functionality of the system.

Szyperski [173] discusses the problems of independently extensible component-based sys-
tems. Hoelzle [95]* and [84] use a concept called type adaptation to allow the integration of indepen-
dently developed components into single application. While thisis not the problem we are facing the
type adaptation idea is used in the following section to allow communication between domains that
use different components.

5 Portal communication and components

When two domains communicate using portals they exchange typed data. Thisisno problem aslong
as the type spaces of the two domains are completely identical, i.e. as long as they use exactly the
same components. For many reasons such a configuration is neither practical nor possible. It is not
possible because a client domain is not allowed to load a service implementation of aportal it usesas
client (see Chapter 5, Section 5.1). It isnot practical because different applications use different com-
ponents and they may even use different versions of the same component. A communication between
two domains should be possible if they use compatible component versions (see Section 4.2). With-
out thisit is not possible to use an untrusted implementation of the JDK class library. The microker-
nel, which istrusted, uses JDK classes, such as String and OutOfMemoryException. The standard com-
pliant implementation of these classes depends on many other classes (see Section 4.1). Thereforewe
need an implementation of these classes that is minimal but not standard compliant (jdkg). This ver-
sion is used in DomainZero. Other domains that require a standard-compliant JDK use a JDK com-
ponent (jdk,) that is compatible to jdkq. Although these domains usually trust jdk, the microkernel
does not. Figure 6.4 illustrates the relationships of the components and domains.

When an object is passed between the two domains and the class of the object isin different
but compatible components the object’s state must be copied according to amapping table. This map-
ping table describes which field in one class corresponds to which field in the other class. Mapping
must be possible in both directions because objects can be passed either as parameters or as return
values.

1. Keller & Hoelzle [102] devel oped this mechanism further and called it Binary Component Adaptation.
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Figure 6.4: Component compatibility and portal communication

During portal communication objects are copied between domains. The object’s state must be copied
according to the type mapping that exists between two components.
Inthe Application domain jdkg is subsumed by jdk;. Although jdk;’simplementation depends on ze-
ro, it's method tables can be computed before zero’s method tables are available, because it is not

interface-dependent on zero.
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To translate components to machine code and compute the layout of objects and method tables acom-
ponent path is needed through the three-dimensional tree that is spawned by the depends-on and ex-
tends relations. This path must fulfill the following requirements:

* There are never two versions of the same component in one domain.

* If acomponent is present in a domain and this component depends on a specific version of
another component, then the other component is present in the domain with at least that ver-
sion.

To fulfill these requirements the following algorithm is used: The path is created by following the de-
pends-on and extends relations until there is a component that depends on no other component. Be-
cause a component may directly depend on more than one component, more than one path may be
created for the component (component F in Figure 6.5 dependson B and C). If apath includes acom-
ponent that is also included in apreviously created path the maximum of the component version pre-
vious path and the required component version is used. The first path of domain D4 in Figure 6.5 is
F1B3A, the second path is F;C;A,. The depends-on relation between C and A only requires A, but
the first path already contains A, which is therefore used.

Asdepicted in Figure 6.5 different domains can use different component path’s. Therefore ob-
ject layout and method tables are different even if the object is an instance of a class of a shared com-
ponent. When an object must be converted from one domain to another one during a portal call, the
different object layout is not only caused by the different versions of the class's components but also
by the different path’s. The following example which uses the component graph of Figure 6.5 may
illustrate this. The two domains D4 and D, share component C which may contain a class C with
fieldsx andy. This class C may be a subclass of class A in component A. In thefirst version of com-
ponent A (A,) class A may contain afield k. In the second version (A,) class A may have two addi-
tional fields| and m. In domain D, an instance of class C has the fields (k, X, y) whilein domain D,
such an instance has the fields (k, I, m, x, y). Even if the bytecode component C is shared between
domains D4 and D,, the linked native code component can not be shared because of the different ob-
ject layout.

JDK compatibility. To run existent Java applications on JX the system must provide an API that this
application expects. Thisisusualy jdk1.1, 2ME, J2SE, J2EE. The needed API is provided as ali-
brary component. For most of the operating system components even the 2ME provides too much
unneeded functionality. Besidesthe zero interface library they only need some additional classes, like
String, Integer, and System. Furthermore, only a subset of the methods of these classes is needed.

On the other hand, OS components should be collocatable with arbitrary application code in
the same domain, to enable several performance optimizations, likeinlining. This createsthe problem
of running code inside a domain that was developed using two different APIs. To solve this problem,
we defined a compatibility relation over components.

6 Translation to machine code

All bytecode is compiled to machine code by the trandator. The translator usually runsin an
own domain and is highly processor specific.
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Figure 6.5: Path through components

When computing the object layout and the vtable layout components must be arranged in atotal or-
der. In the figure this order is visualized as a path along the component relations. Because the path
can be different in different domains, marshalling is required when copying objects between do-
mains.
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6.1 Method table creation and interfaces

JX extensively uses interfaces to achieve abstraction and decouple operating system compo-
nents. Unfortunately, interface invocations have been the source of performance problems since the
introduction of Java. Non-cyclic dependencies and the compilation of whole components opens up a
way to compile very efficient interface invocations. Usually, interface invocations are a problem be-
cause it is not possible to use a fixed index into a method table to find the interface method. When
different classes implement the interface, the method can be at different positions in their method ta-
bles. Components are sorted according to their dependency relationship. Consistent ordering of non-
dependent components uses lexical order by sorting components according to their names. Within a
component classes and interfaces are sorted by their subtype relationships. All interfaces come first
and a supertype comes before any of its subtypes. There is a global interface dispatch table that con-
tains all interface methods and holes for non-interface virtual methods. Whenever an index is used
for a non-interface method it can no longer be used for an interface method, because a subclass may
implement the interface and the interface method and non-interface method would require the same
index. The technique makes no closed-world assumptions: components can be added without requir-
ing arecompilation of existing components.

Our method table creation scheme makes interface invocations as fast as method invocations
at the cost of (considerably) larger method tables. The size of the x86 machine code in the complete
JX systemis 1,010,752 bytes, which was translated from 230,421 bytes of bytecode. The method ta-
bles consume 630,388 bytes. These numbers show that it would be worthwhile to use a compression
technique for the method tables or a completely different interface invocation mechanism. One
should keep in mind, that a technique as described in [4] has an average-case performance near to a
virtual invocation, but it may be difficult to analyze the worst-case behavior of the resulting system
because of the use of a caching data structure.

6.2 Optimizations

Inlining. An object-oriented programming style leadsto many small methods. M ost of these methods
will not be used polymorphically and can be inlined. The JX trandlator can inline private, final, and
static methods without difficulties.

Inlining of virtual methodsis only possible when the method is not overwritten. To detect this
the trandlator needs a global view of the system. In JX it only needs a domain-local view, because
components are loaded per domain. Even if another domain loads a component with a classthat over-
writes the method, the method can be inlined, because the overwriting method is part of the other do-
main’s component and will never be executed in the current domain

Inlining virtual methods is only possible if either the domain is not alowed to dynamically
load components or components are recompiled and inlining isremoved if anew component isloaded
that contains a subclass that overrides the inlined method.

Inlining fast portals. Itisessential to generate optimized codefor several fast portal calls. Figure 6.6
shows an example of this technique. In this example a two-line Java program is compiled to a byte-
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code sequence of 10 instructions (not counting the return statement), which is compiled to amachine
code sequence of four instructions. This example demonstrates that inlining of fast portals can reduce
the size of the generated machine code.

Figure 6.6: Inlining of fast portal methods

This figure shows the implementation of the interrupt handler of adriver for the PC's programmable
interval timer (PIT). Theinterrupt handler needs two outb instructions to set the counter of the timer
to anew vaue. This code sequence requires two lines Java code, is compiled to 25 bytes bytecode
(without constant pool), and 8 bytes of machine code.

public void handlelnterrupt() { Met hod voi d handl el nterrupt()
ports. out b(0x40, (byte)0xa9); al oad_0O
ports. out b(0x40, (byte)0x04); getfield #50 <Field jx.zero.Ports ports>
bi push 64
bi push -87
invokeinterface (args 3) #47
<InterfaceMethod void outb(int, byte)>

}

[eolo i S @]

13 aload_0
14 getfield #50 <Field jx.zero.Ports ports>
17 bi push 64
19 iconst_4
20 invokeinterface (args 3) #47
<I nterfaceMethod void outb(int, byte)>

25 return
Java source code Java bytecode
0x00: push %ebp
0x01: nov %esp, Yebp
0x03: nmov <current Thr ead>, %es
0x08: nov (%esi ), Yeax
Ox0a: nov Yesp, Yecx <«— stack overflow check
0x0c: add $0x4, Y%eax
Ox11: sub $0x1f b, %ecx
0x17: cnp (%ax), Y%ecx
0x19: jle 0x31
Ox1f: sub $0x0, %esp
0x25: nov $0xa9, %a
0x27: out Y%al , $0x40
0x29: nmov $0x4, Ya
0x2b: out Y%al , $0x40
0x2d: nov Y%ebp, %esp
0ox2f : pop %ebp
0x30: ret
0x31: ... (throw stack overflow exception)
x86 machine code (created by the JX trandator)

I nterface elimination. During profiling of the file system we realized that several small methods of
the buffer cache are called very often by the file system. Although these methods were declared as
final and therefore are inlinable, the trandlator did not inline them, because the file system uses the
buffer cache via an interface. Using an interface allows for an easy replacement of the buffer cache
implementation. In cases where there is only one class that implements the interface loaded into the
domain, the trandlator is now able to replace the interface invocation (invokeinterface instruction) by
anon-virtual method invocation (invokespecial instruction), which then can be inlined.

Inlining portals. Placing components into one domain would even alow inlining of portal calls. In
a single domain NFS server, for example, this would allow to inline the code path that starts at the
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network driver, goes through the protocol stack, to the NFS server, through the file system and ends
at the buffer cache or disk driver. This would enable enormous compiler optimizations. By using the
interface elimination technique we can transform the interface invocation into a method invocation.
But there is an additional problem. Even if thereis only one class in the domain that implements the
interface, the portal invocation may be an invocation at areal portal. To solve this problem, adomain
must be forbidden to obtain portals of theinlined type. Only then, inlining of (local) portal callswould
be possible.

Compact code. The translator for the Pentium processor tries to generate compact code by append-
ing exception handling code at the end of the method. While this does not reduce the total code size
it leads to better utilization of the instruction cache and the instruction pipeline. The underlying as-
sumption isthat exception handling code israrely executed. By moving it to the end of the method it
is not unnecessarily loaded into the instruction cache. The code that checks for the exception condi-
tion uses a conditional forward branch to the exception handler. The Pentium branch predictor as-
sumes that a forward branch is not taken and loads the pipeline with instructions from the normal
method.

6.3 Java-to-native control transfer

The JX system consists of alarge and growing number of Java classes and a small and fixed
core of code that is compiled from C and assembler, called native code. Most of the time the system
executes Java code, but there are certain points where Java code invokes native code. At the following
points the control flows from Java code to C code:

» The Java code contains a complex operation, for example a checkcast instruction, that must
call a support function in the runtime system. These support functions are all contained in a
function table vmsupport. This function table is used by the linker to resolve a symbol to a
function address.

» The Java code contains a portal invocation. Asfar asthe translator is concerned, aportal invo-
cation is an interface invocation. No special code is generated. The method table of the portal
object contains pointersto a short machine code sequence that was generated at portal creation
time and that performs an invocation of the send() function in the core. The send() function
blocks the current thread and activates the service thread (see Chapter 5).

» The Java code contains a fast portal invocation of a DomainZero service. Thisagain is either
compiled as an interface invocation or special code is generated. The method table contains
pointersto the C functions. The C function that implementsthe serviceis executed in the same
thread.

At the following points control flows from C to Java code:
* A serviceisinvoked by receive().
* A new string is created by the newString() function and the String constructor is invoked.

There are no user-defined native methods. Native methods implicitly separate the system into two do-
mains - a Java domain and a native domain. This roughly corresponds to the separation into a user
domain and a system domain in operating systems. This two-level architecture conflicts with the
multi-domain Java operating system we envisioned. Furthermore, it complicates the implementation
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of the garbage collector, that has to look for references held by the native code. A native method
threatens the stability of the whole system.

~

Summary

This chapter described the mechanisms that are used to manage code. All code is organized in com-
ponents. The problems of component sharing, component dependability, and component evolution
have been discussed. The most important points to remember are:

Components can transparently be shared between domains.

Domains can use different versions of the same component or completely different compo-
nents that implement the same functionality.

When components are not shared between domains portal communication becomes more ex-
pensive because objects must be marshalled.

The domain-specific translation of components to native code allows a number of optimiza-
tionsthat are not possible if the code is shared.

Although there are situations where components must directly interact with the C code of the
kernel without using portals, the transition points between a component and the microkernel
can be exactly enumerated.
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CHAPTER 7 Processor Schedullng

There are two important primary resources in acomputational system: memory and processor.
Without one of these resources no computation is possible. This chapter describes the processor
scheduling framework of JX and discusses issues that are related to processor scheduling.

The system can be configured to use several scheduler configurations (see Figure 7.1):
(@) Thereisaglobal scheduler built into the kernel that schedules all threads.
(b) Theglobal scheduler schedules domainsinstead of threads. The global scheduler decideswhat

domain to run next, schedules the domain-local scheduler, and the domain-local scheduler de-
cides what thread to run next.

(c¢) The domain-local schedulers can be written in Java and run in a normal domain outside Do-
mainZero. This allows to use user supplied schedulers that can be loaded at runtime.

(d) Even the global scheduler can run outside the microkernel. All scheduling decisions lead to
the invocation of a scheduler implementation which is written in Java. In this configuration
thereis one (Java) scheduler that schedules all threads of all domains.

(e) Thegloba Java scheduler does not schedule threads, asin the previous configuration, but do-
mains. Thisis similar to configuration (c) with the global scheduler outside the kernel.

Figure 7.1: Scheduler configurations

domain domain domain domain domain domain domain domain domain domain domain domain domain domain domain

slalls] [slslsl [slols] [l [l

5 b b 5IdID N 5IdID
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(@) global scheduler (b) 8Ioba_| scheduler and 8(2 rTgI;IobaI scheduler and (d) global Java scheduler (€) global Java scheduler and
omain-local scheduler ain-local Java- scheduler domain-local Java scheduler

1 Microkernel scheduling support

The microkernel contains low-level support functionsto save and restore the CPU state and to
detect a multiprocessor hardware (called “low-level CPU management” in Figure 3.2 on page 19).
There is a defined interface between the scheduler and other parts of the microkernel. Thisinterface
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includes a definition of all states of a thread (see Figure 7.2). After athread isinitialized it is put in
the runnable state. It can leave this state by explicitly calling ablock() method at a DomainZero portal.
It also leavesthis state during a portal communication (see Figure 5.11 on page 49). Thereisaspecial
kind of threads, called one-shot threads, that run until completion without being interrupted. Their
thread control block and stack is reused between runs. Currently the garbage collector and interrupt
threads are realized as one-shot threads.

Figure 7.2: Thread states

This figure shows the states of a thread. The rectangular box contains the states that are specific to
the portal invocation mechanism and not shown in this figure.
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Figure 7.3: Interface between the VM and the global scheduler

void Sched_preempted();

The time dlice of the currently running thread is over. The global scheduler must select and switch to
the next thread. This function is called in the timer interrupt context with interrupts disabled.

void Sched_created(ThreadDesc * thread, int param);

A new thread has been created. The parameter param tells the scheduler whether the thread should be
scheduled or not. The scheduler is expected to schedul e this thread according to the scheduling strategy.

void Sched_destroyed(ThreadDesc * thread);

A thread was destroyed and must be removed from the scheduling data structures. The passed thread
control block isvalid until the function returns.

void Sched_destroyed_current(DomainDesc * currentDomain);

The currently running thread was destroyed. The current TCB is not available. A new thread must be
scheduled.

void Sched_yield();

The currently running thread yields the processor. If no other thread is runnable this function returns
and the current thread continues to run.

void Sched_unblock(ThreadDesc * thread);

The passed thread becomes runnable and should be scheduled according to the scheduling strategy.
void Sched_domainEnter(DomainDesc * domain);

The domain enters the scheduler. This function is called when anew domain is created.
void Sched_domainLeave(DomainDesc * domain);

The domain leaves the scheduler. This function is called when the domain terminates or is suspended.
The DCB and related data structures, such as TCBs, are valid until this function returns.

void Sched_global_gc_rootSet(DomainDesc * domain, HandleReference_t handler);

The domain is garbage collected and the scheduler must invoke the handler function with all references
it holds to objects that are located on the domain’s heap.

void Sched_global_gc_tcb(DomainDesc * domain, ThreadDesc *thread, HandleReference t hand);
The domain is garbage collected and the scheduler must invoke the handler function with all scheduler
maintained references that are contained in the passed thread control block.

void Sched_block_portal_sender();
A thread invokes a portal method but the service domain is not ready to accept the service invocation.
The usua cause is that there is no available receiver thread. The portal mechanism already appended
the thread to the wait queue of the service. The scheduler should set this thread's state to
PORTAL_WAIT_FOR_RCYV and switch to the next runnable thread.

void Sched_portal_waitfor_sender();
The receiver thread is avail able and there are no pending requests. The scheduler should set thisthread's
stateto PORTAL_WAIT_FOR_SND and switch to the next runnable thread.

void Sched_portal_handoff_to_receiver(ThreadDesc *receiver);
The service thread calls this function to handoff the timeslot to the thread receiver.

void Sched_portal_handoff to_sender(ThreadDesc *sender, int isRunnable) ;
Thisfunction is called by a portal receiver that wishes to handoff the timeslot to the thread sender. The
flag isRunnable states whether the current thread is runnable (RUNNABLE) or must wait for the next
sender. (PORTAL_WAIT_FOR_SND).
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2 Scheduler confi gurations

This section describes problems that are specific to the different scheduler configurations.

2.1 Global kernel sc heduler

In this configuration all threads of al domains are scheduled by a single scheduler. Many of
the functions of Figure 7.3 may have a very simple and short implementation. The most import ex-
amples are the Sched_portal_* functions. These functions can be inlined and therefore this configu-
ration resultsin a kernel with the minimal possible scheduling related overhead.

2.2 Global kernel sc heduler s and domain-local kernel sc heduler s

The interface between the global scheduler and the local schedulers (Figure 7.4) is similar to the in-
terface between the VM and the global scheduler (Figure 7.3) because most scheduling decisions are
off-loaded to the local schedulers. The interface of aloca scheduler has five groups of methods: in-
formation methods, activation methods, querying methods, garbage collection methods, and initial-
ization methods.

Figure 7.4: Interface between global scheduler and domain-local scheduler

Information methods:

void preempted(DomainDesc * domain, ThreadDesc * thread);

void created(DomainDesc * domain, ThreadDesc * thread);

void destroyed(DomainDesc * domain, ThreadDesc * thread);

void blocked(DomainDesc * domain, ThreadDesc * thread);

void unblocked(DomainDesc * domain, ThreadDesc * thread);

void yielded(DomainDesc * domain, ThreadDesc * thread);

void blockedInPortal(DomainDesc * domain, ThreadDesc * thread);
Activation methods:

void activated(DomainDesc * domain);

void switchTo(DomainDesc * domain, struct ThreadDesc *thread);
void interrupted(DomainDesc * domain, ThreadDesc * thread);
Querying methods:

boolean isRunnable(DomainDesc * domain);

boolean portalCalled(DomainDesc * domain, ThreadDesc * thread);
Garbage collection methods:

void walkDomainSpecials(DomainDesc * domain, HandleReference_t hndl);
void walkThreadSpecials(DomainDesc * domain, ThreadDesc *thread, HandleReference_t hndl);
Initialization methods:

void init(DomainDesc *domain, CallbackFunction becomesRunnable);
void initTCB(DomainDesc * domain, ThreadDesc *thread);
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Information methods are used to inform the scheduler about a state change related to its do-
main. The scheduler isinformed whenever one of its threads is preempted or interrupted, created or
destroyed, blocked or unblocked, or yielded the processor. A dedicated method informs the scheduler
that athread was blocked waiting for a portal invocation to complete.

Activation methods request the scheduler to activate one of its threads. The switchTo() method
has an additional thread parameter that gives a hint to the scheduler that scheduling this specific
thread may help another domain to progress. The local scheduler isfreetoignorethishint. Especially
schedulers that guarantee a strict round-robin scheduling must ignore this hint if the domain was pre-
empted or interrupted. The switchTo() method is used to implement handoff during a portal call.
Figure 7.5 shows the interaction between the interrupt subsystem, the global scheduler, and the local
scheduler when a timer interrupt signals the end of the time dlice. First the global scheduler isin-
formed. If the global scheduler implements the two-level scheduling that is described in this section
it informs the preempted domain about the preemption and selects and activates the next domain. If
alocal scheduler needs smaller time-slices than the global scheduler, the local scheduler must be in-
terrupted without being preempted. For this purpose, the local scheduler has a method interrupted()
which is called before the time-slice is fully consumed. This method operates similar to the method
activated().

Figure 7.5: Example interaction between global scheduler and local scheduler

A timer interrupt leads to the invocation of the global scheduler’s Sched_preempted function (see
Figure 7.3). If the global scheduler uses domain-local schedulers (configurations (b,c,€) in
Figure 7.1) it first invokes the preempted() method of the currently running domain, selects a new
runnable domain and activates this domain by invoking the activate() method of itslocal scheduler.

O preempte D Local
Scheduler

O

Domain D,

i

O timer interrupt
P
Sched_preempted()
Interrupt

Global scheduler

/

0 activated() A b

Local
Scheduler

Domain D,

Querying methods are used by the global scheduler to obtain information about the state of a
specific domain. The isRunnable() method tests whether the domain can be activated and the portal-
Called() method tellsthe local scheduler that the thread invoked aportal and asks whether the remain-
ing time of the time slice should be donated to the called domain.
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Garbage collection methods are called during a garbage collection. The local scheduler can
store state in the domain control block (DomainDesc) and in the thread control block (ThreadDesc).
The contents of this data can only be interpreted by the respective local scheduler and may contain
object references. When the walkDomainSpecials() method is called the local scheduler must enumer-
ate and updateitsroots by invoking the passed handler function with all object referencesthat it stored
in the domain control block. The walkThreadSpecials() method is used to enumerate and update the
references that are stored in the thread control block of the passed thread.

Initialization methods are called when anew domain is created and the scheduler must initial -
ize data structures in the domain control block and when a new thread is created and the schedul er
must initialize its part of the thread control block. The DCB initialization method is passed a callback
function that can be invoked to inform the global scheduler when the domain becomes runnable.

Theinformation and activiation methods are similar to scheduler activations[174] in aUNIX-
like system, which notify the user-level scheduler about events inside the kernel, such as 1/0 opera-
tions. There are very few scheduling related operations inside the JX kernel. Scheduling is affected
when a portal method isinvoked. First, the scheduler of the calling domain isinformed, that athread
started aportal call. The scheduler can now delay the portal call, if thereis any other runnable thread
in this domain. But it can as well handoff the processor to the service domain. The scheduler of the
service domain is notified of the incoming portal call and can either activate the service thread or let
another thread of the domain run. Not being forced to schedule the service thread immediately is es-
sential for the implementation of a non-preemptive domain-local scheduler.

2.3 Global kernel scheduler and domain-local Java schedulers

While the separation in global and local kernel schedulersimprovesthe structure of the kernel
moving the local scheduler up to the Javalevel alows to dynamically replace schedulers and allows
to use user supplied schedulers. There are two important differences between local kernel schedulers
and local Java schedulers: Java schedulers are supplied in type-safe bytecode and they are not trusted.
Thismeans, that the global scheduler can not assume, that an invocation of the local scheduler returns
after acertain time. During the execution of the information methods interrupts are disabled. An up-
per bound for the execution time of these methods must be verified during the verification phase.

The difference to the interaction illustrated in Figure 7.5 are additional thread switches. The
global scheduler invokes a scheduler thread of domain D4 to execute the method preempted()L. The
preempted() method is executed with interrupts disabled. This avoids race conditions and the need to
program the preempted method to be reentrant. But it requires that an upper bound of its execution
timeisverified similar to interrupt handlers (see Chapter 9, Section 4). When the preempted() method
returns, the system switches back to the thread of the global scheduler. The global scheduler then de-
cides, which domain to run next (in the example D, is selected) and activates the domain-local sched-
uler using the method activated(). For each CPU that can be used by a domain the local scheduler of
the domain hasa CPU portal. This portal can be used to activate another thread by calling the method
switchTo(). The switchTo() method can only be called by athread that runs on the CPU which is rep-
resented by the CPU portal. The global scheduler does not need to wait for the method activated() to

1. Thisthread isaone-shot thread (see Section 1).
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finish. Thus, an upper time bound for method activated() is not necessary. The activated() method
makes the scheduling decision and it can be arbitrarily complex.

3 Interaction between domains and the scheduler

The functional code of a domain should not depend on the scheduler configuration. This code inter-
acts with the scheduler by using a fast portal that is provided by DomainZero: the ThreadM anager
portal. The ThreadManager is used to block or unblock threads, or to yield the processor. The
CPUState portal is used to represent a thread®. These portal interfaces are described in Figure 7.6.

Figure 7.6: ThreadManager and CPUState interface

ThreadManager can be used to yield the processor, block the current thread, unblock another thread,
get areferenceto the current thread, and create anew thread. The ThreadEntry interfaceis equivalent
to the JDK’s Runnable interface.

To avoid races leading to lost wakeups between the invocation of block() and another thread’s invo-
cation of unblock(), the ThreadManager provides additional methodsto block only if no other thread
unblocked the current thread. Each invocation of unblock sets a flag unblocked in the thread control
block. The blocklfNotUnblocked() method blocks only if thisflag is not set. The CPUState portal is
not only to represent threads when interacting with the ThreadManager. It can also be used to check
whether a thread is a service thread. It furthermore has two functions to create a linked list of
CPUState objects. While it isof course possible to manage CPUState objects using a normal con-
tainer, such as Vector, these two methods are much faster. As CPUState is afast portal the compiler
can inline these two methods which results in afew machine instructions to manipul ate the next field
in the CPUState portal.

public interface ThreadManager extends Portal {
void yield();
voi d bl ock();
voi d bl ockl f Not Unbl ocked();
voi d cl ear Unbl ockFl ag();
bool ean unbl ock(CPUSt ate state);
CPUSt at e get CPUSt at e();
CPUSt at e creat eCPUSt at e( ThreadEntry entry)
}
public interface CPUState extends Portal {
bool ean i sServi ceThread();
CPUSt at e get Next ();
CPUSt at e set Next (CPUSt ate next);

1. To avoid confusion with the class javalang.Thread that is part of the (untrusted) JDK we did not use the name
Thread.
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4  Concurrency control

To alow to control the concurrency between threads and domains in the presence of interrupts and
preemptive scheduling the system must provide locking and synchronization primitives. There are
three distinct areas were concurrency control is necessary: within the microkernel, within adomain,
and between domains.

4.1 Kernel-level locking

There are very few data structures that must be protected by locks inside the microkernel.
Some of them are accessed by only one domain and can be locked by a domain-specific lock. Others,
for example, the domain control blocks, need a global lock. Because the access to this data is very
short, an implementation that disablesinterrupts on a uniprocessor and uses spinlocks on a multipro-
cessor is sufficient and is currently used.

4.2 Domain-level locking

Domains are responsible for synchronizing access to objects by their own threads. Because
there are no objects shared between domainsthereisno need for inter-domain locking of objects. Java
provides two facilities for thread synchronization: mutex locks and condition variables. When trans-
lating a component to native code, an access to such a construct is redirected to a user-supplied syn-
chronization class. How this class isimplemented can be decided by the user. It can provide no lock-
ing at al or it can implement mutexes and condition variables by communicating with the (domain-
local) scheduler. Every object can be used as a monitor (mutex lock), but very few actually are. To
avoid alocating a monitor data structure for every object, traditional JVMs either use a hashtable to
go from the obj ect reference to the monitor or use an additional pointer in the object header. The hash-
tablevariantisslow and israrely used in today’s JVMs. The additional pointer requiresthat the object
layout must be changed and the object header be accessible to the locking system. Because the user
can provide an own implementation, these two implementations, or acompletely application-specific
one, can be used.

Javaallows to apply locking to aclass. Although classes can be shared between domains they
are represented by distinct class objects and the classes can be independently locked. This design
avoids that one domain starves another domain by holding the lock of a shared class or that the lock
is used as a covert communication channel.

Another very cheap way of guaranteeing safety in the presence of multiple threads on a uni-
processor is to avoid arbitrary thread switching.

4.3 Inter-domain locking

Memory objects (see Chapter 8, Section 3) alow sharing of data between domains. When two
domains want to synchronize they can use a portal call. Several capability-based systems contain
primitivesto lock an object to perform atransaction that involves aseries of method invocations. Such
amechanism introduces the possibility of deadlock and denial of service. A malicious domain could
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obtain such alock but never release it. For these reasons JX does not provide blocking inter-domain
locks.

Atomic code. The JX kernel contains a mechanism to avoid locking at all on a uniprocessor. The
atomic code is placed in a dedicated memory area. When the low-level part of the interrupt system
detectsthat an interrupt occurred inside this range the interrupted thread is advanced to the end of the
atomic procedure. Thistechnique isfast in the common case but incurs the overhead of an additional
range check of the instruction pointer in the interrupt handler. It increases interrupt latency when the
interrupt occurred inside the atomic procedure, because the procedure must first be finished. But the
most severe downside of thistechniqueis, that it inhibitsinlining of memory accesses. Similar tech-
niques are described in[19], [134], [128], [159]. We implemented atomic code and eval uated its per-
formance (see Figure 12.5 in Chapter 12). We measured no significant difference between disabling
interrupts and using atomic code. Asthe atomic code implementation adds an considerable complex-
ity to the kernel we will avoid its use.

5 Multiprocessor support

The system already contains basic multiprocessor support. CPUs are managed by a CPU-spe-
cific global scheduler. Portal calls between threads that run on different CPUs are only allowed, when
the domain has the associated CPU portal. In a multiprocessor system the portal call mechanism
could be extended to allow the service create one thread per available CPU.

Figure 7.7 displays an example scheduler configuration for an SMP system. Each CPU hasits
own global scheduler. Each domain has one domain-local scheduler per available CPU. A domain
may not be allowed to use all CPUs. To use a CPU, the domain must obtain a CPU portal for the spe-
cific CPU. Restricting domains to run a specific CPUs conflicts with the handoff scheduling strategy
that can be used during a portal call. When the client thread runs on a CPU that is not available for
the server domain, handoff scheduling can not be used.

6 Performance evaluation

We are interested in the effect of the scheduler on the performance of portal invocation.
Table 5.1 of Chapter 5 stated 750 cycles for a portal invocation. This was measured using a global
kernel scheduler, whichisconfiguration (a) in Figure 7.1. The extra communication between the glo-
bal kernel scheduler and the local Java-schedulers in configurations (c) and (€) is not for free. The
time of aportal call increasesfrom 750 cyclesto 920-960 cyclesif Javaschedulers are used and either
the calling domain or the called domain is informed about the portal call (see Section 2.3). If both
involved domain schedulers are informed about the portal call the required timeincreasesto 1180 cy-
cles. If the schedulers are not informed, a portal invocation does not invol ve scheduling overhead, be-
cause of the use of handoff scheduling. When using handoff scheduling the scheduler configuration
does not influence the cost of a portal invocation.
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Figure 7.7: Multiprocessor scheduling in JX

On an SMP system each CPU runs its own global scheduler. A domain that is allowed to run on the
CPU has alocal scheduler that is connected to the global scheduler of the CPU. If adomain runs on
more than one CPU it has more than one local scheduler. Whether the domain-local scheduler uses a
single runqueue or separate runqueues for each CPU depends on the implementation of the local
schedulers. This figure uses scheduler configuration (c) of Figure 7.1.
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7 Summary

This chapter described the mechanisms of the JX system that are related to processor sched-
uling. It described the possible scheduler configurations and the interface between the microkernel
and the scheduler. A design goal wasto alow each domain to control scheduling and use domain spe-
cific scheduling strategies. Three of the scheduler configurations alow to use domain-specific sched-
ulers. In these configurations the scheduler is split into a global and a domain-local scheduler. The
global scheduler schedules domains and the local scheduler schedules the threads of a domain. The
global, as well as the domain-local scheduler can be deployed in the type-safe instruction set. If the
domain-local scheduler isnot trusted, an additional thread switch to the thread of the local scheduler
isrequired. This scheme is similar to scheduling in UNIX with user-level threads: the kernel sched-
ules processes and each process may use an arbitrary user-level threadslibrary to scheduleitsthreads.
An important design goal of the local scheduler interface was the ability to implement different pre-
emptive and non-preemptive scheduling strategies. Using a non-preemptive scheduler in a domain
avoidslocking overhead on auniprocessor. Although the program is structured to use multiple threads
these threads are switched only when they explicitly block or yield the processor. The two-level
scheduler configurations proved useful when porting the system to a multiprocessor. The difference
to the uniprocessor is that there is a global scheduler per CPU and domains may contain more than
onelocal scheduler. We finally analyzed the impact of scheduler configurations on the cost of a portal
invocation.
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cHapTer 8 Memory Management

Besides the CPU memory is the other fundamental primary resource. This chapter describes the
memory managment architecture of JX. Thefirst part of the chapter explains the problems of the glo-
bal memory management, the second part explains the memory object abstraction.

1 Global and domain-local memory management

Memory protection in JX is based on the use of atype-safe instruction set. No memory management
hardware (MMU) is necessary. The whole system, including all applications, runsin one physical ad-
dress space. This makes the system ideally suited for small devices that lack an MMU. But it also
leadsto several problems. In atraditional system fragmentation isnot anissuefor the user-level mem-
ory alocator, because memory that is alocated but not actively used, is paged to disk. In JX unused
memory iswasted main memory. So wefaceasimilar problem askernel memory alocatorsin UNIX,
where kernel memory usually also is not paged and therefore a scarce resource. In UNIX a kernel
memory allocator is used for vnodes, proc structures, and other small objects. In contrast to this the
JX kernel does not create many small objects. It allocates memory for adomain’s heap and the small
objectslive in the heap. The heap is managed by a garbage collector. In other words, the JX memory
management has two levels, a global management, which must cope with large objects and avoid
fragmentation, and a domain-local garbage-collected memory.

Global memory managementThe global memory is managed by using a bitmap allocator [187].
This allocator was easy to implement, it automatically joins free areas, and it has a very low memory
footprint. On the other hand there is nothing in the system’s design or implementation that prevents
us to use another allocator.

Domain-local memory managementA domain has two memory areas. an area where objects may
be moved by the garbage collector and an area where they are fixed. In the future, a single area may
suffice, but then all data structures that are used by a domain must be movable. Currently, the fixed
area contains the code and class information. Moving these objects requires an extension of the sys-
tem: all pointers to these objects must be known to the GC and updated; for example, when moving
a code component the return addresses on all stack frames must be adjusted.

Stack overflow detection and null pointer check A system design without MMU means that sev-
eral of their responsibilities (besides protection) must be implemented in software. One example is
the stack overflow detection, another one the null pointer detection.
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» Stack overflow detection isimplemented in JX by inserting astack size check at the beginning
of each method. Thisis feasible, because the required size of a stack frame is known before
the method is executed. The size check has areserve, in case the Java method must trap to a
runtime function in DomainZero, such as checkcast. A stack size check must be performed
whenever a method is entered. To store its local and temporary variables the method needs a
stack frame of aknown size. The check code must test whether the stack has enough space for
the frame and otherwise throw an exception or enlarge the stack. Enlarging the stack is only
possible with a more sophisticated stack management that currently is not implemented. The
check code must be fast because it is executed very often. We implemented two versions of
the check. Version 1 (STACKO) aligns al stacks at an address that is a multiple of the stack
size, which must be a multiple of 2. The check code adds the frame size to the stack pointer
and setsthe lower bits of the result to zero. If theresult islarger than the original stack pointer
the frame would overflow the stack and an exception isthrown. Version 2 (STACK 1) uses the
current thread pointer to access the stack boundary that is stored in the TCB. It compares the
stack pointer plusthe frame size to the stack boundary and throws an exception if it is greater.

» The null pointer check currently isimplemented using the debug system of the Pentium pro-
cessor. It can be programmed to raise an exception when data or code at address zero is ac-
cessed. On architectures that do not provide such afeature, the compiler inserts a null-pointer
check before areference is used.

2 Heap

Objects in Java and other type-safe runtime systems, such as Inferno and ML, are stored on a
garbage collected heap [100]. The garbage collector usually is able to move the objects to compact
the heap. Moving low-level data structures, such as thread control blocks and stacks, was a special
challenge that we had to cope with.

Several different garbage collection algorithms can be used. No single GC algorithm will fit all ap-
plications. The Inferno VM, for example, uses reference counting! for predictable response times. A
reference counting GC has disadvantages, such as high runtime overhead, bad multiprocessor scal-
ability, and the need for an additional cycle collecting mechanism, that make it unsuitable for many
applications. Therefore we decided not to use a single GC but to define an interface between the GC
and therest of the runtime system to allow different GCsto be used. Currently four collectorsareim-
plemented: a copying collector with fixed heap size (COPY), a copying collector with dynamically
changing heap size (CHUNKED), and a compacting collector (COMPACTING).

COPY. Thiscollector isan exact, copying, non-generational GC. An exact GC always knows wheth-
er aword isareference or adatavalue?. A copying collector startswith aroot set of object references,
copiesthe object graph that is spawned by these referencesto anew heap and deall ocates the old heap.

=

And an additional mechanism to periodically collect cycles.

2. Thisisin contrast to consevative GCs that do not have this information and must assume that aword is either a
reference or adata value. They can be used for unsafe languages, such as C and C++. The shortcoming of these
collectorsisthe inability to move objects, because they can not update references to objects.

84



The JX implementation of this algorithm does not need any additional data structures and is not re-
cursive (see Algorithm 8.1).

Figure 8.1: Copying garbage collection
* Initial setup:
* There are two semi-spaces S; and S,

» S, containsthe original objects; S, is empty
» Thereisaroot set of references consisting of all stacks, al static variables, and all ob-
ject references that are stored by the microkernel
 Algorithm:
 Shallow copy all objects that are directly referenced by the root set to semi-space S,
» When copying an object (old object) mark the object in semi-space S, as cop-

ied and write a forwarding pointer to the object of semi-space S, into the old
object

» Scan all objects of semi-space S,

« |If the object contains an object reference and the object has already been cop-
ied, replace the original object reference by the value of the forwarding pointer

* |f the object contains an object reference and the object has not been copied,
copy the object and create a forwarding pointer

Two so called semi-spaces are used as a heap. Objects are allocated in one semi-space. When
this semi-space runs full the garbage collector copies all live objectsinto the other semi-space, which
then is also used to alocate objects.

This collector has some interesting properties:

» After aGC run the heap isin compact form. There is no need to search for free space during
an alocation. Objects are aways allocated at the top of the heap by simply advancing a point-
er, which isavery fast operation.

* Dedllocation is done by discarding the original semi-space. Therefore the time of one GC is
independent from the number of dead objects, it is proportional to the number of live objects.

» Because objects are moved, pointers to objects must be updated. It is necessary to be able to
locate all pointers to objects. This requires specia attention within the microkernel (see
Section 2.2).

CHUNKED. The heap consists of small linked chunksinstead of alarge block. Thisallowsthe heap
to grow and shrink according to the memory needs of the domain. A group of domains can use acer-
tain amount of memory cooperatively. A limit can be specified for the sum of the heap sizes of such
agroup. If thislimit isreached and adomain needsto all ocate additional memory agarbage collection
is started in this domain and if the collection does not releases the necessary amount of memory the
domain is blocked, waiting for the other domains in the group to release memory.
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COMPACTING. The compacting collector isaso an exact collector that moves objects. But in con-
trast to a copying GC it does not use two semispaces and does not change the order of the objects.
The collector operates in four phases. In the first it marks all reachable (live) objects, in the second
phase it calculates the new address of all live objects. In the third phase it corrects al references to
live objects, and in the final phase it copies the contents of the object to the new location. The second
phase uses two pointers into the heap: top and current. Top marks the end of processed live objects,
current marks the start of unprocessed objects (the current position of the heap scan). Initially top and
current are set to the start of the heap. If the object at the current addressis marked it is moved to the
top address and the top addressis set to the end of the moved object. If itisnot marked it isnot moved.
The current pointer isthen set to the next object. At the end of this phase the current pointer pointsto
the original end of the heap and the top pointer to the new end of the heap.

2.1 GC interface

GC runsof JX domains are completely independent from each other. Theindependence allows
for different GC implementations that even use different objects layouts. Some GCs need additional
information per object, for example a mark bit or a generation number, some GCs will reorder the
fields of an object to better use CPU caches, some GCs will even compress objects or store a group
of objects, such as an array of booleans, in a space efficient manner. For thisto work the garbage col-
lector implementation must be hidden behind an implementation independent interface. Theinterface
isrealized as a domain-specific function table (see Figure 8.2).

Figure 8.2: Garbage collector interface

ObjectHandle allocDatalnDomain(struct DomainDesc_s * domain, int objsize, int flags);
Thisfunctionis called to allocate a new object on the domains heap.
void done(struct DomainDesc_s * domain);

Thisfunction is called when the domain terminates. The garbage collector should release all resources,
especially the memory alocated for the heap.

void gc(struct DomainDesc_s * domain)

A garbage collection should be performed.
boolean(*isinHeap) (struct DomainDesc_s * domain, ObjectDesc * obj)

The garbage collector tests whether the given object pointer isinside its heap.
void (*walkHeap) (struct DomainDesc_s * domain, HandleObject_t handleObject)

The garbage collector applies the handler function to all objects on its heap. This function can be used
by the garbage collector independent code to operate on all objects on the heap without knowing the
organization of the heap.

2.2 Moving special objects

TCB. The GC must know all references to thread control blocks (TCB) and update them. Threads
arelinked to threadsin other domains. During aportal call, for example, the sender thread is appended
to await queue in the service control block. When the TCB is moved also the external references to
it must be updated. For this purpose the TCB has alink to the SCB it waits for.
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A TCB object cannot simply be copied to another domain. When a TCB object crosses a do-
main border (for example from domain D to domain D, in Figure 8.4) aproxy for the TCB iscreated
on the target heap. The proxy, which has the type ForeignCPUState, references the domain of the real
TCB (domain D,) by using the domain pointer / domain ID mechanism (see Section 4 of Chapter 4).
To reference the TCB it is not possible to ssmple use a pointer to the TCB object, because this object
could be moved during aGC in domain A. Therefore the proxy uses the uniquethread ID to reference
the TCB. Because it is very expensive to find the TCB given the thread ID we use the following op-
timization. The proxy additionally contains a direct pointer to the TCB and the number of the GC
epoch of domain A. The GC epoch of adomain isastrictly monotonic increasing number. Itisincre-
mented when aGC is performed in the domain. It is guaranteed that if the GC epoch number has not
changed objects are not moved.

Every pointer to a TCB must be known to the garbage collector. The GC must be able to find
and update these pointers when moving the TCB. For scalability reasons these pointers must be found
without scanning the heap of other domains. An example for such apointer isthe link between a ser-
vice thread and its client, which is created during a portal invocation. To return the result of a portal
call the service thread needs a reference to the client thread. There are two ways to implement such
areference.

» The server’'s TCB contains the thread 1D of the client thread. On return from a portal call the
corresponding client TCB must be found. Asthis may involve alinear search over all threads
of the client domain the mapping from thread ID to TCB could be very slow. Therefore an op-
timization must be used. Together with the thread ID adirect TCB pointer, a GC epoch num-
ber, and a pointer to the client’s DCB are stored in the server’s TCB. The direct TCB pointer
can be used aslong as the GC epoch number isidentical to the client domain’s GC epoch. The
current GC epoch is stored in the client’s DCB. If the epoch numbers differ a GC in the client
domain could have moved the client TCB. In this case the thread ID is used to find the TCB
and the TCB pointer and GC epoch number can be updated.

» The reference to the client TCB is stored in the server's TCB as a direct pointer called
mostRecentlyCalledBy (see Figure 8.3). This pointer must be updated when the client TCB is
moved during a garbage collection in the client domain or when the client thread or the client
domain is terminated. To detect whether a TCB is referenced via a mostRecentlyCalledBy
pointer the client TCB hasa pointer to the server’'s TCB (blockedInServiceThread). This pointer
must be updated similar to the mostRecentlyCalledBy pointer.

The current implementation uses the second alternative, because it uses fewer space in the TCB and
is faster in the common case that no GC occurred during a portal invocation.

A similar problem is caused by fast portals that represent athread of another domain. These
portals, called ForeignCPUState, also need areference to the TCB of athread in another domain. The
second alternative can not be used because potentially there are many ForeignCPUState portals refer-
encing the same TCB. Therefore ForeignCPUState portals are implemented using the first alternative
(see Figure 8.4).

Stack. A previous implementation of the stack overflow check required that stacks are aligned at a
multiple of their size (see Section 1). This alignment requirement prohibited allocating them on the
heap because of heap fragmentation. The current implementation (called STACK1 in Section 1) does
not need aligned stacks and allocates all stacks on the heap. When the stacks are moved the frame
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Figure 8.3: Management of Thread Control Blocks during a portal communication

During a portal communication the TCBs of the client and the server thread are connected in both
directions. The connection from the server TCB to the client TCB (mostRecentlyCalledBYy) is re-
quired for delivering the results of the invocation. The connection from client to server TCB (blocke-
dinServiceThread) is required to update the mostRecentlyCalledBy link during a garbage collec-

tion.
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Figure 8.4: Relation between TCBs, inter-domain TCB references, and stacks

Thread Control Blocks and stacks live on the heap of a domain. A stack consists of linked stack
frames. Another domain can hold a reference to a thread control block by using ForeignCPUState
portal. Because TCBs as well as stacks can be moved during a garbage collection, the ForeignC-
PUState portal contains the thread ID of the foreign TCB, the GC epoch and a direct pointer to the

TCB.
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pointers (which link the stack frames), the CPU context in the TCB (stack pointer and frame pointer
registers), and the stack pointersin the TCB must be corrected. A complication occurs when the col-
lector thread moves its own stack. It must detect this and switch to the new stack before releasing the
old heap. As the stack was copied in the shallow copy phase (see Figure 8.1) it must copy the stack
again to reflect the actual execution state. The current implementation switches to the new stack im-
mediately after correcting the frame pointers of this stack and runs the rest of the collection on the
new stack.

SCB. Service Control Blocks (SCBs) and Service Pools are also allocated on the heap. They contain
references to TCBs which must be updated.

Domain. Domain Control Blocks could be allocated on the heap of DomainZero. To alow direct
pointersto DCBswe used adedicated memory areafor DCBs and domain portalsthat contain aDCB
pointer and adomain ID. When the ID inthe DCB equalsthe D in the domain portal the DCB pointer
isvalid otherwise the DCB has been reused.

2.3 Garbage collection and interrupt handling

All interrupt handlers are written in Java. All of the current GC implementations operate non-
incremental, i.e., no mutator thread® is allowed to run during a collection because the heap is not con-
sistent during thistime. Therefore all interrupts that are serviced by the domain must be blocked. On
a PC architecture the programmable interrupt controller (PIC) is used to disable dedicated interrupts.
A blocking in software by remembering the interrupt (set aflag) and returning from the core IRQ han-
dler is not possible with level-triggered interrupts that must be acknowledged at the interrupting de-
vice to be deactivated.

To avoid that a garbage collection becomes necessary during interrupt handling the heap con-
tains areserve that is only available for object allocation in interrupt handler threads. As first-level
interrupt handler should be very short and should not allocate much memory this reserve should be
sufficient. If it is not, an exception is thrown.

2.4 Garbage collecting and timeslicing

Scheduling threads of one domain preemptively means that athread may be at an arbitrary in-
struction when another thread requires a collection. A technique that is also used in JX isto advance
all threads that are located in Java code to a safe point [3]. A safe point is a point where the execution
state of the thread is known: the types of the saved registers and the types of all stack positions are
known. It is difficult to advance a thread that currently executes a core function, because to obtain a
stack map, which is necessary for aexact collector, the C compiler must be modified to generate such
maps. Therefore C code must either disable interrupts or register references.

A collection may also be necessary in kernel code when the kernel allocates objects. The code
must be carefully written to check whether a GC occurred and reload variables (see Figure 8.5).

1. All threads, besides the GC thread, that run in the domain and modify the heap are called mutator threads.
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Figure 8.5: GC in kernel functions

Kernel code must be programmed very carefully to not hold object references across function calls.
They should assume that a garbage collection can invalidate the reference and should reload all ref-
erences after afunction call. An exception to this rule are functions that are specified not to cause a
garbage collection.
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2.5 Garbage collection of portals and memory objects

Portals and memory objects are shared between domains. Both refer to a central data structure. Por-
tals have areference to a service control block (SCB) in another domain and memory objects have a
reference to amemory control block (MCB) in DomainZero. Reference counters are used to reclaim
the SCB and MCB. When adomain terminates or portals or memory objects become garbage the re-
spective reference counter must be decremented during a finalization cycle. How thisis actually re-
alized depends on the installed garbage collector. The copying GC moves live objects to a second
heap and sets aflag in the original object’s header to indicate that the object was copied. At the end
of the GC cycleall objectsthat have not set thisflag are dead. During the following finalization phase
the heap is scanned using the walkHeap() function of Figure 8.2 and the reference counters of all dead
portals and memory objects are decremented. When the domain isin the process of being terminated
all objects are considered dead.

2.6 Future work

Similar to scheduling garbage collection should be removed from the microkernel. Thisis much more
difficult, because it must be guaranteed that the untrusted GC preserves the type of objects while
copying them. Although there are recent advances [183] several open problems have to be solved be-
fore the technology can be used for areal system.

Most commercial JVMs use generational garbage collection. Generational GC assumes that most ob-
jects die young and if an object survives a GC it lives very long. The GC algorithm tries to separate
young and old objectsin two heaps and garbage collect the heap of the young objects more often than
the heap of the old objects. The heap of the young objects often is called incubator or nanny. All ob-
jectsare adlocated in the nanny. When the nanny is garbage collected all live objects are copied to the
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old object’ sheap. Because old objects are not traversed GC timeisreduced. To avoid that old objects
contain references to new objects write barriers can be used.

2.7 Summary

This chapter discussed issues that are related to the management of main memory in the JX system.
The memory hierarchy was described. This hierarchy consists of aglobal memory management at the
lowest level and on top of this a domain-loca memory management and a heap management. The
heap memory is managed by a garbage collector, which can be selected on a per-domain basis.

3 Memory Objects

Efficiently managing buffersis one oft the challenging tasks of an operating system. This sec-
tion describes the memory management facilities of the JX operating system. In a“pure’” JVM there
are only objects and arrays. A JVM that must serve as afoundation for an efficient operating system
must provide aricher interface for buffer management. For this purpose JX provides memory objects.
They have four non-orthogonal properties: sharing, revocation, splitting, and mapping. Memory ob-
jects can be shared between domains. Thereis arevoke() method that atomically returns a new mem-
ory object representing the same range of memory and revokes access to the old one. A memory ob-
ject can be split in two memory objects that together represent the original memory range. Access to
the original object is thereby revoked. And a memory object can be mapped to a class structure and
accessed like an object.

3.1 Lifecycle of memory objects

3.1.1 Creation

Memory objects are created by the microkernel asfast portals. The MemoryManager portal allowsto
allocate a memory object of a specified size, a ReadOnlyMemory object with a specified size, or a
DeviceMemory object at a specified address with a specified size.

3.1.2 Destruction

An explicit deallocation was not an option, because this would contradict the whol e philosophy of the
JX system. We need an automatic mechanism - a garbage collector for memory objects. Memory ob-
jects are shared between domains and the memory GC is not alowed to stop all domains and should
not posses any global knowledge. This makes the memory GC similar to adistributed GC. One of the
simplest distributed GC is reference counting. Reference counting can be used, because there are no
cyclesin memory references (amemory object only containsareferenceto its parent memory object).
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3.2 Implementation

This section describes one possible implementation of memory objects. As the data structures used
to maintain memory objects are only accessed by the memory object implementation different imple-
mentations are possible. We experimented with implementations that improve efficiency by providing
only asubset of the four features sharing, revocation, splitting, and mapping. The results of these ex-
periments are presented in the performance evaluation section at the end of this chapter.

Sharing. Because memory objects can be shared between domains a global data structure (Memory
Control Block MCB) is required to maintain the state of the memory object (see Figure 8.6). This
shared data structure is referenced by memory portals that are located on the heaps of different do-
mains. This state or metainformation of the memory object consists of aflag used for revocation and
areference count used to garbage collect memory regions.

Figure 8.6: Data structures for the management of memory objects

Domains can access "plain® memory by using a memory portal. The memory portal is afast portal
that contains a pointer to amemory control block (MCB), sizeinformation, and a pointer to the mem-
ory area. Thisinformation is stored in the "additional data" part of the fast portal (see Figure 5.12 of
Chapter 5). MCBs are maintained in a doubly-linked list. Each MCB is responsible for an area of
memory that does not overlap with the area of any other MCB.

vtable
mem
mch

size

Memory Portal

Heap
domain-local data structureg
shared data structures v
refcount refcount refcount

mem mem mem

size size size

prev prev prev

next next next

Memory Control Blocks (MCB

Revocation. If amemory object supports revocation the revocation check and memory access must
be performed in an atomic operation. Systems that do not perform these operations atomically are

92



said to have the time-of-check-to-time-of-use (TOCTTOU) flaw. An example of thiskind of flaw is
the STOP-PROCESS-ERROR of Multics described in [23]. Operations of memory objects are short
(with the exception of memory copy) and do not block. To realize atomicity efficiently (this means
without using mutual exclusion locks) on a uniprocessor interrupts can be disabled or atomic code
(see Section 4.3 of Chapter 7) can be used. On a multiprocessor a spinlock is used. The spinlock is
implemented using an atomic bus transaction to read and write adataword. Several CPU instructions
are availablefor this purpose, such astest-and-set or compare-and-swap (CAS). When using CASthe
revocation flag and the lock flag of the spinlock can be arranged in the same word and checked with
asingle CASinstruction.

Splitting. Often it is desirable to pass only a subrange of a certain memory to another domain. Each
memory type supports the creation of subranges. Splitting and revocation are not orthogonal. A nat-
ural semanticsfor revocation saysthat the contents of the memory can only be changed by the revoker
after arevocation. If amemory is splitted there are still references to the unsplitted memory. A split
must therefore revoke access to the origina memory.

Mapping. A memory object isadata container without data structure. Many memory objects contain
datathat is structured. For example, amemory object holding a disk block of inodes has the structure
of afield of inodes. A memory object that holds a network packet can be structured in a header and
apayload. To allow structured access to a memory object JX supports the abstraction of mapping an
object to a memory object. The memory object contains the state of the object. An access of afield
of the object accesses the underlying memory object. The object is an "instance”" of a class that is
marked using the marker interface MappedObject. The bytecode verifier ensures that no instances of
such a class can be created by using the regular object creation mechanism (the new operation). To
specify the byte order that should be used when mapping a sequence of bytes to an integer or short
data type, the mapping class uses a subtype of MappedObject: either MappedLittleEndian or Mapped-
BigEndian. The bytecode-to-nativecode translator isthen able to generate the necessary machine code
instructions to access the memory in the correct byte order.

Figure 8.7: Mapping a memory range to a class

(a) The mapping function describes how afield access is translated into a memory access.

(b) A mapped memory isrepresented by afast portal. The portal object containsapointer to the begin
of thememory area, areference to the memory control block (MCB), and areferenceto aparent map-
ping if this object is part of alarger aggregation (otherwise the parent link is null).

e e~
) vtable
Mapping
byteb < Function i mem
’ MCB
// parent
shortc -
Fast Portal
Object Memory
(a) the mapping function Heap

(b) the fast portal representing a mapped memory
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The mapping function currently only supports primitive integer types (byte, short, char, int,
long). The usefulness of the mapping mechanism would be improved considerably when aggregated
data types are supported, i.e., an object that contains not only primitive fields but also other objects.
The way Java handles the aggregation—also called parts/whole—relation makes this very difficult.
The whole object contains not the data of the part object but only areferencetoit. Thisreference has
no pointer to its (logically) enclosing object and can be used as an independent reference. This prob-
lem can be solved by introducing hierarchical mappings: each mapped object can be part of alarger
aggregation and the portal object contains a reference to the enclosing mapped object.

3.3 Problems

Efficiency. Asaready mentioned in Section 3.2 not all features of amemory object are needed by all
applications. Several applications do not pass memory objects to other domains but require the revo-
cation feature within their own domain. We implemented a memory object that creates the central
data structure only when the memory object crosses a domain boundary. The revocation flag is part
of the heap-managed memory proxy until aglobal MCB object is created.

Global resources.Memory objects require a central data structure to allow garbage collection and
revocation of shared memory. This contradicts our design principle of not alowing adomain to allo-
cate global resources. We aleviate this problem by using per-domain quotas that limit the number of
MCB objects and the amount of memory adomain is allowed to allocate.

Hardware referencesMemory objects are also used in device drivers. A device driver may use the
memory for DMA transfers to and from adevice. This means that the hardware has an implicit refer-
ence to the memory object and the memory should not be garbage collected, even if there are no other
references to it. There are two solutions for this problem. The programmer of the device drivers en-
sures that the memory object stays alive by making it reachable from the root set of live references.
Thiswill usually be the case because the memory object that isinvolved in the DMA transfer will be
part of adata structure to manage the currently executing device operation. A more robust solutionis
to support the programmer in keeping the memory object alive. An implicit hardware reference can
only be created by asking the memory object for the start of its physical memory area. This start ad-
dressisthen written in a device register or in aDMA table. The system can support the programmer
by incrementing the reference count in the MCB object whenever the physical start address of the
memory is queried. This requires that the programmer invokes a method to decrement the reference
count once the memory is no longer used by the hardware.

3.4 Buffer management

Memory objects are used as buffers, for example in the network stack. Network packet pro-
cessing requires an efficient buffer management. Allocating a buffer and passing a buffer to another
domain must be fast operations. Some kind of flow control is needed to avoid that a domain runs out
of buffers. A domain that wantsto receive a packet passes abuffer to the network domain. In exchange
it gets a (different) buffer that contains the received data. The send operation returns an empty buffer
in exchange for the buffer that contains the data. The principle of this operation is illustrated in
Figure 8.8.
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Figure 8.8: Principle of buffer management

(a) Thisfigureillustrates the principle of buffer management if the network protocol stack is distrib-
uted across multiple domains. Domain D is the application domain. Domain D, contains the appli-
cation, domain Dg the lowest layer of the network stack. During the send operation a memory object
is passed from D, to D, to D3 whereit is enqueued in a processing queue. The service thread of D3
dequeues a memory object from the free queue and passes it as return value to domain Do, which
passes it to D;. Another thread (worker thread) asynchronously dequeues the memory object from
the processing queue and passesit on to D4, which processesit and passesit to Dg. The service thread
of Dg makes the memory available for the DMA hardware and insertsit in a processing queue. The
device asserts an interrupt when it completesthe DMA transfer and the memory object can be moved
from the processing queue to the free queue.

(b) The same as (@) but all components run in asingle domain. The operation isidentical, only there
are no service threads.
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4 Performance evaluation

This section evaluates the performance of the global memory manager, memory objects, and stack
size checks.

4.1 Global memory management

The bitmap-based global memory manager has alow memory footprint. Using 1024-byte blocks and
managing about 128M Bytes or 116977 blocks, the overhead is only 14622 bytes or 15 blocks or 0.01
percent.

4.2 Stack size check

We used a microbenchmark to measure the overhead of the stack size check. A method is
called in aloop of 100,000 iterations. There is no measurable difference between the two check vari-
ants in this microbenchmark.

Tab. 8.1 Virtual method invocation with different stack size checks

Operation Time (ns)

no check 22
check STACKO 40
check STACK1 40

4.3 Memory objects

Table 8.2 shows the performance of the memory operations create, revoke, split.

Tab. 8.2 Performance of memory operations

Operation Time
(ns)
Create Memory 2,496
Create DeviceMemory 750
Revoke Memory 900
Split Memory 1,780
set32, 1 KB block 18,400
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Tab. 8.2 Performance of memory operations

Operation Time
(ns)
set32 50
get32 45
Create mapping 570

Figure 8.9 displays the time in nanoseconds between event log points in the memory alloca-
tion code.

Figure 8.9: Time between events during the creation of a memory object.

Time is given in nanoseconds with standard deviation. The number in parenthesis is the number of
transitions between two events. The time between IN and MALLOC is spent all ocating the memory
from the global memory management. The time between MALLOC and MEMSET is spent filling
the memory range with zero. The time between PROXY IN and MCBIN is spent creating the proxy
object (memory portal). The time between MCBIN and OUT is spent creating the MCB.
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4.3.1 Delayed MCB creation

When amemory object isused only within one domain (no sharing feature) no central data structures
must be created for this memory object. Table 8.3 showsthe effect of creating MCBslazily. The saved
time of about 500 nanoseconds is consistent with the event trace of Figure 8.9.

Tab.8.3 Memory creation time with and without the optimization delayed MCB creation

Operation Time (ns)
w/o delayed MCB creation 2,496
with delayed MCB creation 1,904

4.3.2 MappedMemory

Figure 8.10 shows an example of the use of MappedMemory. Figure 8.11 shows an equivaent C pro-
gram. The C program is not compiled with an optimization option. By inspecting the assembler code
we recognized that when using the “-0O2” optimization option the gcc compiler moves data accesses
out of the loop. The mapped access and get/set test was compiled with inlined memory access. The
results of the benchmark are presented in Table 8.4

Tab.84 Memory access time of mapped memory vs. get/set

This table shows the performance of different memory access mechanisms. The column titled "get-
set/mapped” containsthe ratio between the access time when using the get-set interface and the access
time when using mapped memory. The last two columns compare these interfaces with time of the
Linux benchmark.

operation get-set mapped | get-set/ C prog. get-set/ | mapped/
interface (us) mapped | onLinux | C-Linux | C-Linux
(Hs) (Hs)
4,000,000 write 73474 61010 1.20 42212 1.74 1.45
4,000,000 read 48000 32687 1.47 24664 1.95 1.33
1 write 0.018 0.015 1.20 0.010 1.74 1.45
1read 0.012 0.008 1.47 0.006 1.95 1.33

Thetable shows the improvement of mapping compared to the set/get interface. Thisimprove-
ment is due to removed range checks. It al so shows how the get/set interface and the mapped interface
compareto aC program running on Linux. While accessto amapped object isstill slower than access
to aC struct the difference is rather small and is due to the additional indirection of MappedMemory
compared to a C struct (see Section 4.3.2). We also measured the time required to create a mapping.
Thistime is also important because mapping is performed on the performance critical path, for ex-
ample, when receiving or sending network packets. The time to create 1000 mappings was 552 mi-
croseconds (or 552 nanoseconds per mapping). This means that creating a mapping is slightly slower
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Figure 8.10: Measured code sequence for JX MappedMemory access

class MyMap inplements MappedLittl eEndi anCbject {
int a; char b; short c; int d;
}

Menmory mem = nmenor yManager . al | oc(12) ;
VMO ass ¢l = conponent Manager . get O ass( "t est/menmobj / MyMap") ;
M/Map m = (M/Map) mem map(cl);
Il -- START TIME --
for(int i=0; i<ntries; i++) {
ma = 42; mb =43; mc = 44, md = 45;

}
Il -- END TIME --

Figure 8.11: Measured code sequence for C struct access

struct MyMap {
signed long a; unsigned short b; signed short c; signed long d;
¥

char *mem = mal | oc(12);
struct MyMap *m = (struct MyMap*) nem
Il -- START TIME --
for(i=0;i<n;i++) {
m>a = 42; m>b = 43; m>c = 44; m>d = 45;

}
Il -- END TIME --

than creating an object (see Chapter 3, Section 4). Thisis reasonable because a mapping is represent-
ed by a proxy object that is created during the mapping process. These numbers show that mapping
pays off only when the data is accessed very often. A mapped read saves 6 nanoseconds, a mapped
write saves 8 nanoseconds. The time to map an object is equivalent to 92 read accesses or 69 write
accesses. A network packet header is usually not accessed that often, therefore mapping will not im-
prove performance but |ead to more readable programs. Only an order of magnitude performanceim-
provement of object allocation will make mapping practical.

5 Summary

This chapter described the memory management of the JX system. Similar to two-level sched-
uling memory management is separated into a global management and a domain-local management.
The global management allocates the available main memory to domains. It uses a bitmap allocator
with low memory footprint. The domain-local management uses ailmost al its memory for a garbage
collected heap. All datais allocated on this heap®. This includes thread control blocks and stacks. A
domain can select from a number of garbage collectors to manage this heap. A defined interface be-

1. Asalready mentioned the current prototype uses a so-called fixed memory areathat is used to store data structures
that are not yet prepared to be moved by a garbage collector. Thisincludes the domain-local part of acomponent.
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tween the kernel and the garbage collectors allows to use different collectors. To cope with large
amounts of memory and to share memory between domains memory objects have been introduced.
They alow sharing, revocation, splitting, and mapping. The performance of several operations of
memory objects and the performance impact of delayed memory control block creation was mea-
sured.
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chapTER 9 Device Drivers

The purpose of adevice driver isto hide the details of a specific hardware and present this hardware
with an interface that can easily be used by other parts of the oparating system. In an object-oriented
system such an interface is an object and in the specific case of JX itisaservice.

Dueto the enormous amount of new hardware that appeared in the last years, operating system
code is dominated by device drivers. The overall goal of JX isto minimize the static and trusted part
of the system. Aninvestigation of the Linux kernel has shown that most bugs are found in device driv-
ers [40]. Because device drivers will profit most from being written in a type-safe language, all JX
device drivers are written in Java. An alternative to writing device drivers at the Java level would be
resuing existing drivers that are written in C and available for other open source operating systems,
such as Linux and FreeBSD. While in the short-run resuing existing drivers seems attractive we sus-
pect it to be a source of instability and performance problemsin the long run. A C driver can not be
integrated into the system as seamlessly as a Java driver. It will always be a contaminant.

This chapter starts by reviewing the device driver architecture of UNIX and Windows2000,
describes our device driver framework and the problems we encountered keeping the device drivers
outside the trusted part of the system.

1 Device-driver architecture of traditional systems

Wefirst outline the device driver architecture of two traditional OS architectures - Linux, as an exam-
ple for UNIX-like systems, and Microsoft Windows 2000. From an high-level perspective device
driversin Linux and Windows are very similar. Devices are represented in aglobal, hierarchical name
space. Linux, as most other UNIX clones, uses a device inode created by the mknod() system call in
the virtual file system. Windows has a namespace that includes the file system as well as directories
outside the file system that contain entries for devices (\Dosdevices and \device). A device entry is
created by using the CreateFile() API call. In both systemsit is possible to load a driver either at boot
time or when the system is aready running. While device management looks similar on the surface
the details of the driver architectures differ considerably.

Linux. Thedriver is split into atop half and a bottom half. The top half is the first-level handler and
runs with the actual interrupt blocked or all interrupts blocked!. The top half can schedule work to
run in a bottom-half handler. The top and bottom halves are not executed in a process context. It is
not allowed to block and can only perform atomic memory allocations. Bottom half functions arein-
voked in the scheduler and on return from a system call if they are marked by they top half. Because

1. Note that the meaning of top-half and bottom-half is the opposite of their meaning in BSD UNIX [125], where
the bottom-half is the first-level handler.
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the number of bottom-half handlersislimited to 32 the kernel contains an additional mechanism for
delayed execution: task queues. A task queueisalist of function pointers. A first-level interrupt han-
dler can add an entry to thislist. A bottom-half handler executes the functions contained in this list.
Interrupt handlers synchronize by using interrupt priority levels (IPLs). Code that is executed under
aspecific IPL can only be preempted by an interrupt of higher priority.

Windows 2000. Windows 2000/XP/ME contains a driver model, called the Windows Driver Model
(WDM) [195] [163] that is asuperset of the Windows NT driver model. An I/O manager controls de-
vice drivers. Applications or kernel components communicate with the 1/0 manager to request 1/0.
The I/0O manager communicates with drivers by using I/0 Request Packets (IRPs). Drivers are ar-
ranged in astack. The high-level drivers are the device drivers, the low-level drivers are the bus driv-
ers. The stack contains at least two drivers, the so called function driver, and one bus driver. The I/O
manager passes |RPs down the stack until the request is finalized. Interrupts are assigned priorities
by using interrupt request levels (IRQLS), the equivalent of UNIX’s interrupt priority levels. Inter-
rupts are handled in an interrupt service routine (ISR). Complex work is not donein the ISR, instead
a deferred procedure call (DPC) isused. A DPC is very similar to a bottom-half handler in Linux.
DPCs run at DPC IRQL, which is lower than the IRQL of ISRs and allows low interrupt response
time. DPC IRQL is higher than the IRQL of any thread which leads to high worst- case scheduling
latencies [15].

2 JavaOS Driver Architecture

JavaOS [154], Sun’s Java-based operating system, uses three levels of interrupt handlers. The
first-level handler executes immediately, the second-level and third-level handler execute asynchro-
nously similar to bottom-halves or DPCs. Although device driversin JavaOS are written in Java, first-
level and second-level interrupt handlers are not. Only third-level handlers are written in Javaand ex-
ecute in aregular Javathread. This requires that the native microkernel contains a native handler for
each supported device. Thereason for this design isthe single-heap architecture of JavaOS which au-
tomatically leads to a single resource management domain. When using amark & sweep garbage col-
lector in such adesign, garbage collection pauses are considerably and would lead to datalosseswhen
using devices with small buffers.

3 JX Driver Architecture

Asthe UNIX/Linux and Windows 2000 driver architectures are similar from ahigh-level perspective,
the JX driver architectureis similar to them. Thisisnot surprising, becauseit is enforced by the hard-
ware architecture. And again the details are fairly different because of the completely different oper-
ating system architecture.

Device drivers can also be components that do not use the hardware at all, but emulate the
functionality of the device. These drivers can be treated like normal applications. This section de-
scribes the environment for adevice driver that needsto directly interact with the hardware to control
areal device. Thesedrivershaveto handleinterrupts, access device registers, access physical memory
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at a specific location, and control DMA transfers. An example structure of such adriver is displayed
in Figure 9.1.

Figure 9.1: Example memory layout and structure of a JX device driver

The device driver uses a DeviceMemory portal to access the memory-mapped device registers and
device memory. It uses a Memory portal to access main memory and an AtomicVariable (see
Section 4) to synchronize its interrupt thread with other threads running in the domain.

Device Driver Domain

55555

jx.zero.DeviceMemory

IRQ jx.zero.AtomicVariable
Thread .
jx.zero.Memory
Threads Heap
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3.1 Interrupt handling

Interrupts are handled in dedicated interrupt handler threads. These one-shot threads (see Chapter 7,
Section 1) are created by the system when an interrupt handler is registered. Using the IRQManager
service of DomainZero (see Figure 9.2), device drivers can register an object that containsahandleln-
terrupt() method. On a multiprocessor the installHandler() installs the handler for the CPU that is exe-
cuting the installation method. Aninterrupt is handled by invoking this handlelnterrupt() method. The
method is executed in a dedicated thread while interrupts on the interrupted CPU are disabled. This
would be called afirst-level interrupt handler in aconventional operating system. A handlelnterrupt()
method usually acknowledges the interrupt at the device and unblocks athread that handlesthe inter-
rupt asynchronously. This thread is similar to a bottom-half handler in Linux or a DPC in Windows
2000. In contrast to these systems the thread is scheduled by the regular thread scheduler and has not
automatically a priority that is higher than any other non-interrupt handler thread. Such a design is
necessary to run tasks with real-time requirements on JX. In such a system user threads performing
time critical tasks must have precedence over device handler threads. Although JX was designed with
an eyetowardsreal-time capabilitiesit isnot yet possibleto run real-time tasks out-of-the box. A real-
time scheduler is missing as well as semaphores that support a protocol to cope with priority inver-
sion.

Interrupt priorities. There is currently no need for interrupt priority levels as first-level interrupt
handlers are very short. Making them preemptable only seems to introduce complicated synchroni-
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Figure 9.2: InterruptManager and InterruptHandler interfaces

The InterruptManager is used to install and uninstall interrupt handlers. These handlers must imple-
ment the interface InterruptHandler and whenever the interrupt with the specified number is raised
the handlelnterrupt() method is executed in a dedicated interrupt thread.

package | x. zero;

public interface InterruptManager extends Portal {
void install Handler(int irqg, InterruptHandl er handler);
voi d uninstall Handl er(int irqg, InterruptHandl er handler);

public interface InterruptHandler {
voi d handl el nterrupt();
}

zation problems (code that runs at different levels can not share data) and adds another “scheduling
policy” that must be maintained and understood by the driver devel oper. Deciding which second-level
handler thread to run next is aregular scheduling problem and not hard-wired into the device-driver
architecture. Preemptablefirst-level handlers may be necessary if the deviceisvery slow to access or
requires complicated computations before interrupts can be acknowledged.

3.2 Register access

Drivers use DeviceMemory to access the memory-mapped registers of a device and the mem-
ory-mapped on-device memory. On some architectures there are special instructions to access the I/
O bus; for example, thein and out processor instructions of the x86. These instructions are available
viathefast portal jx.zero.Ports. As other fast portals, these invocations can beinlined by the translator
(see Figure 6.6 of Chapter 6).

3.3 Timer

Almost all devicedrivers need atime source to timeout an unsuccessful operation or to schedule work
that must be done at a specific time. Thistimeing serviceis provided by a portal of type jx.timer.Tim-
erManager. A device driver expects to find such a TimerManager Service in the name service.
Figure 9.3 lists the TimerManager interface. It allowsto install a handler that is executed once or pe-
riodically or unblock athread once or periodically. A TimerManager implementation typically usesa
linked list of handler objects and a specific thread the removes elements from thislist and invokesthe
handler method timer(). To alow the client of the TimerManager to run in adifferent domain the Tim-
erHandler interfaceisaportal. If the TimerManager runsin adifferent domain asits client, the invoca-
tion of the handler method is performed as a portal call otherwise as a regular method invocation. In
both cases the timer manager thread is blocked until the handler method returns. Asthisallows acli-
ent to block the TimerManager forever by using a handler that does not return (runaway handler) we
must remove the handler part of the TimerManager interface and only provide the thread unblocking
functionality. The handler functionality must be implemented in a component that is loaded into the
client domain. This component implements the linked list of handler objects and uses athread that is
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unblocked by the TimerManager. A runaway handler does only affect the time service of its own do-
main. Other clients of the TimerManager are unaffected. Such an implementation requires areference
to a thread of another domain. The implementation of such references is explained in Chapter 8,
Section 2.2.

Figure 9.3: TimerManager interface

The TimerManager is used to schedule an action to be performed at a later time. It can be used to
invoke amethod at a handler object or to unblock athread at the specified time.

public interface TinerManager extends Portal {
Timer addM | 1isTimer(int expires, TinmerHandler handler, Object argunent);
Timer addM Ilisinterval Timer(int expires, int interval, TimerHandler h, Qoject a);
bool ean del et eTi mer ( Ti mer Handl er t);
int getTinelnMI1is();
i nt getTi neBasel nM cros();
int getCurrentTime();
int getCurrentTimePlusMIlis(int mlliSeconds);
voi d unblocklnM | is(CPUState thread, int tineFromNow);
voi d unblocklnM I lislnterval (CPUState thread, int expires, int interval);

public interface TinmerHandl er extends Portal {
public void timer(Qbject arg);
}

3.4 Garbage collection

Because all device drivers are written in Java and run in anormal JX domain they use garbage col-
lected memory. The garbage collection algorithms currently used in the JX prototype do not allow
threadsto run concurrently with the garbage collector. If aninterrupt occurs during garbage collection
of the domain that contains the interrupt handler, interrupt handling is deferred until garbage collec-
tion completes. As this increases interrupt response time it must be coped with if the system should
support real-time tasks. There are at least two solutions: the device driver domain could use an incre-
mental GC or does not allocate dynamic memory at all. Anincremental GC [12] can run concurrently
with mutator threads but mutator threads must be suspended if they allocate memory faster than the
GC thread can collect. For hard real-time processing it seems more attractive not to allocate any mem-
ory after the domain hasinitialized its data structures. As object allocation is avery common opera-
tion in a Java program this seems to be a difficult endeavor but one that can be accomplished very
reliably, because it can be detected automatically whether a certain method performs an object alo-
cation before running the method. Thusit is possible to separate methodsinto all ocating methods and
non-allocating methods. To be certain that after a defined point in time—called time X—only non-
allocating methods are executed, the bytecode verifier must check that starting with a set of initial
methods, for example all handlelnterrupt() methods, only non-allocating methods are invoked. Thisis
possible by using the control-flow analyses of JX’s extended bytecode verifier. This control-flow
analysesisused to compute the worst-case execution time of interrupt handlers based on an execution
time definition for every bytecode instruction. By setting the “execution time” of an instruction to 1
if the instruction allocates memory and O if it does not, we can guarantee that a method does not al-
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locate memory if its “execution time” is 0. Not being able to allocate objects restricts the program-
ming in the following ways.

* When athread is created a new thread control block and a new stack must be allocated on the
heap. Therefore the program can not create new threads after time X. If the program needs
multiple threads it must create them before time X, block them, and unblock them after time
X. The method that is used to continue the execution of thisthread must be included in the set
of initial methods.

* A portal invocation copies parameters and return values between domains and needs to allo-
cate these objects on the heap. After time X methods are not allowed to invoke methods at por-
tal interfacesif the parameter or return values are object types. Even with this restriction ady-
namic allocation may be required if the portal invocation throws an exception. But thisis a
specia case of the next problem.

» Exceptions can be thrown at nearly every position of a Java program. Throwing an exception
does not mean that any dynamic object allocation must be performed. An exception can be
thrown using a preallocated object. But as such an object is unable to capture the actual state
of the execution (the stack trace) it is of limited use to debug a program. It can, however, be
used to transfer control to the exception handler, which is sufficient in most cases. A specia
kind of exceptions are the exceptions that are thrown by the runtime system. These exceptions
include NullPointerException and ArraylndexOutOfBoundsException, but also the exceptions that
are thrown during a portal call when the (other) domain is terminated or the service disabled.
To avoid dynamically alocating these objects the JX kernel can be configured to preallocate
them.

Although these restrictions make programming more difficult it is possible to write useful programs
if their task is not too complex. A complex program, such as a window manager, should berunin a
non-real-time domain and communicate with the real-time domain using fast portal's, such as Memory
and AtomicVariable, or simple user-defined portals.

4  Robustness

Devicedriversin JX are programmed in Java and are installed as service componentsin ado-
main. JX aims at only trusting the hardware manufacturer (and not the driver provider) in assuming
that the device behaves exactly according to the device specification. When special functionality of
the hardware allows bypassing the protection mechanisms of JX, the code for controlling this func-
tionality must also be trusted. This code can not be part of the JX core, becauseit is device dependent.
One examplefor such codeisthe busmaster DM A initialization, because adevice can be programmed
to transfer datato arbitrary main memory locations. Generally speaking there are two main problems:
access to memory by the device and blocking interrupts for an indefinite period of time.

Memory access. Most drivers for high-throughput devices will use busmaster DMA to transfer data.
These drivers, or at least the part that accesses the DMA hardware, must be trusted. To reduce the
amount of critical code, the driver is split into a (simple) trusted part and a (complex) untrusted part
(see Figure 9.5). The IDE controller and network card basically use a list of physical memory ad-
dresses for busmaster DMA.. The code that builds and installs these tables is trusted. We also devel-

106



oped adriver for aframe grabber card based on the Bt848 chip [88]. This chip can execute aprogram
in aspecia instruction set (RISC code). This program writes captured scanlines into arbitrary mem-
ory regions. The memory addresses are part of the RISC program. To allow an untrusted component
to download RISC code a verifier for this instruction set would be necessary. For these reasons we
decided to make the RISC generator atrusted component.

Interrupts. To guarantee that the handler can not block the system forever, the verifier checks all
classes that implement the InterruptHandler interface. It guarantees that the handlelnterrupt method
does not exceed a certain time limit. To avoid undecidable problems, only a simple code structureis
allowed (linear code, loops with constant bound and no write access to the loop variable inside the
loop). A handleinterrupt method usually acknowledges the interrupt at the device and unblocks a
thread that handles the interrupt asynchronously.

Synchronization. JX does not allow device driversto disable interrupts outside the interrupt handler.
Drivers usually disable interrupts as a cheap way to avoid race conditions with the interrupt handler.
Code that runswith interrupts disabled in aUNIX kernel isnot allowed to block, as this would result
inadeadlock. Using locksalsoisnot an option, because the interrupt handler - running with interrupts
disabled - should not block. We use the abstraction of an AtomicVariable (Figure 9.4) to solve these
problems. An AtomicVariable contains a value, that can be changed and accessed using set and get
methods. Furthermore, it provides a method to atomically compare its value with a parameter and
block if the values are equal. Another method atomically sets the value and unblocks a thread. To
guarantee atomicity the implementation of AtomicVariable currently disables interrupts on a unipro-
cessor and uses spinlocks on a multiprocessor. Using AtomicVariables we implemented, for example,
a producer/consumer list for the network protocol stack.

Figure 9.4: AtomicVariable interface

An AtomicVariable contains one Object reference. The value of this reference can be accessed using
the set() and get() methods. While these methods simply write or read the value, the method atomic-
UpdateUnblock() setsthe value and unblocks a thread atomically with respect to the methods block-
IfEqual() and blocklfNotEqual().

package | x. zero;

public interface Atom cVariable extends Portal {
voi d set (Ohject val ue);
oj ect get();
voi d at om cUpdat eUnbl ock( Cbj ect value, CPUState state);
voi d bl ockl f Equal ( Cbj ect test Val ue);
voi d bl ockl f Not Equal ((oj ect test Val ue);

5 Device driver framework

The device driver framework is not part of the JX core architecture. It is one example for the
device management in an operating system that is build on top of JX.
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Figure 9.5: Split device driver

To reduce the amount of trusted code the device drivers can be split in two halves. atrusted part and
an untrusted part. Thetrusted part accesses critical components, such asthe DMA engine, certain reg-
isters, and initializes the device. The untrusted part contains the code to manage the device, such as
scheduling 1/0 requests. Both parts can be run in the same (b) or in different domains (a). If they run
in the same domain the untrusted part can attempt to circumvent the integrity of the trusted part by
exhausting the domain’s resources. The trusted part must be programmed to cope with such a situa-
tion. It should, for example, assume that every instruction can beits last one.

Domain D Domain D

Untrusted Driver

Interface 14

Untrusted Driver

Interface I; Interface 1,

Trusted Driver

Trusted Driver | ver
(DMA, Register s, Initialization, ...)

(DMA, Register s, Initialization, ...)

Domain D ,

(8) multi-domain configuration (b) single-domain configuration

5.1 Device identification

A device driver must be able to detect a supported device. Every device driver implements an inter-
face jx.devices.DeviceFinder that contains a single method find(). This method returns an array of sup-
ported devices. The interface jx.devices.Device (See Figure 9.6) is the supertype of all devices. It con-
tains methods open() and close() to activate and deactivate the devicee The
getSupportedConfigurations() method returns a device-specific array of supported configurations. A
fixed configuration must be passed to the open() method when activating the device.

Figure 9.6: Device and DeviceFinder interface

package | x. devi ces;

public interface Device {
Devi ceConfigurationTenpl ate[] get SupportedConfigurations ();
voi d open(Devi ceConfiguration conf);
voi d close();

}

public interface DeviceFinder {
Device[] find(String[] args);
}
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5.2 Example classes of device drivers

Devicesare categorized into different classes, such as network devices, disk devices, and framebuffer
devices. There is an interface that must be implemented by a device driver. The communication be-
tween the“ application” (which may be afile system or anetwork protocol) and the devicedriver takes
place viathisinterface. The interface can of course be implemented by aclassthat (i) emulates a de-
vice or aclass that (ii) intercepts requests to area device to provide additional functionality. An ex-
amplefor thefirst category isadisk driver that sends“ disk blocks’ over the network instead of using
alocal disk. Examples for the second category are a network driver that logs all packets or filters
packets, or adisk driver that only provides read-only accessto adisk by throwing an exception in the
method(s) that write to the disk.

5.2.1 The network driver

The network device interfaceislisted in Figure 9.7. The method setReceiveMode() configures the de-
vice to either receive packets that are addressed to the device (individual), all packets on a broadcast
medium (promiscuous), or multicast packets. The transmit() method sends the contents of the memory
object. The registerNonBlockingConsumer() method is used to install a packet receiver.

Figure 9.7: Network device interface

package j x. devi ces. net;

public interface NetworkDevice extends Device {
static final int RECEI VE MODE_| NDI VI DUAL =
static final int RECEl VE_MODE_PROM SCOUS
static final int RECEIVE_MODE_MULTI CAST

W

voi d set Recei veMode(int node);
Menmory transmit(Menmory buf);
bool ean regi st er NonBl ocki ngConsumer ( NonBI ocki ngMenor yConsunmer consuner) ;
byte[] get MACAddress();
int getMU();
}

public interface NonBl ocki ngMenoryConsuner {
Menory processMenory(Menory data, int offset, int size);
}

5.2.2 Thedisk driver

A disk driver provides the functionality of persistently storing data and is accessed by using the in-
terface jx.bio.BlocklO (see Figure 9.8). The method getSectorSize() returns the size of a sector in bytes,
getCapacity() returns the number of sectors of this device. The methods readSectors() and writeSec-
tors() perform the actual 1/0 operation. These methods operate in a synchronous mode, i.e. even if the
device could write the data asynchronously using DMA operations the writeSectors() method blocks
until all datais written to the device.
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Figure 9.8: BlocklO device interface

package | x. devi ces. st or age;

public interface Bl ockl O extends Device {
int getSectorSize();
int getCapacity();
voi d readSectors(int startSector, int numberOf Sectors, Menory buf);
void witeSectors(int startSector, int nunberOf Sectors, Menory buf);

5.2.3 The framebuffer driver

A frame buffer device driver implements the interface shown in Figure 9.9. The methods open(),
close(), and getSupportedConfigurations() are inherited from the Device interface. The framebuffer in-
terface allows to use devices that need atrigger to make the update visible to the user. An example
for such a device is a remote display that needs to know when the current contents of the (virtual)
display must be transferred to the host that provides the physical display.

Figure 9.9: Framebuffer device interface

package | x. devi ces. fb;

public interface FramebufferDevice extends Device {
int getWdth();
int getHeight();
int setMde (int width, int height, ColorSpace col orSpace);
voi d startFranmeBufferUpdate();
voi d endFr ameBuf f er Updat e() ;
voi d startUpdate();
voi d endUpdat e();
Devi ceMenory get FrameBuffer();
int getFrameBufferOifset();
i nt getBytesPerlLine();
Col or Space get Col or Space();
int drawLi ne(Pi xel Rect draw, PixelRect clip, PixelColor color, Draw nghbde node);
int fillRect(PixelRect rect[], int count, PixelColor color, Draw nghbde node);
int bitBlt(PixelRect ol dPos[], Pixel Rect newPos[], int count);

6 Performance evaluation

One of the most important performance characteristics related to device drivers are interrupt
latency and interrupt responsetime. Interrupt latency is defined as the time between the device asserts
the interrupt and the CPU is ready to deliver it (time A in Figure 9.7). This gap appears because the
currently executed instruction can not immediately preempted. Some CPUs contain instructions that
need long time to complete. Interrupt response time is defined as the time between the creation of the
interrupt by the device and the time the interrupt handler thread starts running (time (A+B+C) in
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Figure 9.10). Devices with small buffers, such as the serial line device of a PC, do not tolerate large
delays between the time they raise an interrupt and get service. Otherwise they loose data.

Figure 9.10: Interrupt latency in JX

Thetime periodsin the diagram have the following meaning: Aistheinterrupt latency, A+B+Cisthe
interrupt response time, in the interval B interrupts are disabled due to other system activity (for ex-
ample other device drivers) and in the interval C+D interrupts are disabled due to the currently exe-
cuting device driver. The length of interval E, the latency of the second-level handler, is solely deter-

mined by the scheduler.
- b | ] ] | P
A B C D E
device . first-level handler thread
CPU is read . .
gsserts . y starts execution first-level handler returns
interru to deliver
pt &
interrupt

Lkernel ISR called second-level handler thread is scheduled

Figure 9.11: Measured interrupt response time

Thetimeisgivenin cycles (1 cycle= 2 ns) and is corrected by the time required to log an event from
the Java-level interrupt handler (96 cycles). The timeis given as mean with standard deviation. The

number of transitionsis denoted in parenthesis.
Canenirg)

499200)+/- 175 (2561) 984 +/- 499416 +/- 111 (3012)

(a) no load (b) portal invocation load

958 +/- 72\(2561)

The interrupt response time is determined by the system architecture, i.e. by the maximal du-
ration the system runs with interrupts disabled. As the OS is written at the Java level and is not al-
lowed to disableinterruptsinteresting operations are kernel operations that disable interrupts. One of
these operations is the portal invocation.

We use the foll owing experiments to measure interrupt response time. We use the programma-
bleinterval timer (PIT) as the interrupt source and setup the PIT in one-shot mode and program the
timer to firein 1 millisecond. At the beginning of the interrupt handler we record the time by gener-
ating an event (timerlRQ). Then we re-arm the timer and generate another event (initTimer).
Figure 9.11 shows the event timing diagram once without additional load (a) and with a concurrently
running endless loop that performs portal invocations (b). The transition between timerlRQ and init-
Timer gives the time required to re-arm the PIT. Although re-arming the PIT requires only two outb
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instructionsiit is a very slow operation (1.92 us). The transition between initTimer and timerIRQ is
the time between leaving the interrupt handler and entering it again. Without additional load thistime
15998.4 us. Although we programmed the PIT to firein 1000 usit either isnot very accurate or starts
to count within the 1.92 ps re-arming period?. If we assume the latter case the response time of the
unloaded system is between 320 ns and 0 ns. In the loaded system the time between initTimer and
timerlRQ is 998.8 ps. Asthisis an increase of 400 ns compared to the unloaded case we conclude
that the mean response time is between 720 ns and O ns. Thisincrease is caused by the atomic code
sequences during a portal call. These sequences are marked with (begin atomic ... end atomic) in the
flow diagram of the portal invocation mechanism in Figure 5.9 and Figure 5.10 of Chapter 5.

7 Lessons learned

We learned several lessons from the implementation of the IDE, the NIC, and Bt848 drivers:

» The code that usesthe DMA engine depends on the code that initializes the device. Astheini-
tialization code makes up a large part of the driver the amount of code that can be removed
from the trusted is rather small.

» Welearned that device drivers profit very much from object orientation and the abstraction that
is possible with interfaces. Even the implementation of adevice driver can be structured in an
object-oriented way. Due to the limited number of device drivers we have no practical experi-
ences of code reuse between different drivers but we expect that the object-oriented structure
will promote the reuse of driver parts.

» Thedevicedriver framework contains many classesin many components. To limit the amount
of trusted code the trusted low-level part of the driver must not depend on the device driver
framework.

8 Summary

We demonstrated that it is possible to write device drivers completely in atype-safe high-level lan-
guage. Parts of the driver must be trusted, because they access the hardware in away that is unprac-
tical to make secure. Problematic operations include the setup of DMA data structures and interrupt
acknowledgement. Furthermore, because for economic and performance reasons the hardware usu-
aly performsfew validity and safety checks and trusts the driver to access the device according to the
device specification. It is necessary to include a thin layer between the hardware and the untrusted
part of the driver. Thislayer mediates access and performs the necessary checks.

All microkernel-based systems, where drivers are moved into untrusted address spaces run
into the same problems, but they have much weaker means to cope with these problems. Using an
MMU does not help, because busmaster DMA accesses physical RAM without consulting page ta-

1. After we discovered this problem we learned about a more reliable technique of measuring interrupt response
time. The performance counter registers of the Pentium 111 can be used to count eventsand raise an interrupt when
the counter overflows. As event source the CPU cycle can be used. Compared to the PIT an access to the perfor-
mance countersis fast.
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bles. In JX these problems are addressed by using type safety, special checks of the verifier, and split
drivers.
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cHapTER 10 Jecurity Architecture

Security is an important requirement for a multi-user timesharing system. It is even more important
if the system is able to execute mobile untrusted code. This chapter describesthe security architecture
of the JX system. It analyses the security implications of the system design and comparesit with re-
lated architectures.

1  Security problems in traditional systems

1.1 Operating systems

Therearetwo categoriesof errorsthat cause the easy vulnerability of current systems. Thefirst
are implementation errors, such as buffer overflows, dangling pointers, and memory leaks, which are
caused by the prevalent use of unsafe languages in current systems. This becomes dangerous when
an OSrelieson alarge number of trusted programs. From the top ten CERT notes (as of January 2002)
with highest vulnerability potential six are buffer overflows [28], [29], [30], [31], [32], [33], two re-
late to errors checking user supplied strings that contain commands thus allowing the user to run ar-
bitrary commands with root privilege [34], [35], one executes commands in emails [36], and oneis
an integer overflow [37]. The six buffer overflow vulnerabilities could have been avoided by using
techniques described by Cowan et al. [43]. However, not al overflow attacks can be detected and the
authors recommend the use of atype-safe language.

The second category of errors—the architectural errors— ismore difficult to tackle. The three
CERT notes related to the execution of commands in strings and emails are critical because the vul-
nerable systems violate the principle of least-privilege [152]. Thus, in current mainstream systems it
is not the question whether the proper security policy is used, but whether security can be enforced
at all [120]. Violations of the principle of least-privilege, an uncontrolled cumulation of functionality,
many implementation errors, complex system architectures, and poorly understood interrelations be-
tween system components make current systems very vulnerable. Thisis a problem that affects all
applications, because applications are built on top of an operating system and can be only as secure
asitstrusted programs and the underlying kernel.

Microkernels are well suited as the foundation of a secure system. On the other hand we be-
lieve that the security of a microkernel architecture will only improve over a monolithic architecture
if atype-safe language is used for the trusted servers. Java allows developing applications using a
modern object-oriented style, emphasizing abstraction and reusability. On the other hand many secu-
rity problems have been detected in Java systems in the past.
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1.2 Java Security

Java security is based on the concept of a sandbox, which relies on the type-safety of the exe-
cuted code. Untrusted but verified code can run in the sandbox and can not leave the sandbox to do
any harm. Every sandbox must have akind of exit or hole, otherwise the code running in the sandbox
can not communicate results or interact with the environment in a suitable way. These holes must be
clearly defined and thoroughly controlled. The holes of the Java sandbox are the native methods. To
control these holes, the Javaruntimefirst controls which classes are allowed to load alibrary that con-
tains native code. These classes must be trusted to guard access to their native methods. The native
methods of these classes should be non-public and the public non-native methods are expected to in-
voke the SecurityManager before invoking a native method. The SecurityManager inspects the run-
time call stack and checks whether the caller of the trusted method is trusted.

Javaversion 1 distinguishes between trusted system classes, which were loaded using the VM
internal class loading mechanism, and untrusted classes, which were loaded using a class |loader ex-
ternal to the JVM. Implementations of the SecurityManager can check whether the classes on the call
stack—the callers of the method—are trusted or untrusted classes. When the caller was asystem class
the operation usually is allowed otherwise the SecurityManager decides, depending on the kind of
operation and its parameters, whether the untrusted class is allowed to invoke the operation?.

Javaversion 2 also relies on stack inspection but can define more flexible security policies by
describing the permissions of classes of a certain origin in external files.

To sum up, Java security relies on the following requirements:

(1) Codeiskeptinasandbox by using an intermediate instruction set. Programs are verified to be
type-safe.

(2) The package-specific and/or class-specific access modifiers must be used to restrict access to
the holes of this sandbox: the native methods of trusted classes. As long as the demarcation
line between Java code and native code is not crossed, the Java code can do no harm.

(3) The publicly accessible methods of the trusted classes must invoke the SecurityManager to
check whether an operation that would leave the sandbox is allowed.

The SecurityManager is similar to areference monitor, but has a severe shortcoming: it is not
automatically invoked. A trusted class must explicitly invoke the SecurityManager to protect itself.
The mere number of native methods makesit difficult to assure this. We counted 1312 native methods
inSun’'sJRE 1.3.1_02 for Linux, which are 2.9 percent of all methods. From these native methods 34
percent are public and even as much as 16 percent are public static methods in a public class. This
means that the method can be invoked directly from everywhere without the SecurityM anager having
a chance to intercept the call. Two of these methods are javalang.System.currentTimeMillis() and ja-
valang. Thread.sleep() which provides an interesting opportunity to create a covert timing channel. The
fact that covert channels are not exploited can be attributed to the existence of many overt channels.
Public, non-final, static variables in public system classes are only one example (we counted 31 of
thesefieldsin Sun’s JRE).

1. Thereal implementation usesthe abstraction of classoader-depth, which isthe number of stack frames between
the current stack frame and the first stack frame connected to a class that was loaded using a classl oader.
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A further problem is that the stack inspection mechanism only is concerned with access con-
trol. It completely ignores the availability aspect of security. This lack was addressed in JRes [45].
By rewriting bytecodes, JRes creates alayer on top of the VM. In our opinion, thisisthewrong layer
for resource control, because resources that are only visible inside the VM can only be accounted
inside the VM. Examples are CPU time and memory used for the garbage collector (GC) or just-in-
time compiler or memory used for stack frames. Furthermore, rewriting bytecodes is a performance
overhead in itself and it creates slower programs. Often, Javais perceived as inherently insecure due
to the complexity of its class libraries and runtime system. JX avoids this problem by not trusting the
JDK classlibrary.

2 Requirements f or a security ar chitecture

In this section we review requirements for a security architecture.

2.1 Saltzer & Sc hroeder

Saltzer and Schroeder [152] collected a comprehensive list of requirements for a secure system:

Economy of mechanism. The security mechanisms must be simple and small to be subject to veri-
fication.

Fail-safe defaults. Access should be rejected if not explicitly granted.
Complete mediation. All accesses must be checked.

Open design. The system design must be published.

Separation of privilege. Do not concentrate all privileges at one principal.

Least privilege. A system component should be granted the minimal privileges necessary to fulfil its
task.

L east common mechanism. No unnecessary sharing between system components should be al-
lowed.

Psychological acceptability. When the security system communicates with the human user it must
respect the mental model of the user and must not annoy the user with too many questions.

2.2 Confinement

A lot of work on security has been conducted in the context of military security. Although
there are more recent standards [192] the Orange Book [49] contains abstract principlesfor the design
of secure systems. Systems are classified according to the security they are able to enforce. Require-
ments for higher levels include secrecy and modularity:

Secrecy. Systems rated B1 must support sensitivity labeling of all objects and clearance labeling of
all subjects. Systemsthat aim at a B2 or higher rating must analyze covert channels.
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Modularity. The trusted computing base must be as small as possible, because it must be verified to
obtain high assurance. It must not only be small in size, but the whole system architecture must be
simple and clean.

2.3 Integrity

While most of the work done in the context of military security focused on secrecy, the secu-
rity model developed by Clark & Wilson [41] assumes that in commercia systems integrity of data
is equally or more important than secrecy. This model allows data access and modification only via
transformation procedures and requires an integrity monitoring using integrity verification proce-
dures.

2.4 Separation of policy and enforcement

Separation of policy from mechanism is a software engineering principle that leads to a mod-
ular system structure with evolvable and replaceable policies. Several security architectures follow
this principle. The DTOS system [130] and its successor Flask [165] concentrated on policy flexibil-
ity inamicrokernel-based OS. In some systems, security decisions are spread over the whole system,
which makesit difficult to understand what kind of security policy the system as awhole actually en-
forces[112]. Centralizing the policy facilitates adaptations to new security requirements and enhanc-
es manageability. The policy can be changed without changesto the fundamental security and system
architecture and without changes to the object servers. Furthermore, a central security manager is a
requirement for the enforcement of complex security policiesthat are more than accessdecisions. The
policy could, for example, state that all email must be encrypted, an alert must be activated for three
unsuccessful login attempts, or that users of a certain clearance must store all their datain encrypted
form. These policies can only be enforced by a security manager that has complete control over the
system.

2.5 Suitable programming language

Theimportance of the programming language for asecure system wasrecognized in early sys-
tems, such as KSOS [66]. A study of the Secure Computing Corporation evaluates five microkernel -
based operating systems with respect to security [155]. This study contains a list ([155] pp. 24) of
properties of a programming language that affect assurability of code. To improve assurability a pro-
gramming language should allow a high abstraction level, support strong datatyping, modul arization,
and prohibit pointer manipulation.

2.6 Performance

Although current advances in processor performance will keep a moderate performance deg-
radation below the perceptional threshold of atypical user, a slowdown of central mechanisms may
have a dramatic effect for the performance of the whole system.
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3 Capabilities

Conceptually a capability is areference to an object together with alist of allowed operation.
The capability concept was introduced by Dennis and Van Horn in the 1960s [48]. Capability based
protection experienced a renewed attention in the research community with the introduction of the
Javalanguage in 1995.

Severa operating systems are based on capabilities and use three different implementation
techniques: partitioned memory, tagged memory [62], and password capabilities. Early capability
systems used atagged memory architecture (Burroughs 5000 [140], Symbolics Lisp Machine[131]),
or partitioned memory in data-containing and capability-containing segments (KeyKOS [68] and
EROS [157]). All these implementations relied on specific hardware features. To become hardware-
independent, password capabilities [6] have been invented and are used in several systems (Mungi
[89], Opal [39], Amoeba[175]). In Amoeba, for example, capabilities are 128bit val ues consisting of
aport number to identify the server and an object id to identify the object, an 48 bit random number
and 8 bit access rights. The access right bits are used to encode which operation of the object can be
invoked, which means that there is a maximum of 8 different classes of operations per server. The
check field contains the result of a one-way function that uses the access bits as one of its input pa-
rameters. There is no definite agreement on how secure password capabilities really are. Thereisa
non-zero chance that passwords can be guessed. Security relies on the strength of the cryptographic
function. Password capabilities can be transferred over an external channel, for example, on adesktop
system the user reads the capability in one window and typesit in another window. Furthermore, us-
ing cryptographic methods adds an overhead when using password capabilities.

Type-safe instruction sets, such as the Java intermediate bytecode, are afourth way of imple-
menting capabilities. The main advantages of this technique are that it is hardware-independent, ca-
pability verificationis performed at load time, access rights are encoded in the capability type and not
stored asabitmap in the capability, and capabilities can not be transferred over uncontrolled channels.

4 JX as acapability system

Portals are capabilities[48]. A domain can only access other domainswhen it possesses a por-
tal to a service of the other domain. The operations that can be performed with the portal arelisted in
the interface.

Although the capability concept is very flexible and solves many security problems, such as
the confused deputy [82], in avery natural way, it has well known limitations. The major concern is
that a capability can be used to obtain other capabilities, which makes it difficult, if not impossible,
to enforce the *-property [24]. To decide whether a given system is able to enforce the *-property,
Kain and Landwehr [101] developed ataxonomy for capability systems. The Kain& Landwehr paper
assumes a segmented memory architecture, where capabilities are used to control access to segments
of memory. We try to translate their questions and answers to an architecture where capabilities con-
trol access to services and unforgeabl e capabilities are realized by type safety.

What happens

(2) ... when a porta is created?
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(29) ... to an executing portal invocation when the security attributes of the service are modi-
fied?

(2b) ... to aportal when the security attributes of the service are modified?
(3) ... when aportal is copied?

(4) ... when amethod at a portal is called?

(5) ... when aservice isinvoked viaa portal ?

For the JX system as described up to now the questions can be answered asfollows (the | etters
in parenthesis denote the answer in the Kain& Landwehr taxonomy):

(2) In JX acapability (portal) can only be created by the microkernel. It is created when an
object that is marked to act as a service is passed to another domain. Although there are no explicit
checks when a capability is created or when an object is accessed, the type safety of the system dis-
allows access to arbitrary objects and the creation of arbitrary capabilities. (b)

(2a) Theonly change of security attributesis service deactivation and in such acasethe service
execution is aborted with an exception. (no answer fits)

(2b) When the serviceisdeactivated, an accessviaaportal will throw an exception. (no answer
fits)

(3) A porta is passed without modification between domains. (a)
(4) No access checks are performed. (a)

(5) A portal can berevoked (by deactivating the service). When the portal is used to accessthe
service, it is checked whether the service is still available. (b)

JX as described up to now can be classified as b??aab. Such a system can not enforce the *-
property; thus an additional mechanism is needed: areference monitor that is able to check all portal
invocations and the transfer of portals between domains.

5 Thereference monitor

A reference monitor must be tamper-proof, mediate all accesses, and be small enough to be
verified. A reference monitor for JX must at least control incoming and outgoing portal calls. There
are two alternatives for the implementation of such a reference monitor:

Proxy. Initially adomain has access only to the naming portal that is passed during domain creation.
To obtain other portals the name serviceis used. The parent domain can implement this name service
to not return the registered portal but aproxy portal which implements the same interface. This proxy
can then invoke a central reference monitor before invoking the original portal.

Microkernel. The portal invocation mechanism inside the microkernel invokes a reference monitor
on each portal call and passes sender principal, receiver principal, and call parametersto thereference
monitor.

These two implementation alternatives have the following advantages and drawbacks. The
proxy solution needs no modification of the microkernel and thus avoids the danger of introducing
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new bugs. Aslong as no reference monitoring is needed, the proxy solution does not cause any addi-
tional cost. The microkernel solution must check in every portal invocation sequence whether aref-
erence monitor is attached to the domain. Because the domain control block, which contains thisin-
formation, is already in the cache during the portal invocation, this check is nearly for free. On the
other hand, the proxy solution requires the name service to create a proxy for each registered portal.
During a method invocation at such a portal the whole parameter graph must be traversed and when
aportal isfound it must be replaced by a proxy portal.

We rejected the proxy approach, because it requires arather complex implementation and it is
difficult to assure that each portal is*encapsulated” in a proxy portal.

We modified the microkernel to invoke the reference monitor when aportal call invokes a ser-
vice of the monitored domain (inbound) and when a service of another domain isinvoked viaa portal
(outbound). Theinternal activity of adomain isnot controlled. The same reference monitor must con-
trol inbound and outbound calls of a domain, but different domains can use different monitors. A
monitor is attached to a domain when the domain is created. When a domain creates a new domain,
the reference monitor of the creating domain is asked to attach a reference monitor to the created do-
main. Usually, it will attach itself to the new domain but it can - depending on the security policy -
attach another reference monitor or no reference monitor at all.

It must be guaranteed, that while the access check is performed, the state to be checked can
only be modified by the reference monitor. When this state only includes the parameters of the call,
these parameters could be copied to alocation that is only accessible by the reference monitor. When
the state includes other properties of theinvolved domains, the activity of these domains must be sus-
pended. For these reasons the access check is performed in a separate domain, not in the caler or
callee domain.

The list of parameters is accessed using an array of VMObject portals. VMObject is a portal
which allows access to an object of another domain. The reference monitor furthermore gets the Do-
main portal of the caller domain and the callee domain. To accelerate the operation of the reference
monitor, the Domain portal is a portal which can be inlined by the translator. On an x86 it takes only
two machine instructions to get the domain ID given the Domain portal.

The main problem is to obtain a consistent view of the system during the check. One way is
to freeze the whole system by disabling interrupts during the check. Thiswould work only on a uni-
processor, would interfere with scheduling, and allow a denia-of-service attack. Therefore, our cur-
rent implementation copiesall parametersfrom the client domain to the server domain up to acertain
per-call quota. These objects are not immediately available to the server domain, but are first checked
by the security manager. When the security manager approves the call the normal portal invocation
seguence proceeds.

The addition of the reference monitor places JX in another classin the Kain& Landwehr tax-
onomy. The actual classification depends on the implementation of the security manager.

5.1 Making an access decision

Spencer et a. [165] argue that basing an access decision only on the intercepted | PC between
servers forces the security server to duplicate part of the object server’s state or functionality. We
found two examples of this problem. In UNIX-like systems accessto filesin afile system is checked
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when thefileis opened. The security manager must analyze the file name to make the access decision,
which is difficult without knowing details of the file system implementation and without information
that is only accessible to the file system implementation. The problem is even more obviousin ada-
tabase system that is accessed using SQL statements. To make an access decision the reference mon-
itor must parse the SQL statement. This is inefficient and duplicates functionality of the database
server.

There are three solutions for these problems:

(1) Thereference monitor letsthe server proceed and only checksthe returned portal (thefile por-
tal).

(2) The server explicitly communicates with the security manager when an access decision is
needed.

(3) Design adifferent interface that simplifies the access decision.

Approach (1) may betoo late, especially in cases where the call modified the state of the serv-
er.

Approach (2) isthe most flexible solution. It is used in Flask with the intention of separating
security policy and enforcement mechanism [165]. The main problem of this solution is, that it pol-
lutes the server implementation with calls to the security manager. The Flask security architecture
wasimplemented in SELinux [121]. In SELinux, thelist of permissionsfor file and directory objects
have a nearly one-to-one correspondence to an interface one would use for these objects. This makes
approach (3) the most promising approach. Our two example problems would be solved by parsing
the path in the client domain. In an analogous manner the SQL parser islocated in the client domain
and a parsed representation is passed to the server domain and intercepted by the security manager.
Thishasthe additional advantage of moving code to an untrusted client, eliminating the need to verify
this code. Section 14 gives further details about the design of the file server interface.

5.2 Controlling portal propagation

In[111] Lampson envisioned asystem in which the client can determine all communication channels
that are available to the server before talking to the server. We can do this by enumerating all portals
that are owned by a domain. As we can not enforce a domain to be memoryless [111], we must also
control the future communication behavior of adomain to guarantee the confinement of information
passed to the domain.

Severa alternative implementations can be used to enumerate the portals of a domain:

(1) A simple approach is to scan the complete heap of the domain for portal objects. Besides the
expensive scanning operation, the security manager can not be sure, that the domain will not
obtain portalsin the future.

(2) An outbound intercepter can be installed to observe al outgoing communication of the do-
main. Thusadomain is allowed to posses acritical portal but the reference monitor can reject

it's use. The performance disadvantage is that the complete communication must be checked,
even if the security policy allows unrestricted communication with a subset of al domains.
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(3) The security manager checks all portals transferred to a domain. This can be achieved by in-
stalling an inbound interceptor which inspects all data given to adomain and traverses the pa-
rameter object graph to find portals. This could be an expensive operation if aparameter object
istheroot of alarge object graph. During copying of the parametersto the destination domain,
the microkernel already traverses the whole object graph. Therefore it is easy to find portals
during this copying operation. The kernel can then inform the security manager, that there is
a portal passed to the domain (method createPortal()). The return value of createPortal() de-
cides whether the portal can be created or not. The security manager must also be informed if
the garbage collector destroys a portal (destroyPortal()). This way reference monitor can keep
track of what portals adomain actually possesses.

Confinement can now be guaranteed with two mechanisms that can be used separately or in
combination: (i) the control of portal communication and (ii) the control of portal propagation.

Figure 10.1 shows the complete reference monitor interface. Figure 10.2 shows the informa-
tion that is available to the reference monitor.

Figure 10.1: Reference monitor interface

public interface Domai nBorder {
bool ean out Bound(Interceptinfo info);
bool ean i nBound( I nterceptInfo info);
bool ean createPortal (Portal Info info);
voi d destroyPortal (Portal Info info);

Figure 10.2: Information interfaces

public interface Interceptinfo extends Portal {
Donai n get Sour ceDonai n() ;
Donai n get Tar get Domai n() ;
VM\et hod get Met hod() ;
VMXj ect get Servi ceoj ect();
VMXj ect[] getParaneters();

}

public interface PortalInfo extends Portal {
Donai n get Tar get Domai n() ;
int getServicel();
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6 Principals

A security policy uses the concept of a principal [48] to name the subject that is responsible
for an operation. The principal concept is not known to the JX microkernel. It is an abstraction that
isimplemented by the security system outside the microkernel, while the microkernel only operates
with domains. Mapping a domain ID to a principal is the responsibility of the security manager. We
implemented a security manager which uses a hash tableto map the domain D to the principal object.
We first considered an implementation where the microkernel supports the attachment of a principal
object to a domain. The biggest problem of such a support would be the placement of the principal
object. Should the object live in the domain it is attached to or in the security manager domain? Both
approaches have severe problems. Asthe security manager must access the object it should be placed
in the security manager’s heap. But this creates domain interdependencies and the independence of
heap management and garbage collection, which is an important property of the JX architecture,
would be lost. Thus, anumerical principal 1D seemed to be the only solution. But having a principal
ID has no advantages over having adomain ID, so finally we concluded that the microkernel should
not care about principals at al.

The security manager maps the unique domain ID to a principal object. Once the principal is
known, the security manager can use several policiesfor the access decision, for example based on a
simple identity or based on roles [64].

To serviceaportal call the server thread may itself invoke portalsinto other domains. To avoid
several problems (trojan horse, confused deputy [82]) the server may want to downgrade the rights
of these invocations to the rights of the original client. The most elegant solution of these problems
isapure capability architecture. In the JX architecture thiswould mean that the server uses only por-
tals that were obtained from that particular client. This requirement is difficult to assure in a multi-
threaded server domain that processes requests from different clients at the same time. Because the
server threads use the same heap, a portal may leak from one server thread to another. A better solu-
tionisto allow the reference monitor to downgrade therights of acall. To allow the reference monitor
to enforce downgrading rights to the rights of the invoker, each service thread (athread that processes
aportal call) hasthe domain ID of the original client attached to it. Thisinformation is passed during
each portal invocation. The reference monitor has access to this information and can base the access
decision on the principal of the original domain, instead of the principal of the immediate client.

7 Revocation

7.1 Revocation of portals

When the security policy is changed, some capabilities must be revoked. In order to support revoca-
tion, each access to a capability must be checked. When the capability was revoked, the invocation
must be rejected. It is more complicated to cope with invocations that are executing when the capa-
bility is revoked. There are two ways to handle this problem:
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(i) the invocation is immediately terminated. This could leave server data structuresin an in-
consistent state. Even when the invocation is terminated by throwing an exception in the server, all
code must be protected against inconsistencies by a catch/finally.construct.

(i) the revocation request is blocked until the invocation returns. This could potentially lead
to aindefinite delay of the invocation and policy change. To avoid such a situation, the server should
check if the capability was revoked and then finish the call asfast as possible.

For performance reasons, no access control for each access to a memory object can be done,
although it would be possible that the microkernel calls the reference monitor during a fast portal
method invocation.

7.2 Revocation of fast portals and memory objects

Asdescribed in Chapter 5 thereisaspecial kind of portals, called fast portals. Fast portals can
only be created by DomainZero. They are executed in the context of the caller. The semantics of a
fast portal is known to the system and it's methods can be inlined by the translator. An example for a
fast portal is the Memory portal. We solved the confinement problems of capabilities by introducing
areference monitor that isinvoked when aportal isused. Although areference monitor could be used
for fast portals, thisis not practical for performance reasons. Therefore memory portals support revo-
cation. When the reference monitor detects that a portal is passed between two domains (createPor-
tal()) it could revoke the access right to the memory object for the source domain or reject passing of
the memory portal.

8 Structure of the Trusted Computing Base

Figure 10.3 showsthe structure of the Trusted Computing Base (TCB). Inthe TCB weinclude
all system componentsthat the user trusts to perform a certain operation correctly. The central part of
the system is the integrity kernel. Compromising the integrity kernel allows an intruder to crash the
whole system. Built on the integrity kernel is the security kernel. The security kernel represents the
minimal TCB. In atypical system configuration the TCB will include the window manager and the
file system. Userswill trust the file system to store their datareliably. Compromising the security ker-
nel or the rest of the TCB leads to security breaches, such as disclosure of confidential data or unau-
thorized modification of data, but not to an immediate system crash. It may lead to a system crash
when a compromised security kernel allows accessto the integrity kernel. Thisdesign is reminiscent
of the protection rings of Multics.

JX is a component-based system. All components specify which other components they de-
pend on. Unnecessary functionality can easily be removed with a few configuration changes. In a
server system the window manager may not be part of the TCB, while in athin client system the file
system may not be needed. A user may even decide not to trust the file system and store the datain
an own data base.

It is important that there are no dependencies between the inner kernels and the outer ones.
The security manager, for example, must not store its configuration in the file system.
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Figure 10.3: Typical TCB structure
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9 Device drivers

Thereislittle work in the security literature which describes how to cope with device drivers.
Most systems ignore the problem by placing complete trust in device drivers. We think that such an
approach isinappropriate. An investigation of arecent Linux kernel [40] identified device drivers as
that part of the kernel that contains most of the bugs. Drivers have an error rate that is seven times
higher than the error rate in the rest of the Linux kernel. This problem is multiplied by the fact that
devicedrivers are by far the largest part of the kernel (see Table 10.1). Microsoft has al so recognized
this problem and bundles a “ Driver Verifier” [129] with Windows 2000 which helpsto find bugsin
device drivers. We think, that a better way isto design an interface that makes these bugs impossible
in the first place.

Many of the bugs that are investigated in [40] are not possible in JX, because of the use of a
type-safe language and several restrictions in the interface that is available to device drivers. Thisin-
terface does not allow to arbitrarily disable interrupts. Code that runs with interrupts disabled - the
interrupt handler - is checked by an verifier for a upper runtime bound. The busmaster DMA engine
of adevice can be used to circumvent memory protection. In [75] we advocated to split driversin an
untrusted and a trusted part (which, for example, contains the DMA initialization code). In practice
this proved more difficult than expected, because of the tight integration of the DMA engine in most
devices. Therefore, the current JX drivers are not split and several device drivers must be part of the
integrity kernel (see Figure 10.3).

Figure 10.4: Device driver information flow
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Besides being a source of instability, drivers can leak information. The communication be-
tween domainsis controlled by the reference monitor, but the communication between adevice driver
and the hardware, using DMA or registers, can not be controlled (see Figure 10.4). Devicedriversare
able to (persistently) store information at a device or read information from a device.
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In an MLS system data that comes from a multi-level device must be labeled as early as pos-
sible. Components that work with multi-level data must be verified, components that only operate at
asingle level not. Using different domains for device drivers for networks of different classification
(e.g., intranet/internet or secure/unclassified) makesit possible to label information as early as possi-
ble. Furthermore labeling is done automatically by labeling the driver domain appropriately. If pos-
sible, network data should be |abeled at the packet level, disk data at the block level. This may not be
possible when the system uses existing communication protocols, like TCP, to transfer multi-level da-
ta

10 Tamper-resistant auditing

Auditing is a means of defense-in-depth. The system must assure that all security relevant
events are persistently stored on disk and cannot be modified. To be certain that the audit trail is
tamper-proof we use a separate disk and write this disk in an append only mode. We do not use afile
system at al but write the messages unbuffered to consecutive disk sectors. We do not use any buff-
ering and the audit call only returns when the block was written to disk. Writing at consecutive disk
sectors avoids|ong distance head movements and gives arate of 630 audit messages per second. Writ-
ing one audit message needs 1582 pseconds’. Given that afile access which can be satisfied from the
buffer cacheisin thetenth of pseconds auditing each file access adds considerable overhead. Thesize
of atypical audit message is between 35 and 40 bytes. The disk isused as aring buffer: when the last
sector isreached we wrap to the first one and overwrite old logs. This avoids a problem often encoun-
tered when logging to afile system: when thefile system isfull logs get lost. Usually, the most recent
logs are the most valuable. With the above mentioned message rate of 630 messages/second and a
message size of 40 bytes we have a time window of 110 hours using a 10 GB disk. Under normal
operation the time window is much larger, because the message rate is well below its maximum.

11 Trusted path

According to the Orange Book [49] atrusted path is the path from the user to the TCB. De-
pending on the user interface the TCB must include the window manager or the console driver.

Recent literature generalizes the notion of a trusted path to any communication mechanism
within the system. To trust acommunication path it is essential to identify the communication partner
and provide a communication channel that can not be overheard or modified. Portal communication
is such a mechanism.

Usually, the reference monitor limits communication according to a certain security policy.
This mechanism works automatically and is transparent to domains. But it is even possible for a do-
main to explicitly consider portal communication as being performed on a trusted path, because the
target domain of aportal can be obtained and this identity can not be spoofed.

1. If thedisk isused for other purposes than writing the audit log this time will increase due to higher seek times
and rotational latencies.
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12 JDK - System classes and protection domains

Other Java operating systems, such as KaffeOS and the J-Kernel include a large part of the
JDK in the TCB. In order to avoid the security problems of a complex TCB, each JX protection do-
main gets its own set of untrusted system classes. These may or may not conform to the one of the
standards that is set by Sun’s JDK (JDK1.1, J2EE, J2SE, 22ME). No sandboxing needs to take place
at thislevel, as sandboxing is done by encapsul ating domains. Therefore no SecurityManager is need-
ed. The minimal requirements for JDK classes are codified in the jdky component (see Chapter 6,
Section 5). Important classes of the JDK are handled as follows..

» The static variablesin, out, and err in the System class define the standard input, output, and
error streams. These streams can beredirected, e.g. to anetwork connection, by setting the val-
ue of these variables appropriately. But notice that because they are final, they can only be set
once. We do not require that these variables exist. We do not even assume the existence of the
System class.

» The classes RandomAccessFile, File, FilelnputStream, and FileOutputStream in the java.io pack-
age define, how thefile system is accessed. By replacing them adomain can utilize adifferent
file system. When thisfile system isimplemented in another domain, the file classes use por-
tals to access the file system domain. These classes are implemented in alibrary component.

» Theclasses Thread and ThreadGroup aretheinterface to the thread implementation in the lower
level execution environment.

» The String class must be present and contain a constructor which can be passed a character ar-
ray. Thisis called by DomainZero when loading the domain into memory and creating con-
stant strings. Notice, that we do not require, that String objects be immutable. If a domain
chooses to implement mutable Stringsit is free to do so, but most existing code assumes im-
mutable Strings and will not function properly. The security of our system is not based on the
immutability of strings.

» TheObject classmust exist and must be the only class without a superclass. No further require-
ments exist for this class.

Most domains will use the same system classes, that provide an API that is compatible to the
Sun implementation. The compiled native code of these classesis not duplicated in each domain but
provided by the compiler domain that compiled these domains. The code need not even be present in
main memory but can be loaded on demand when the method is called. For this purpose, the entry in
the vtable points to the loader program instead of the real method.

The JDK is not part of the TCB. However, there are some classes, whose definition is very
tightly integrated with the VM specification [119][77].
Although these classes (except Object) are implemented outside the runtime system, the runt-

ime system must know about their existence or even know part of their internal structure (fields and
methods). These structural requirements are checked by the verifier.

The class Object is the base class of all classes and interfaces. It contains methods to use the
object as a condition variable, etc. In JX Object is implemented by the runtime system. The class
String is used for strings. Because String is used inside the runtime system, it is required that the
String class does exist in a domain and that the first field is a character array. The runtime system
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needs to throw several exceptions, such as ArrayindexOutOfBoundsException, NullpointerException,
OutOfMemoryError, StackOverflowError. It is required that these classes and their superclasses Runt-
imeException, Exception and Throwable exist in a domain. There are no structural regquirements
for these classes. Arrays are type compatible to the interfaces Cloneable and Serializable. These
interfaces al'so must exist in adomain.

Classes are represented by the portal jx.zero.VMClass. But because Object contains a method
getClass(), itisrequired that java.lang.Class exists and contains a constructor which has one param-
eter of type VMClass.

13 Maintaining security in a dynamic system

An operating system is a highly dynamic system. New users log in, services are started and
terminate, rights of users are changing, etc. To maintain security in such a system, the initial system
state must be secure and each state transition must transfer the system into a secure state.

There are two issues to be considered here: the system issue and the security policy issue.

The system issue is concerned with secure boot process (for example by booting from a
tamper-proof device like a CD-ROM), theinitial domain correctly starts the security services and at-
taches them to the created domains. Each domain is started with no rights (only the naming portals
and no trusted code) and is associated to a principal. When a domain obtains new portals or commu-
nicates using existing portals the security system isinvolved.

The policy issueis concerned with secure changes of the accessrights, additions of principals,
etc. How thisis done depends on the used security policy. Example of how to securely maintain right
changes are described in [176][69].

14 Securing servers

We use thefile system server to illustrate how our security architectureworksin areal system.
Aswe discussed in Section 5.1 we use the server interface to make access decisions. For thisto work
servers must export securable interfaces. A securable interface must use simple parameters and pro-
vide fine-grained simple operations.

Many servers have a built-in notion of permissions, for example the user/group/other permis-
sionsinaUNIX file system. We will call them native permissions. These permissions can be supple-
mented or replaced by a set of foreign permissions. These permissions could, for example, be access
control lists. Because foreign permissions are not supported by the server, there must be away to store
them. The SELinux system [121] uses afile hierarchy in the normal file system to store foreign per-
missions.
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14.1 Securing the file ser ver

There is some scepticism whether a capability-based system can be compatible to the JDK
(see the discussion of capabilitiesin [182]). We proved that thisis possible by implementing a com-
ponent that implements the java.io.* classes in terms of our capability-based filesystem interface
(Figure 10.5). Code that uses the java.io classes can run unmodified on top of our implementation of
java.io. But the advantages of a capability-based system are lost: files must be referenced by name
and problems similar to the Confused Deputy [82] are possible. An application can avoid the prob-
lems by using the (not JDK-compatible) capability-based file system interface.

Figure 10.5: Filesystem layers
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Inan MLS system in which the file system is part of the TCB, the file system must be verified
to work correctly - which may be a difficult task as file systems employ non-trivia agorithms. We
used a configuration which eliminates the need for file system verification. Our system creates differ-
ent instances of the file system for the different security levels, each file server being able to use a
disunct range of sectors of the disk. Assuring correct ML S operation can now be reduced to the prob-
lem of verifying that the disk driver works correctly; that is, it really writes the block to the correct
position on the disk. Thefile system may run outside the TCB with a security label that is equivalent
to the data it stores.
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14.2 Securing the database server

In contrast to the file system, a database system usually is not part of atraditional operating
system. It must implement and enforce its own security policy. In amicrokernel system, database se-
curity isnot that different from file system security. The database must export an interface that allows
to derive access decisions. An interface that accepts SQL statements does not have this property.

Certain policies that emphasize data integrity, such as Clark-Wilson, require that the data is
not directly exposed to users (as would be the case in a FS), but only available via trusted processes
or functions. A data base is better suited for this task than afile system.

For arelational database it seems very natural to formulate the security policy itself in the re-
lational model [144]. It must be stored in the database and the security manager must access the da-
tabase.

15 Evaluation

This section discusses how the described architecture meets the requirements stated in
Section 2.

Economy of mechanism. The microkernel is small and as simple as possible. The concept of stack
inspection is no longer needed. Even untrusted code can obtain a capability to do useful work in a
restricted way. JX relies on the type safety of the Java Bytecode language. If aflaw in the type system
isfound the whol e system is compromised. We assume that Javaistype-safe. Thereisalot of ongoing
and finished work on formally proving the type safety of Java. Using asimpler intermediate language
could make this proof easier and also reduce the size and complexity of the bytecode-to-nativecode
trandator [132].

JX security does not rely on specific features of the Java language, like access modifiers for
fields and methods, thus eliminating a possible class of attacks[151].

Fail-safe defaults. Basing access decisions on fail-safe defaultsis mainly the responsibility of the se-
curity manager (which is not part of the basic architecture). As an example, we implemented a secu-
rity manager that allows communication between dedicated principals and automatically rejects all
other communication attempts.

Complete mediation. All accessesto a portal can be checked by the reference monitor.
Open design. The design and even the implementation of JX is completely open.

Separ ation of privilege. The microkernel-based architecture supports a system design where privi-
leges are not centralized in one component but distributed through the system in separate domains.
Domains do not trust each other; therefore breaking into one domain has a strictly limited effect for
the overall system security.

Least privilege. A domain starts with the privilege to lookup portals. What portals can be obtained
by adomain is limited by the name service and also by the reference monitor that is consulted when
aportal comes into a domain or is passed to another domain. If the file system is compromised file
data can be modified and disclosed, but a database or file system that run in another domain can till
betrusted - aslong as it does not trust the compromised file system domain.
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L east common mechanism. JX alows controlled sharing between applications (domains) using
portals. Domains do not share resources that are implemented by the microkernel. All resources, like
files, sockets, and database tables, are implemented by domains and shared using portals. Domains
have separate heaps and independent garbage collection.

Psychological acceptability. Whether the user accepts a security policy depends on the formulation
and implementation of the policy and on the user interface. Thisis outside the scope of thisthesis.

Secr ecy. Portals are the main mechanism to restrict data flow. The reference monitor is able to en-
force awide range of access control policies, including MLS.

But data can also flow on covert channels, either on storage channels or on timing channels
[124], [103].

Sorage Channels. A file system potentially contains many covert storage channels, such as

file names, access permissions, and the amount of free disk space. To avoid these channels we use
different file systemsfor different security domains or security clearances. They all accessthe BlocklO
interface, which isimplemented in the TCB and uses a fixed partitioning of the block device.
This architecture is an example of polyinstantiation, which is often used to remove covert channels.
Thereisan obvious storage channel when using portal calls between domains of different clearances.
Even if only portals and no data parameters flow upward, the dynamic type of the portal parameters
can be used as a covert channel.

Timing channels. These channels are more difficult to avoid. In the example above, thetwo file
systems could use the shared block 1/0 as atiming channel by moving the disk arm and measuring
the difference in disk access time thus timing disk arm movements [141]. The bandwidth of such a
channel can be reduced by doing random disk accesses. Timing channels could be reduced further by
making it more difficult for the domain to measure real time at a high resolution.

JX is good in coping with the timing channel problem, because there already is “noise” on
most channels. The use of an intermediate instruction set makesit difficult to exploit cache effects or
to time instructions. Automatic memory allocation and garbage collection eliminate memory as co-
vert channel. There is only a minimal shared state in the microkernel. To reduce the bandwidth of
channelsthat exploit scheduling latencies, arandomized scheduling strategy can be used in the global
scheduler.

Modularity. One requirement for a security architecture is a small and modular TCB. Table 10.1
gives an estimate of the complexity of several systems by counting lines of code (kLOC = 1000 lines
of code). When comparing the numbers one should keep in mind that different programming languag-
esare used: the Trandator and Verifier of X arewritten in Java, the kernel of JX and all other systems
arewritten in C and assembler. A number of programming errorsthat are possiblein C and assembler
are not possiblein Java, such as memory management and pointer manipulation errors.Therefore we
assume that Java programs contain fewer bugs per LOC.

All systems have between 30 and 120 kLOC. The largest part of the Linux source code are
device drivers. But only few drivers are normally linked to the kernel statically or as a module. The
Linux number only containsthe absolutely necessary part of the sources. The number would be high-
er in one of the standard distributions where the kernel contains additional file systems, network pro-
tocols, or other services.
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An interesting observation is that the memory management (mm) part of the Linux kernel is
larger than our bytecode verifier, which shows that so called hardware-based protection needs as
much software as software-based protection.

Using a Java processor the tranglator can be eliminated from the TCB. This would reduce the
size of the integrity kernel to 37 kLOC.

System Parts kKLOC | totd
kLOC
SecureJava [52) Paramecium Kernel 11 33
Java Nucleus 22
Linux 2.4.2 kernel 13 119
mm 15
ipc 3
arch/i386/kernel 25
arch/i386/mm 1
fs 23
fe/ext2 5
net/ipv4 34
Linux 2.4.2 drivers 1711
Linux 1.0 & drivers 105
LOCK [162] TCB 87 87
KeyKOS[146] Kernel 25 50
Domain code 25
JX integrity kernel Microkernel 25 77
(no drivers) Trandlator 40
Verifier 12

Tab. 10.1 Operating system code sizes

Integrity. The methods of a portal can be regarded as transformation procedures. Accessto adomain
and to the data that is represented by a domain is only possible using portals. Moving the data from
one consistent state to the next and monitoring the integrity of the dataisthe responsibility of the do-
main

Separ ation of policy and enforcement. The security policy is not part of the servers. Even the en-
forcement is separated from the functional part of the servers.

Programming language. Many security flaws are due to language defiances, like buffer overflows,
that ssmply cannot happen in alanguage like Java. Wetried to keep the non-Java portion of the system
assmall aspossible. Ascan be seenin Table 10.1 the microkernel, which isthe only part of the system
that is written in an unsafe language, is rather small (25 kLOC) compared to the other parts of the
TCB.

Per for mance. We present a performance evaluation of the JX system in Chapter 12. Section 3.5 of
Chapter 12 contains measurements of the impact of the described reference monitor mechanism on
application performance.
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16 Summary

We described the security architecture of JX, which can be seen asahybrid of language-based
protection and operating system protection. It reconciles the performance and integrity of atype-safe
protection mechanism with the strong isolation and complete mediation of operating systems. JX
avoids typical Java security problems, such as native methods, execution of code of different trust-
worthiness in the same thread, and a huge trusted class library. The JX TCB consists of three rings:
the integrity kernel guarantees essential system properties, like type-safety and domain isolation; the
security kernel enforces a certain security policy; the outer ring of the TCB contains all services that
the user trusts.

JX provides anumber of security mechanisms of different invasiveness. The capability mech-
anismisinherent in the architecture and guaranteesaminimal level of security. On aper-domain basis
this mechanism can be supplemented by a monitor that controls propagation of capabilities between
domains and, if necessary, areference monitor that mediates access to these capabilities.

We described the system modifications that were necessary to support confinement. The mea-
sured performance overhead of the reference monitor indicates that this mechanism should not be
used if not needed. We believe that for most commercial systems the pure capability system, with
proper interface design (e.g., aread-only interface), supplemented by the capability propagation mon-
itor will provide sufficient security and guarantee confinement at alow cost.
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cuaprTer 11 Reated Work

This chapter compares the JX architecture to other projects that extend Java with capabilitiesthat are
important for operating systems, such asisolation of protection domains, inter-domain communica-
tion, sharing between domains, resource accounting and user-defined resource management, reus-
ability, scalability, and security. Our evaluation of the related systemsis guided by anumber of ques-
tions:

Isolation. How are protection domains implemented? How well can domains be isolated from each
other? Can domains be completely confined? Can domains be terminated independently from each
other? Can domains use different JDK implementations?

Communication. Is fast inter-domain communication possible? Does communication creates inter-
dependencies between protection domains?

Sharing. Is code and/or data sharing possible? How transparent can code be shared? How are special
cases, such as static fields or synchronized methods, treated?

Resource accountingHow exact is resource accounting and how well does the system cope with
specific problems? When accounting CPU time a specific problem is the considerations of garbage
collection time and time spent in interrupt handlers. When accounting memory specific problems are
the account for stack and thread control block usage.

User-defined resource managementls it possible to use different garbage collectors in different
domains and are the GC runs independent from each other. Does the system provide any support for
the implementation of independent garbage collection? Is it possible to use different schedulers for
different protection domains?

Reusability. How does the addition of protection domains affect reusability?

Scalability. How expensive are protection domains. Is it possible to efficiently create small as well
as large domains?

Security. How secure is the system with respect to the criteria presented in Chapter 10? What secu-
rity mechanisms are provided by the system?

The following projects either attempt to provide an operating system structure or attempt to improve
one of the aspectsin our list (the projects are listed in no particular order):

Conversant[16] by The Open Group Research Institute was one of the first attempts to enhance Java
with separate protection domains and resource accounting. Whenever anew name space s created by
using anew classloader anew heap is created and used by the code that isloaded by the class |oader.
System classes are loaded by the internal class |oader and shared between protection domains. Inter-
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heapreferencesanbe createdvy passingeferenceshroughstaticvariablesof sharedsystenclass-
es. A runtime check (write barrier) is used to detect attempts to creatbeafereferences.

KaffeOS [10] by the University of Utahis an extensionof the Kaffe JVM to supporta processab-
straction.Thedesignis similarto CorversantHeapsareseparatedndawrite barrieris usedto detect
attemptgo createnter-heapreferencesThereis noIPC primitive, but sharecheapsareusedfor com-
munication.The systemprovides a processabstractiorthatis similar to UNIX, with kernel-mode
code and usemode code.

JRes[45] by theCornellUniversityis apureJavasystenthatusesytecodeaewriting in clasdoaders
to supportresourceaccountingBeforeeachobjectallocationinstructionandin eachfinalizera call
to the resource management system is inserted.

J-Kernel [87], [86] by the CornellUniversity wasdevelopedby the sameresearctieamthatdevel-

opedJReslt supportsataskstructureandcapability-like inter-taskreference®n top of anunmodi-
fied JVM. The J-Kernelis layeredon top of RMI andextendsRMI by a capabilitymechanismCa-

pabilitiesarerealizedby generatingoroxy classeson-the-fly” andusinga referenceo aninstance
of such a proxy class instead of the original reference.

Luna [85], [86] by the CornellUniversityis a follow-on projectto the J-Kernel.It extendsthe Java
typesystemandintroducesanew typefor remotepointers Remotepointersarereferenceso objects
of adifferenttask.Remotepointersallow fine-grainedsharingbetweernasksandthey canberevoked
either explicitly or when the taget task terminates.

Secure Java [52] by the Vrije UniversiteitAmsterdamandIBM T. J. WatsonResearctCenteris a
JVM that runs on top of thealPamecium [53] &rnel.

Aurora[148],[139] by Oracleis thecentralcomponenof JSerer, the Javaruntimeervironmentthat
is embeddedn Oracles databaseThe maingoalof the AuroraJVM is scalability i.e. the supportof
mary concurrent database sessions.

MVM [44] by SunMicrosystemds an extensionof the HotSpotJVM that allows to run multiple
JVMs in a single process. When possible, data is shared between the JVMs.

Scalable JVM OS/390 [51] by IBM is aportof aJVM to the OS/390operatingsystem As this port

aimedatusingaJVM to runsenerprogramsit focusedonreliability, availability, security andscal-

ability. Theseconcernsvereaddressedly usingfacilitiesof theunderlyingOS/390systemreliabil-

ity andavailability by usingperformancamonitoring, securityby usingthe principal-basedccess
control of OS/390,and scalability by usingOS/390processesand sharedmemoryto storethe re-

solved system classes.

JavaSeal [27] by theUniversityof Genevaandits follow-onprojectJ-SEAL2[22], by the Technische
Universitat Wen is a pure da& implementation of resource accounting and management.

JavaOS [154] by SunMicrosystemss a completeJava operatingsystem.Similar to the Pilot OS
[147] (seeSection2.50f Chapter) JavraOSis a single-usesystemAs JavaOSis theonly real Java-
based operating system besides JX, iery velated to the ark described in this dissertation.

All systemdesideslaszaOSareno real operatingsystemsut extensionsof Java runtimeen-
vironmentswith functionality thatusuallyis associatedavith operatingsystemssuchastasktermi-
nation and resource control.
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1 Architectural aspects

1.1 Isolation

Systems that provide protection domains on top of an unmodified JVM use the name spaces that are
created by class loaders. Inside a VM aclass is uniquely identified by its class name and the class
loader that loaded the class. A class contains references to other classes in its constant pool. When
these class names are resolved by the VM internal linker the class loader that |loaded the classisre-
guested to load the new class. Using a new class loader to load a class creates a new, separate name
space because the new class can not use previously loaded classes. An exception are system classes
that are loaded by a VM internal class |oader and that are accessible in all name spaces.

An unmodified VM uses a shared heap for all protection domains (name spaces). This leads to an
optimal memory utilization but allowsfor denial-of-service attacks. To make these attacksimpossible
systems either keep the shared heap model and account object allocations (JRes) or use separate
heaps. Fragmentation can be reduced by using heap fragments (as illustrated by the third domain in
Figure 11.1). A shared heap model usually is combined with a shared thread model. The thread con-
tains frames of different protection domains (see Figure 11.2).

Figure 11.1: Shared heap vs. separate heaps

The different patterns represent objects of different protection domains. In a shared heap model ob-
jects of different domains are mixed which unnecessarily complicates resource accounting and rec-
lamation.
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Heap. Itisrelatively easy to share data between protection domainsin aJavasystem. A multi-tasking
system must prevent DoS attacks that ssimply fill the heap or lead to afragmentation of the heap. Sys-
temsthat use a single heap and that do not account allocations are subject to simple heap exhaustion
attacks. These systems include JavaOS, JKernel, Aurora.

Conversant and KaffeOS use separate heaps and write barriers to detect attempts to create inter-heap
references. This check slows down the putstatic, putfield, and aastore bytecode to about 50% of the
original speed in the Conversant system.

KaffeOS uses a separate heap per process and shared heaps for interprocess communication. Instanc-
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Figure 11.2:Stacks with mixed frames

A shared heap model is usually combined with a shared thread model. A single thread executes code
that belongs to different protection domains and thus the thread contains frames that belong to differ-
ent domains. These frames contain references to objects of their domain. Although an inter-domain
invocation has nearly zero overhead, the shared stack makes clean and safe termination nearly im-
possible.
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shared kernel locks (example isthe Thread class). They must also be modified to multiplex state be-
tween processes (example is the static System.out variable that represents the standard output stream
and should be process local). KaffeOS allows sharing between processes and allows access to the
fields of shared objects. We think that this kind of sharing is fundamentally flawed because it can be
used to violates the contract of the abstract datatype (ADT). To circumvent that a malicious process
violatethe ADT contract by directly modifying the state of the object KaffeOS programswill end up
encapsulating this state and allowing access only through methods, which will be equivalent to the
JX sharing model.

The J-Kernel [86] uses the Java classl oading mechanisms to add atask structure (termination,
revocation, resource accounting) to an unmodified JVM.

JSEAL uses the Java Resource Accounting Facility (JRAF) [3] that is implemented in pure
Java. Therefore, it can be used with standard JVMs. JRAF isbased on bytecode rewriting techniques.
Memory allocation instructions are redirected to a controller object that denies object alocation if a
limit is exceeded.

The Aurora JVM uses different heaps for different object lifetimes. But different sessions are
not isolated; neither in their memory consumption nor in their CPU consumption. As a deadlock
therefore may affect all users of the database the system integrates a deadlock detection mechanism.
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Code and static fieldslt should be possible to share code between protection domains. In order to
preserve the illusion of independent virtual machines static variables should not be shared. KaffeOS
loads classes multiple times. This wastes memory and requires recompilation by the J'T compiler,
which increases application startup latency and wastes additional memory. The MWM supports code
sharing with domain-specific static fields.

1.2 Communication

There is no fast communication mechanisms for applications inside one MVM. Communica
tion between processes in KaffeOS is done using a shared heap. Our goal was to avoid sharing be-
tween domains as much as possible and we, therefore, use RPC for inter-domain communication
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1.3 Sharing

Allow field access to shared object may break the object abstraction.Allowing access via pub-
lic method requires synchronization. Allowing synchronization allows DoS attacks by acquiring but
never releasing the lock. Therefore al locks must be private asin the KaffeOS system classes.

In KaffeOS objects can be shared between protection domains. References to objects of do-
main A can be on the stack of athread of domain B. It istherefore necessary to include the stacks of
all domains in the garbage collector’s root set of a domain. Although KaffeOS contains some clever
mechanisms that allow the GC to run concurrently with threads of foreign domains, all threads of the
system must be scanned. Thisis extremely unscalable and will render KaffeOS unusable when many
domains, i.e. many threads, are used. To make use of the shared heap the interface of standard classes,
such as java.util.Hashtable, must be changed.

Synchronization. Systemsthat share data between protection domains must provide a mechanism to
synchronize access to this data. This mechanism must be carefully designed to prevent denial-of-ser-
vice attacks. When using asimple mutual exclusion lock as synchronization primitive amalicious do-
main could hold the lock forever thereby blocking the progress of other domains. Thisis a problem
in systems that share classes and static fields. The static method java.lang.Math.random(), for exam-
ple, issynchronized, i.e. it uses a static lock. In KaffeOS the kernel code must not use a publicly ac-
cessible object (including class objects) for synchronization. Otherwise user code can block the ker-
nel forever. The proposed technique is to create an object that is only accessible within the trusted
kernel class.

1.4 Resource accounting

The pure Java systems (JRes, J-Kernel, JavaSeal) are not able to account for stack and thread control
block memory and for GC time. There are no means for resource control for applications inside one
MVM.

1.5 User-defined resour ce management

Thereisno provision for user-defined resource management in any of the systemswith the exception
of JX.

1.6 Scalability

To achieve scalability the Aurora VM reduces the minimum incremental per-user session footprint,
shares read-only data, such as Java bytecodes, and uses different garbage collection agorithms, de-
pending on the type of memory.

A regular VM hasaminimal footprint of about 2 to 3 MB data. Running 10,000 JV M stherefore con-
sumes between 20 and 30 GB memory for data. The Aurora VM reduces this amount to a minimum
of 40-60KB per session and 200 KB for medium sized program, such as an ORB [139]. This means
that 10,000 sessions fit into 2GB of memory and there is no need to use slow secondary storage.
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There arethree different memory typeswith different lifetime durations: call, session, and glo-
bal. Call memory persists during a (possibly recursive) call into the database, session memory exists
for the duration of the session connected to the database, and global persists aslong as the database
instance is running.Different garbage collectors are used for the different memory areas. The short-
living call areais collected by using generational scavenging, session memory is collected by using
acopying collector that compacts memory. The call duration memory contains the C stacks, the Java
stacks, the newspace and the oldspace [148]. To avoid timeslicing overhead threads are scheduled
non-preemptively.

While JX domains are a more general concept they provide the same advantages. Depending
on the purpose of the domain a specific garbage collection implementation can be selected. Read-only
state, such as compiled code, is shared between domains, which leads to alow per-domain memory
footprint and good scalability.

The MVM and IBM’s VM port to OS/390 aso alow sharing of class data to improve scal-
ability.

1.7 Security

Secure Java[52] aimed at reducing the TCB of aJava VM to its minimum. The bytecode ver-
ifier and just-in-time compiler are outside the TCB. The J'T can be inside the TCB to enable certain
optimizations. The garbage collector isinsidethe TCB, but becausethe JI T and verifier are not trusted
the integrity of the heap can not be guaranteed. We think that this is the main problem, because not
relying on the integrity of the heap complicates the GC implementation and complex implementa-
tions should be avoided in asecure system. Heap integrity isimportant when reasoning about security
of higher level applications. Systems that are layered on top of aJVM and/or require alarge part of
the JDK library (all systems besides SecureJava and JX) have the problem of avery large TCB.

Containment of information is not aproblem many system seemsto care about. Especially the
systems that support shared heaps (Conversant, KaffeOS) may leak information through shared ob-
jects.

1.8 Reusability

One of the objectives of the JX project was an enhanced reusability of operating system components.
To enable the reuse of components between different configurations, either operating within the same
domain or across a domain boundary, inter-domain communication must be transparent for the func-
tiona part of the component. Systems that require an explicit action to create an inter-domain com-
munication channel make reuse impossible. On the other hand, a domain or component must be able
to control the communication activity. A conceptual model for this kind of separation is ameta-level
structure, also called reflection. The JX portal interception architecture was influenced by the ideas
of the metaXa system [73], which was the first VM supporting behavioral or computational reflec-
tion [123].

The management of capabilitiesin the JKernel isdone explicitly. The capability system isnot
orthogonal to application code which makes reuse in a different context (using a different security
policy) difficult. A capability is created by calling Capability.create() and passing a Remote object as
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parameter. The Capability.create() method dynamically creates astub classthat implementsthe Remote
interface. The created methods perform arevocation check, switch stack segments, and copy param-
eters. The returned capability object is an instance of the dynamically created class.

2 Summary

By evaluating related systems according to architectural aspects that are required to build a
general -purpose time-sharing operating system this chapter demonstrated that none of therelated sys-
tems can be used to build such a system.

The projects can be classified according to their changes to the Java runtime environment.
There are projects that extend or modify the Java compiler instrument classfiles, projects that modify
the runtime system, and projects that modify the operating system. Depending on the amount of mod-
ification different levels of isolation, resource management flexibility, and resource control can be
achieved. Only a solution that integrates the operating system and the runtime system can achieve full
isolation, maximal flexibility, and exact resource control. JavaOS, as the only operating system be-
sides JX, isthe only system that is ableto completely control the resource consumption But asit miss-
es a protection domain concept it can not be classified as a multi-user or timesharing system.
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chapTER 12 Evaluation

This chapter evaluates whether the JX architectureis suitable as the foundation of general pur-
pose or dedicated operating systems. The first part of this chapter describes several typical operating
system services, such as afile system, aweb server, anetwork file system, awindow manager, and a
database system. The second part of the chapter compares the performance of JX with a traditional
UNIX system (Linux). We do not use synthetic benchmarks, such asJVM98[198], but real operating
system components: a Linux-ext2-compatible file system, a network file server speaking the NFS
protocol, relational database system, and aweb server. The final two sections analyze the file system
performance and the NFS performance in more detail.

1 Functional Evaluation

We present four examplesto demonstrate the suitability of the JX architecturefor the construc-
tion of general-purpose and dedicated operating systems. The examples are a file system, an NFS
server, awindow manager and a database management system.

1.1 Filesystem

The file system consists of four service components with their respective interface compo-
nents: the device driver, the block buffer cache, the ext2 file system, and the file system user interface
(see Figure 12.1).

An application interacts with the file system by using the FSA pplicationlnterface component,
either directly or viathe JDK_FS library component. When an application opens afile, afile object
isreturned. The file object provides methods to access and modify thefile.

Thefile system interface isacapability oriented abstraction layer for the file system. It access-
esthe inode based information of the file system component. The file system component contains the
actual implementation of a specific file system. We currently use an Ext2 compatible system that was
ported from Linux [186]. The file system component uses the block buffer to get the raw datafrom a
storage device. The block buffer reads and writes sectors from the device driver. More precisely it
uses a reference to an object implementing the BlocklO interface. The BlocklO component that is
accessed by the block buffer component need not necessarily be a device driver for alocal disk. It
may also transfer blocks over the network, or store the blocks in main memory.
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Usually, the file system is used by more than one application. Therefore a reasonable system
configuration is to use afile system domain that provides the file system as a service and is accessed
by other domains.

If the disk is shared between different file systems or applications that require access to raw
blocks the File System Domain can be split into two domains. one domain provides disk access and
contains the device driver: the other domain contains the file system implementation.

Files are represented by the portal interface FSObject and its sub-interfaces RegularFile, Rea-
dOnlyRegularFile and Directory. Depending on the file system other interfaces may be used, such as
Symlink. When opening afile, the application can specify, that read-only access is sufficient. Then a
ReadOnlyRegularFile object, that l1acks the methods to modify the file, is passed to the application.
When the application wants to write data to afile, it can get a RegularFile object that contains modi-
fication operations. There is no way to change the type of a portal from ReadOnlyRegularFile to Reg-
ularFile, because dynamic type checks are performed by using the type of the portal object and not the
type of the service object. Even if the service object implements both types the type of the portal can
not be changed to the other type.

Opening anew file creates anew servicein the file system domain. To make this practical ser-
vice creation must be alow overhead operation and consume few resources. Chapter 5 described how
shared thread pools reduce the resource requirements of a service. The file services share a thread
pool that usually contains only one thread. It contains more than one thread if the service thread
blocks and a new service thread is started (see Chapter 5, Section 6).

The number of filesislimited by the number of servicesthat can be created by adomain. Cur-
rently there is a static limit on the number of services because of the service table. Using a different
datastructureto map service ID to service control block would removethislimit. The number of open
fileswould then only be limited by the available heap memory in the file server domain.

1.2 Network File System

The Network File System (NFS) protocol uses SUN RPC for communication. JX contains an
RPC layer and a stub code generator that creates RPC stub and skeleton class from Java interfaces.
The complete network stack, from the device driver up to the NFS server is deployed in the form of
type-safe JX components. The NFS server uses the file system that was described in Section 1.1. The
file system components, the network protocol processing components, the NFS server components,
and the device driver components can either be collocated in the same domain or run in different do-
mains.

1.3 Window manager

The JX window manager [138] uses the frame buffer component to access a frame buffer device and
provides windows as services. Each window has an event queue that is maintained by the window
manager.

When adomain is terminated all windows should be closed and the window manager releases all re-
sources associated with these windows. The automatic service lifecycle management mechanism,
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Figure 12.1: Components structure and simplified object graph of the file system

The left half of this figure shows the component structure of the file system and an application that
uses the file system. Theright half of the figure shows a simplified object graph of the two domains.
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which was explained in Chapter 5, is used. Portals to a window can be passed to other domains.
Therefore the window remains open although it is not completely functional .

1.4 Database Management System

The JX database [47] usesthe following abstractions. Database, Table, Index, and Key. These
abstractions are represented as portals. The database implementation is hidden behind these portals.
The implementation uses fairly standard database techniques, including B-Trees. The details of the
implementation are described in [47].

1.5 Webserver

Asour JDK classlibrary misses functionality that is required to run an off-the-shelf Java web server,
such as tomcat [197], we wrote a simple Java web server. The JX web server accepts a connection,
creates aeither anew domain or anew thread and passes the portal that representsthe TCP connection
and aportal to the file system to the new domain/thread.

Theweb server creates anew domain “Web worker” for each new HTTP connection. It passes
a java.net.Socket object and a jx.fs.FS portal object to the new domain. The java.net.Socket iS imple-
mented by using a jx.net. TCPSocket portal which is passed to the new domain as part of the Socket
object graph. The“Web worker” domain parsesthe HT TP stream and eventually accessesthefile sys-
tem to read the requested html file. Thefile is represented by a jx.fs.Filelnode portal.

2 Performance evaluation

In this section we eval uate the performance of the JX system using selected components: the file sys-
tem, the NFS server, and the database management system.

2.1 Filesystem

To evaluate the performance of the JX file system we used the 10Zone benchmark [200]. As
JX is apure Java system, we can not use the original 10Zone program, which is written in C. Thus
we ported 10Zone to Java. The JX results were obtained using our Java version and the Linux results
were obtained using the original 10Zone.

Figure 12.2 shows the results of running the 10Zone reread benchmark on Linux.

Our Java port of the IOZone contains the write, rewrite, read, and reread parts of the original
benchmark. In the following discussion we only use the reread part of the benchmark. The read
benchmark measures the time to read a file by reading fixed-length records. The reread benchmark
measures the time for asecond read pass. When thefileis smaller than the buffer cache all datacomes
from the cache. Once a disk access is involved, disk and PCI bus data transfer times dominate the
result and no conclusions about the performance of JX can be drawn. To avoid these effects we only
use the reread benchmark with a maximum file size of 512 KBytes, which means that the file com-
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Figure 12.2: I0OZONE: JX vs. Linux

Thisfigure shows the results of running the |0Zone benchmark on Linux and on different JX config-
urations. Figures (a) and (b) display absolute throughput, while figures (c) and (d) compare the JX

throughput with the Linux throughput of figure (a).
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pletely fitsinto the buffer cache. The JX numbers are the mean of 50 runs of |O0Zone. The standard
deviation was less than 3%. For time measurements on JX we used the Pentium timestamp counter
which has aresolution of 2 nson our system.

Figure 12.2 shows the results of running the 10Zone benchmark on Linux (a) and JX (b).
Figure 12.2 (c) compares JX performance to the Linux performance. Most combinations of file size
and record size give a performance between 20% and 50% of the Linux performance. Linux is espe-
cially good at reading a file using a small record size. The performance of this JX configuration is
rather insensitive to the record size. Figure 12.2 (d) compares an optimized JX system to Linux. We
will explain the optimization optionsin detail in Section 3.

2.2 Network File System

To assess NFS performance we use ahome brewed rate benchmark. The rate benchmark sends
getattr requests to the NFS server as fast as possible and measures the achievable request rate.

Another benchmark is the rate benchmark, which measures the achievable NFS request rate
by sending getattr requests to the NFS server. Figure 12.3 shows the domain structure of the NFS
server: al components are placed in one domain, which isatypical configuration for a dedicated NFS
server. Figure 12.3 shows the results of running the rate benchmark with a Linux NFS server (both
kernel and user-level NFS) and with aJX NFS server. There are dropsin the JX request rate that occur
very periodically. These drops are caused by garbage collector runs. The GC is not interrupted, be-
cause it disablesinterrupts as a safety precaution in the current implementation. The pauses could be
avoided by using an incremental GC [12], which allows the GC thread to run concurrently with
threads that modify the heap.

Figure 12.3: NFS server configuration and request rate
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2.3 Database Management System

We compare the performance of a database running on top of JX with the performance of a
database running on top of Linux. The JX database wasimplemented as part of asemester thesis[47].
AsLinux DB we use the freely available MySQL system. The MySQL distribution contains bench-
marks that we adapted for the JX database. When comparing the results one must consider the fol-
lowing functional differences between MySQL and the JX database:

» The JX database does not contain an SQL parser. SQL statements are translated manually to
an operator tree. MySQL performs this translation automatically which costs time especially
when using complex SQL statements. We therefore use only benchmarks with few operators
that cause many database operations.

« A MySQL client communicates with the database server by using TCP* while the JX client
uses portals to communicate with the server. We therefore selected benchmarks that do not
transfer large amounts of data.

The following benchmarks are used. All benchmarks fit completely in main memory:

Insert. Insert 10000 rows in atable. Each row consists 4 integer columns. Create three indexes. No
guery optimization is necessary because there is only one operator. Data must be transferred to the
server.

Select. Select operations are performed on the created table. Compared to the amount of computation
necessary to find the data only asimple query must be optimized by the MySQL query optimizer. No
dataistransferred to the client.

Update. Update one column in each row. A ssimple query optimization and data transfer is necessary.

Figure 11.18 shows the results of running the benchmark. While there is no large difference
between the insert and select results, the update results differ significantly. Each update triggers the
regeneration of the index structures. When turning off index regeneration the update benchmark re-
quires only 0.05 seconds. An obvious optimization would be to generate indexes lazily, i.e., only
when they are needed.

2.4 \Web server

To see how well the JX web server performs we wrote an equivalent web server in C and mea-
sured its performance on Linux (Table 12.1). The Linux web server accepts a connection, and either
forks aprocessthat parses the http request, reads the requested file and sends areply, or processesthe
reguest without forking anew process. The Linux and JX/thread numbers are not much different. Cre-

1. Although client and server run on the same host using TCP sockets for communication creates protocol overhead.
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Figure 12.4: Database benchmark results
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ating a new domain to processes each request is considerably more expensive, but allows to execute
arbitrary untrusted code to process the request.

Tab.12.1 Web server request rate

Benchmark http request rate
(reg/sec)
(mean of four runs
each sending 1000

requests)
JX web server using threads 459
JX web server using domains 142
Linux web server using fork 381
Linux webserver without fork 445

3 Detailed perf ormance anal ysis of the fi le system

JX provides awide range of flexible configuration options. Depending on the intended use of
the system several features can be disabled to enhance performance. Figure 12.5 shows the results of
running the IOZONE benchmark on JX with various configuration options. These results are dis-
cussed in further detail below. The legend for the figures indicates the specific configuration options
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used in each case. The default configuration used in Figure 3 was MNNSCR, which means that the
configuration options used were multi-domain, no inlining, no inlined memory access, safety checks
enabled, memory revocation check by disabling interrupts, and a Java round-robin scheduler. The
maodifications described in this section are pure configurations. Not asingle line of code is modified.

3.1 Domain structure

How the system is structured into domains determines communication overheads and thus af -
fects performance. For maximal performance, components should be placed in the same domain. This
removes portal communication and parameter passing overhead, and allows further optimizations,
such asinlining. Figure 12.5 (a) shows the improvement of placing al components into a single do-
main. The performance improvement is especialy visible when using small record sizes, because
then many invocations between the |OZone component and the fil e system component take place. The
larger improvement in the 4K B file size/ 4KB record size can be explained by the fact that the over-
head of aportal call isrelatively constant and the 4K B caseisvery fast, becauseit completely operates
in the L1 cache. So the portal call time makes up a considerable part of the total time. The contrary
is true for large file sizes. the absolute throughput is lower due to processor cache misses and the
saved time of the portal call isonly asmall fraction of the complete time. Within onefile size the ef-
fect also becomes smaller with increasing record sizes. This can be explained by the decreasing num-
ber of performed portal calls.

3.2 Translator configuration

The tranglator performs several optimizations. This section investigates the performance im-
pact of each of these optimizations. The optimizations areinlining, inlining of fast portals, and elim-
ination of safety checks.

3.2.1 Inlining

One of the most important optimizations in an object-oriented system isinlining. We currently inline
only non-virtual methods (final, static, or private). We plan to inline also virtual methods that are not
overridden, but this would require a recompilation when, at a later time, a class that overrides the
method is loaded into the domain. Figure 12.5 (b) shows the effect of inlining.

3.2.2 Inlining of fast por tals

A fast portal interface that is known to the trandator can also be inlined. To be able to inline
these methods that are written in C or assembler the translator must know their semantics. Since we
did not want to wire these semantics too deep into the tranglator, we devel oped a plugin architecture.
A trangdlator plugin isresponsible for translating the invocations of the methods of a specific fast por-
tal interface. It can either generate special code or fall back to theinvocation of the DomainZero meth-
od. We did expect a considerable performance improvement but as can be seen in Figure 12.5 (c) the
differenceis very small. We assume, that these are instruction cache effects: when a memory access
isinlined the code is larger than the code that is generated for a function call. This is due to range
checks and revocation checks that must be emitted in front of each memory access.
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Figure 12.5:10ZONE performance
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Figure 12.6: I0OZONE performance: Stack size check V2 vs. V1
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3.2.3 Safety checks

Safety checks, such as stack size check and bounds checks for arrays and memory objects can be
omitted on a per-domain basis. Trandating a domain without checks is equivalent to the traditional
OS approach of hoping that the kernel contains no bugs. The system isnow as unsafe as akernel that
iswritten in C. Figure 12.5 (d) shows that switching off safety checks can give a performance im-
provement of about 10 percent.

3.3 Memory revocation

Portals and memory objects are the only objectsthat can be shared between domains. They are
capabilities and an important functionality of capabilities is revocation. Portal revocation is imple-
mented by checking aflag before the portal method isinvoked. Thisisan inexpensive operation com-
pared to the whole portal invocation. Revocation of memory objects is more critical because the op-
erations of memory objects - reading and writing the memory - are very fast and frequently used op-
erations. The situation is even more involved, because the check of the revocation flag and the
memory access have to be performed as an atomic operation. JX can be configured to use different
implementations of this revocation check:

» NoCheck: No check at all, which means revocation is not supported.

* CLI: Savestheinterrupt-enable flag and disables interrupts before the memory access and re-
stores the interrupt-enabl e flag afterwards.

» SPIN: In addition to disabling interrupts a spinlock is used to make the operation atomic on a
multiprocessor.

* ATOMIC: The JX kernel contains amechanism to avoid locking at all on auniprocessor. The
atomic code is placed in a dedicated memory area. When the low-level part of the interrupt
system detects that an interrupt occurred inside this range the interrupted thread is advanced
to the end of the atomic procedure. This technique is fast in the common case but incurs the
overhead of an additional range check of the instruction pointer in the interrupt handler. It in-
creasesinterrupt latency when the interrupt occurred inside the atomic procedure, because the
procedure must first be finished. But the most severe downside of thistechniqueis, that it in-
hibits inlining of memory accesses. Similar techniques are described in [19], [134], [129],
[159].

Figure 12.5 (g) shows the change in performance when no revocation checks are performed.
This configuration is dlightly slower than a configuration that used the CL1 method for revocation
check. We can only explain this by code cache effects.
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Using spinlocks adds an additional overhead (Figure 12.5 (h)). Despite some improvements
in aformer version of JX using atomic code could not improve the |0Zone performance of the mea-
sured system (Figure 12.5 (i)).

3.4 Cost of the open sc heduling frame work

Scheduling in JX can be accomplished with user-defined schedulers. The communication be-
tween the global scheduler and the domain schedulersis based on interfaces. Each domain scheduler
must implement a certain interface if it wants to be informed about special events. If ascheduler does
not need all the provided information, it does not implement the corresponding interface. Thisreduc-
es the number of events that must be delivered during a portal call from the microkernel to the Java
scheduler.

In the configurations presented up to now we used a ssimple round-robin scheduler (RR) in
each domain. The domain scheduler is informed about every event, regardless whether being inter-
ested in it or not. Figure 12.5 (f) shows the benefit of using a scheduler which implements only the
interfaces needed for the round-robin strategy (RR invisible portals) and is not informed when a
thread switch occurred due to a portal call.

Asaready mentioned, there is a scheduler built into the microkernel. This scheduler isimple-
mented in C and can not be exchanged at run time. Therefore this type of scheduling is mainly used
during development or performance analysis. The advantage of this scheduler isthat thereareno calls
to the Java level necessary. Figure 12.5 (€) shows that there is no relevant performance differencein
| OZone performance between the core scheduler and the Java scheduler with invisible portals.

3.5 Security

Depending on the configuration, using a reference monitor causes an additional overhead.
Figure 12.7 shows the overhead relative to the multidomain configuration that is created by using a
monitor that intercepts and allows all invocations.

We implemented areference monitor which imitates the discretionary access policy of UNIX.
Each domain is owned by a principal. The credentials of a principal consist of user ID and alist of
group IDs. Each read and write access to the file portal is validated against the user credentials. Dur-
ing this check the security manager asks the file server for the file permissions. As can be seen in
Figure 12.8 this configuration is expensive. Using a pure capability architecture is much faster, be-
cause only portal creation must be checked but not portal access. This creates, however, the problem
of cached access decisions. When the security policy or the security attributes of an object are
changed, the portal (capability) still allows access.

3.6 Summary: Fastest saf e configuration

After we explained all the optimizations we can now again compare the performance of JX
with the Linux performance. The most important optimizations are the use of asingle domain, inlin-
ing, and the use of the core scheduler or the Java scheduler with invisible portals. We configured the
JX system to make revocation checks using CLI, use a single domain, use the kernel scheduler, en-
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Figure 12.7: multidomain with null monitor

This diagram shows the overhead of using anull reference monitor as described in Chapter 10..
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Figure 12.8: multidomain with access check at every read/write

This diagram shows the overhead of using areference monitor that performs security checks.
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abled inlining, and disabled inlining of memory methods. With this configuration we achieved a per-
formance between about 40% and 100% of Linux performance (Figure 12.2). By disabling safety
checks we were even able to achieve between 50% and 120% of Linux performance.

4  Detailed performance analysis of the NFS server

We now present a detailed analysis of the behavior and performance of the NFS server. We use visu-
aizations that we developed to understand the behavior of JX components without inspecting their
source code. We will explain how we obtained the data for the visualizations, describe how and in-
terpret them

4.1 Method timing

To write faster code, it is necessary for the programmer to identify the most time-consuming parts of
aprogram. These hot spots of execution often indicate poor code or bottlenecks. The hot spots are the
parts of the code that benefit most from optimizations. We instrumented the bytecode-to-nativecode
tranglator to insert code that measures the execution times of methods.

Hardwar e supported measuring. Method timing uses the time stamp counter register (TSC) of the
Pentium processor family. The TSC contains the elapsed clock ticks since system boot. To measure
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the time consumed by a method, we save the TSC in the prolog of the method and subtract the TSC
in the epilog of the method. The result is accumulated for each pair of (caller, calee) method. The
sum is saved together with the number of invocations and the caller and callee addressin a data struc-
ture per thread. Collecting the data separately per thread avoids locking overhead and allows to ana-
lyze the behavior of a dedicated thread.

Analyzing the results. To get a better overview of the executions paths we produce diagrams that
show the execution times.

A call graph display (Figure 12.9) is produced by using the dot program [193]. After having produced
several call graphswe concluded that this visualization is not well-suited to give agood picture of the
consumed time. Thiswas the reason to devel op another visualization (Figure 12.10) that shows abox
for each method, where the size of the box is proportional to the time consumed by this method.

Figure 12.9: Call graph
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4.2 Event tracing

User-gener ated events. JX allows Javacomponentsto |og component-specific events. The Javacode
can register an event name at the microkernel and gets an event number. This number is used for sub-
sequent logging. Time and event number are stored in main memory. The overhead of logging an
event is45 CPU clock cycles.

Figure 12.11 showsthe event trace that is produced when the system boots and acts asan NFS
server. The system first sends a bootp request and receives areply packet (at about 48.75 sec.). Then
the client mounts the NFS file system, and starts to read the same file in an endless loop. This creates
RPC and NFStraffic starting at about 53.6 sec. 0.2 sec. later there starts adense block of events. These
arethe getattr requeststhat are sent by the client during the execution of the benchmark program. The
block of eventsis interrupted three times by the garbage collector, that in the current version of JX
disables all interrupts. Thiswill be changed when the protocol between GC and intra-domain sched-
uler isfinished.

To improve the NFS request rate, we have to ook at the eventsin more detail, so we zoom into
the 3.4 millisecond interval starting at about 53.791 sec. There is an obvious pattern of consecutive
events (dotted line) that starts and ends with a 3C905interrupt event. A complete cycle needs about
905 psec.

Method enter/exit events. For debugging purposesit is often interesting to know which methods are
executed in which order. Our tranglator can be configured to insert aprologuethat logs TSC and meth-
od pointer. The same event-recording facilities as with user-generated events are used. Therefore the
diagram looks similar.

Scheduling events. To visualize the scheduling behavior of the system we use athread activity dia-
gram. Thekernel isinstrumented to collect events during thread switching. The TSC and target thread
ID arelogged. Figure 12.12 shows the thread activity during boot and the NFS test. The y-axis shows
either the thread name or the thread 1D for unnamed threads. Some background information is nec-
essary to understand thisdiagram. “Idle”’ isthe thread that runs when no other thread is runnable. The
“Main-Test” thread is the thread that starts the NFS server. “IRQThread8” is the first-level interrupt
handler for the RTC interrupt. It runs periodically and fires timers by unblocking other threads. As
“IRQThread8” isafirst-level handler it runswith interrupts disabled and must completein a bounded
time. Time-consuming tasks are del egated to the“ TimerManager” thread. At about 53.79 sec. the sys-
tem starts to receive getattr NFS requests and the thread switches start to occur more frequently.
“IRQThread9” isthefirst level interrupt handler for the NIC (network interface card) interrupt. It ac-
knowledges the received packet with the NIC, placesit in a queue, and unblocks the “ Etherpacket-
Queue’ thread that processes that queue.

4.3 Memory

Java's automatic memory management is very convenient for the programmer. But during perfor-
mance debugging or in order to find memory leaks the programmer wants to know exactly when and
where objects are allocated and destroyed.

Object creation: time and code position. Figure 12.13 shows at which timesand inwhich libraries,
classes, and methods objectsare allocated. It ispossibleto identify several time periodswith very spe-
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cific allocation behavior, which are in most cases separated by periods with no allocations. At the be-
ginning thereisalarge number of allocationswithin ashort period of time but at many different code
positions. This pattern is caused by the static initializers, which run when acomponent isloaded. Un-
til about 44.0 sec. the system components are initialized with object allocations mostly in the JDK
library and in the ethernet device driver (net_3c905.jll). The next starts at about 45.3 sec. with many
alocations in the components that have a name starting with net. These components implement the
network protocols |P, UDP, BOOTP, and ARP. At about 48.7 sec. there are alocations in the network
stack and JDK which are caused the execution of the BOOTP protocol (see the corresponding time
in the event diagram of Figure 12.11). Thisis the point where the system learns its |P address. This
network activity is followed by an activity in the file system components. An inspection of the test
program’s source code reveals that the initialization code waits for the initialization of the network
protocols to complete before initiaizing the file system components and formatting the file system.
The next period of heavy allocationsin nearly all components starts at about 53.6 sec. As can be seen
in the event diagram of Figure 12.11 the system starts to receive mount and getattr requests at this
time.

Object creation and destruction. Figure 12.14 shows the lifetime of objects. The y-axis shows the
instruction pointer, representing the position of the object allocation (equally distributed). The color
relates to the object type (class). At one allocation point always the same type of object is created. At
about 45.65 sec., 49.08 sec. and 53.86 sec. we can recoghize a garbage collector run destroying many
objects.

Object aging. We devel oped severa visualizations to capture whether objects are long- or short-liv-
ing and what kind of objects are more likely to have along or short lifetime. Figure 12.15 shows the
age of objects and where they are allocated. The time is measured in allocated memory, that means
an object grows older when memory is alocated. The number of instances of a class with a certain
ageisencoded in the size of the dot. Thered lineisthe average number of instances with the specific

age.

Cache behavior. Figure 12.12displays the values of the Pentium |11 performance counters and the
thread activity diagram of Figure 12.12 in the background. During this test the performance counters
are configured to measure the number of lines evicted from the L2 cache (which should be equal to
the number of lines loaded into L2 and therefore the number of L2 misses) and the number of L2 re-
guests (which is equivalent to the number of L1 misses). Together with the thread activity diagram
the performance counter diagram tellsusthat thereislot of cache activity (many accesses and misses)
during the boot phase. Then the code has only few L1 misses. Most requests seem to be satisfied by
L1. Thereisafour secondsinterval (between about 49.5s and 53.5s) and where the line is absolutely
horizontal. During this period the system isidle after the initialization of the NIC. The there are two
kinds of activity with different characteristics: the NFS server processing the getattr request and the
garbage collector. During GC there are more L2 misses than during request processing. Thisisare-
sult of the copying GC agorithm that traverses all live objects and copies them to the second semis-
pace. Asthe GC touched al live objects the chances are good that objects that are needed during re-
guest processing are already in the L2 cache and therefore the removed-lines-curve flattens. Interest-
ingly the number-of-requests-curve has the opposite characteristics. During request processing there
aremore L1 misses per unit of time than during GC. This can be explained by a better spatial locality
of the garbage collector. The GC inspects all reference fields of an object and the chances are good
that they are all in the same cache line.
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5 Summary

Very different applications demonstrated the feasibility of using type safety and the JX architecture
as the foundation of a general-purpose operating system. All applications benefit from the abstrac-
tions that are provided by JX, like portals and services and memory objects. The performance of the
applications is between 50% and 100% of similar applications running on Linux.

JX suffers a performance overhead because of the immaturity of the JX optimizer compared
to today’s C compilers and optimizers. We expect this problem to gradually disappear in future ver-
sions, because there are no optimization barriers in the JX architecture: components can be loaded
privately in adomain and the translator has global information about all components loaded in a do-
main; no stack inspection isused, i.e. methods can be inlined; adomain can useit’s own non-preemp-
tive scheduler and can be restricted to one processor, i.e. memory accesses can be liberally reordered,
aslong as they only affect the own heap of a domain.

The analysis of the NFS server furthermore show that the NFS server creates a large number
of objects and most of them are very short living. The garbage collector runs that are required to col -
lect these objects introduce long pauses. One reason for the long execution time of the garbage col-
lector isits bad locality and high number of L2 cache misses.
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Figure 12.10: Method timing of RPC processing

This figure displays the time distribution of RPC protocol processing. The gray boxes represent the
time spent executing the method itself while the white boxes denote the time spent in invoked meth-
ods.
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Figure 12.11: Application-generated events

This diagram shows the time of occurrence of application generated events.
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Figure 12.12: Thread activity diagram and P6 performance counters

Thisdiagram showsthread activity and cache activity. The upper one of the two graphsis the number
of L2 reguests (maximum value 13757158), the lower one is the number of lines removed from the
L2 (maximum value 4511947).

5
c N~
2 3 <
< m | . = = — n
[CRE | | - . —
Sr | — T - e —
Q> 2
c& w0 T/ L - - . ——_ - . ) _ _ _ _ _ B
"a —_— — . = =, - n
== I 1 T i i @
I h------ SR e SRR SRk
oN | | | | | |
bL I I I I I I
me ! I I _ I I I
>£ — [
c | | | i | |
dm [ | | | e — | | ©
Lo | P e mm m == = T - = = = - === = = = = = = = = = = - = - -1a
ﬁla...nlu - i i — _— | | o
> | | | | |
()
E> | | | , | |
28 , W — , , ,
Ce i i i | I I
<= | | i i | | <
I I Q
[T
| |
|
|
|
<
[ce)
<

4
Elapsed time in seconds

] 1]
4]I.7

Y =
O I
b} |
o= ,
[=X2]
=] !
= ! . N
355 : g
L8 0 = o
TN < [0} c
mncS > ©
SR > =
Eon - . ==
30 E o o ¢ 2 ¢
m?_ = 5 g 3 3 ®© ¢ 3 o
© © = = = © o} o)
<4 g & @9 £ 3 5 § F F &8 § § s L g & o
3 © &£ £ L £ = 5§ & = £ = 8 Z £ o 92
@) 3] 3} T \ N = © o = = = 2 = : IS o
© © © ¢ c A kK c o o k= kK s 8 O 5 @
2§88 59589322 EQgLse i
T & &8 &6 a0 0 =z x & &8 &k E X O a4 = Z
FOF F F F F F F FE FE FE E FEEFEFEF

164



Figure 12.13: Object allocations over time

Thisfigure shows the time and code position of object allocations during system startup and the NFS
rate benchmark. Several patterns are clearly visible. A detailed explanation of these patternsis given
in Section 4.3.
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Figure 12.14: Object lifetimes

80'6ySPU0DS Ul dwI} pasde|3

starts when the object is created and end when it is garbage collected. They-position of thelineisthe

This figure visualizes the lifetime of objects. There isaline for each object in the system. The line
code position of the allocation statement.

STy

code position of object allocation
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cruapTer 13 Conclusons

1

Contribution

This thesis describes a novel approach to build operating systems. The contribution consists of

2

an analysis of operating system properties required by today’s and future applications
an analysis of shortcomings and useful approaches of previous systems

the design of an operating system that is build around a protection mechanism previously only
used for language runtimes

the implementation of a prototype that demonstrates the feasibility of the design

adetailed performance analysis of the prototype with respect to its functional properties and
performance

Meeting the objectives

The system meets the objectives stated in Chapter 1:

Robustness Security, Reliability . The amount of unsafe C and assembler code is reduced to
aminimum. The complete operating system, including the device drivers, is build from type-
safe code. This simplifies the system and makes it more robust and reliable. A security archi-
tecture was developed that allows the precise control of information and control flows within
the system.

Configurability , Reusability. With the exception of the microkernel all code is organized in
components which can be collocated in a single protection domain or dislocated in separate
domains without touching the component code. This reusability across configurations enables
to adapt the system for its intended use, which may be, for example, an embedded system,
desktop workstation, or server.

Extensibility, Fine-grained Protection. Operating system code and application code is sep-
arated in protection domains with strong isolation between the domains. A domain has a low
memory footprint which alows to extend the system by creating new domains.

Performance Performance is between 50% and 100% of monolithic UNIX performance for
computational-intensive operating system tasks. The differenceiseven smaller when 1/0 from
areal deviceisinvolved.
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» Uniformity. All virtual resources, such as files, sockets, windows, and database connections
are reduced to a single unifying abstraction: the portal.The portal is a lightweight capability-
like construct to access a service. This simple but powerful architecture allows the introduc-
tion of new virtual resources and facilitates the adaptation to a new environment, such asadis-
tributed system.

» Productivity. The existence of the prototype demonstrates that using type safety and keeping
the architecture simpleit is possible for asmall group of peopleto build afairly complete OS
in short period of time.

3 Design summary

The JX design was inspired by previous operating system architectures. It's shared-nothing principle
issimilar to the vertically structured architecture of the Nemesis OS [114]; orthogonality of protec-
tion and modul arity was the main objective of Lipto [57]; application-level resource management was
emphasized in many projects, the most prominent being the Exokernel [61].

In the spirit of amicrokernel the JX system hasfive central abstractions: domain, thread, com-
ponent, portal, and service. Additional abstractions are provided as portalsto services of DomainZero
or fast portals. Examplesfor fast portals are memory objects and atomic variables. The JX system has
the following unique properties:

Type-safe protection. Protection is based on the type-safe instruction set. No protection hardware,
such asan MMU is necessary, which allows JX to create protection domains even on embedded de-
vices. Communication between domainsisvery efficient asthereisno need to switch to another hard-
ware context.

Independent heaps. Each domain hasits own heap that is completely independent from the heaps of
other domains. Thisisin contrast with namespace-based domains of traditional Java systems and al-
lows independent garbage collection runs, domain-specific garbage collection implementations, and
domain termination with immediate resource reclamation.

Multiple GC implementations. The performance of garbage collection largely depends on the char-
acteristic of the application. Each domain can be created with one of several GC implementationsthat
are provided by the kernel.

Independent scheduling. Threads of one domain can be scheduled independent of other domains. It
is possible to use domain-specific schedulers that are supplied in the type-safe instruction set.

Security and containment. Domains areisolated and can communicate only via dedicated channels
by using portals. JX security system can control the propagation of all portalsaswell astheir use. The
security system that contains the security policy is separated from the domains and can be changed
without changing the application domains.

Automatic management of memory areas. JX provides a specia abstraction, called memory por-
tals, to cope with large memory or special memory areas, such as memory-mapped device registers.
Memory portals can be shared between domains and are garbage coll ected.
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Transparent code sharingImmutable state can be shared between domains. This includes com-
piled code and string constants. Mutable state, such as static variables, is created per domain which
make code sharing completely transparent.

Automatic sewice creation. A serviceisautomatically created when aservice object is passed to an-
other domain. The other domain receives a portal to the service.

Flexible configuration. The protection domain structure is independent of the component structure.
Components can be placed into the same or in separate domains without changing them.

Termination with immediate resource reclamation. Except device driver domainsall domainscan
be terminated and the resources that are allocated to the domain can be released immediately.

Robust device drivers. All device drivers are deployed in the type-safe instruction set and benefit
from the robustness that is provided by type safety. Robustnessis further supported by special portal
interfaces that allow drivers to access device registers and interrupt handler threads to synchronize
with other threads without disabling interrupts.

Independent class libraries Each domain can have its own implementation of class libraries. This
also appliesto the classes of the Java Devel opment Kit.

4  Future work

The JX architecture can be used as a platform to build

» general-purposesystemsthat allows a user to perform everyday tasks, such as editing texts
or working with spreadsheets. The window manager will probably be the central component
of such asystem.

 dedicatedsystemshat perform avery specific task, for example afile server appliance. They
could be build by reusing components from general -purpose systems and configuring them for
the specific task, for example by collocating them in asingle domain

» embeddedsystemsthat need to run untrusted code but run on hardware that lacks protection
mechanisms. They can use the fine-grained protection provided by JX domains.

« distrib uted systemsthat go far beyond the concept of a single-system image that is the goal
of UNIX-based distributed systems. Moving actively executing domains through the network
could be used for load distribution or fault tolerance. We made the first steps to this goal by
implementing an active storage system [ 74] that allows to move afile system agent to thefile
server host.

5 Final remarks

| hope that the JX system will increase the awareness of the operating systems community to the
many benefits of moving to a type-based approach of system building. By providing a running pro-
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totype and demonstrating its functionality and performance | should have eliminated any doubts
about the feasibility of such an endeavor.
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KurzZfassung

Die Architektur eines typsicheren Betriebssystems

Die Architektur herkdbmmlicheBetriebssystembautauf adressbasiertei@peicherschutauf. Um
Flexibilitat mit niedrigenKostenzu verbinden|st die aktuelleBetriebssystemforschurdazutiber-
gegangenandereSchutzmechanismeau untersuchenynteranderenTypsicherheitDieseDisserta-
tion beschreibeineBetriebssystemarchitekiutie denadressbasiertefchutzvollstandigdurchei-
nentypbasierterSchutzersetzt Der Austauscleinesso zentralerBestandteilslesBetriebssystems
fuhrt zu einerneuartigerBetriebssystemarchitekiuwelchesichdurchverbessert®olustheit,Wie-
denerwendbarkit, Konfigurierbarlkit, Skalierbarkit und Sicherheit auszeichnet.

Die Dissertatiorbeschreibnicht nur dasDesigndiesesSystemssonderrauchdie Implementierung
einesPrototypsunddie PerformanzrsterAnwendungenwie DateisystemyVebserer, Datenbank-
systemundNetzwerk-Dateisemr. Der JX genanntd®rototypverwendetlara Bytecodealstypsiche-
reninstruktionssatzIX istin derLageexistierendelava-ProgrammehneAnderungerauszufiihren.

Das Systembasiertauf einemmodularenMikrokern. DieserMikrokernist dereinzigeTeil desSy-
stemsgderin einerunsichererSprachegeschrieberst. Leichtgavichtige Schutz-Doméaneprsetzen
dasschwegewichtige Prozess&nzeptherkommlicheBetriebssystemesSchutz,Ressourcererwal-
tung und Terminierungsind an dieseDomanengekoppelt.Der Programmcodést in Komponenten
organisiert,welchein die Domanengeladernwerden.Der Portalmechanismusein schnellerinter-
Doméan-Kommunikationsmechanismuserlaubtes gegenseitigmisstrauendemdomaéanensicherzu
kooperieren.

Die Dissertatiorzeigt,dassesmdglichist, einuniversellesundeffizientesMehrbenutzeBetriebssy-
stem auf ypsicherheit aufzubauen.



kapiter 1 Elnlertung

DieseDissertatiorbeschreibtlie ArchitektureinerneuerKlassevon Betriebssystemei8ystematlie
einentypsichererBefehlssatalseinzigenSchutzmechanismwgrwendenln einemtypsichererBe-
fehlssataverdenBefehle(Operationenpuf typisierteOperanderangevendetwelcheauf typisierte
DatenentitatenerweisenEs existierenstrengeRegelndie beschreibenwelcheTypenvon Operan-
denaufwelcheTypenvon DatenentitatenerweiserdirfenundwelcheOperationeraufdie Operan-
den angeendet werden durfen.

Die VerwendungeinestypsichererBefehlssatzeanstelledestraditionellenaddressbasiertedchutz-
mechanismughateineReihevon Vorteilen.Die RolustheitdesSystems/erbessersich,daviele Ar-
tenvon Programmfehlerm einerfrihenEntwicklungsstufelurchVerwendunglesTypsystem®nt-
decktwerdenkdnnenVerbessert®olustheithateinenpositven Effekt auf SicherheitundZuverlas-
sigkeit. Allerdings werde ich in dieser Dissertation zeigen, dass zusétzliche Mechanismen
erforderlichsind,um einensicherenSystemzustandu erhalten.Ein typsichereiBefehlssatist ein
sehrfeingranulareSchutzmechanismusaielchereserlaubt feingranulare Sthutzdomaneanu erzeu-
genundeineinkrementelleErweiterbarleit desSystemsrmdglicht.Mein Systemdesigheinhaltet
einenKommunikationsmechanismuder hochefiziente aberungeschitzt&ommunikationinner-
balbeinerSchutzdomanendetwaslangsamer&ommunikationiberSchutzgrenzehinweg erlaubt.
DaderProgrammieredieselbeAbstraktionfir Intra-Doman-undinter-Doman-Kommunikatiorver-
wendet,werden Programmmodulgrenzeanabhangigvon Schutzdoméangrenzemnd das System
kannentspedendseineggewiinshitenEinsatzzweks konfiguriertwerden.Die Konfigurationsmaog-
lichkeit erstrecksichzwischerdenbeidenMdglichkeiten,fir jedeKomponenteineeigeneDoméne
zu verwenderund alle Komponentenn einerDoméanezu platzieren.Systemedie nur fir einebe-
stimmte Aufgabeeingesetztverden,wie zum Beispiel dedizierteDateiserer, profitierenvon den
Performanzarteilendie entstehenwennalle Komponenterin derselberDomanelaufen.Systeme,
die nichtvertrauenswurdigandpotentiellbdsartigeProgrammeusfihrenywie zumBeispielAgen-
tenplatformenprofitierenvon der Moglichkeit, feingranulareéSchutzdomanenu erzeugenSolche
Systememiissenn derLagesein,nichtvertrauenswirdigrogrammevolistandigzuisolieren.Das
bedeutetsonvohl denZugriff auf Informationenals audh denZugriff auf Ressouweneinzusbranken
Alle dergenannterktigenschaftemlesSystemsanisserohnelbermassig®erformanzeinbsserge-
genuber traditionellen Systemen realisiert werden.



KapiteL 2 ZUsSammenfassung

1 Beitrag zur Wissensc haft

Die wissenschaftlichéeistungdieserArbeit betehtdarin,eineneueArt undWeisederKonstruktion
von Betriebssystemen aufgezeigt zu haben. Der Beitrag imseWéchaft bestehoikret

* in derAnalysederEigenschafterdie ein Betriebssysteraufweisermussumheutigeundab-
sehbare Anforderungen zukunftiger Anwendungen erfullen zu kénnen,

* in der Analyseder Unzulénglichleitenundin demAufzeigender nitzlichenAnsatzebisher
bestehender Systeme,

* in derEntwicklungeinesDesignsdesserKerndarinbestehteinenbishernurfir Laufzeitsy-
stemevon ProgrammiersprachererwendeterSchutzmechanismuas zentralenSchutzme-
chanismus des Betriebssystems eomenden,

* in der prototypischedmplementierungliesesDesignsund der detailiertenEvaluierungdes
Prototypen hinsichtlich dessen funktionalen und Performanzeigenschaften.

2  Erfullung der Anf orderung en

Die beschriebene Architektur erfillt die in Kapitel 1 aufgestellten Anforderungen:

* Robustheit, Sicherheit, Zuverlassigkeit. Der Anteil von unsicheremC- und Assembler
Codekonnteminimalgehalterwerden DaskompletteBetriebssysteneinschliessliclierGe-
ratetreiberwird in typsicherenCodeerstellt. Dasvereinfaichtdie Systemarchitektuundver-
bessertlie Rolustheitunddie Zuverlassiglkit desSystemsEine Sicherheitsarchitektwurde
entwickelt, dieeinegenauesteuerunglesinformations-undKontrollflussesnnerhalbdesSy-
stems erlaubt.

» Konfigurierbark eit, Wiederverwendbarkeit. AusserdemMikrokernist derkompletteCo-
de, einschliesslichdes Betriebssysteman Komponenterorganisiert. Diese Komponenten
konnenin einergemeinsamenderin unterschiedlicheischutzdomaneablaufenohneden
Komponentencodenodifizierenzu missenDiese Wiedenerwendbarkit in verschiedenen
Konfigurationererlaubtes,dasSystementsprechendeinesEinsatzzweckanzupassemie-
serEinsatzzweckanneineingebetteteSystemegin Arbeitsplatzrechnesderein Senersein.

» Erweiterbark eit, feingranularer Schutz Betriebssystemcodend Applikationscodearbei-
tenin verschiedenerstrengvoneinandeisoliertenSchutzdoméanemer Grundspeicherbedarf



einer Schutzdoméanest geringund erlaubtdie Erweiterbarlit desSystemsdurchErzeugen
neuer Domanen.

» Performanz. Die PerformanzlesSystemdiegt fur rechenintense Betriebssystemauédpen
zwischen50 und 100 ProzenteinestraditionellenUNIX Betriebssystemder Unterschied
wird noch geringerwenn Ein-/Ausgbeoperationenon realer Hardare beteiligt sind.

» Uniformitét. Alle virtuellen Ressourcenwie zum Beispiel Dateien,Endpunktevon Netz-
werkverbindungenfFenstereiner graphischerBenutzeroberflachesavie Datenbankerbin-
dungenwerdenauf eineeinzigeAbstraktionreduziert:demPortal.DasPortalist einleichtge-
wichtiges,Capability-&hnliche&onstrukt,um auf einenDienstzuzugreifen Dieseeinfache
aberauchmaéchtigeArchitektur erlaubtdie Einfuhrungneuervirtueller Ressourcemind er-
leichtertdamitdie Anpassungan neueUmgelungen,wie zum Beispielan ein verteiltesSy-
stem.

» Produktivitét. Die ExistenzdesPrototypsdemonstriertdasses- durchdie Verwendung/on
Typsicherheigepaartit einfacherArchitektur- einerkleinenGruppevon Personeim kurzer
Zeit mdglich ist, ein nahezuwillstdndiges Betriebssystem zu entvaltk

3 Zusammenfassung des Designs

Das Designdes JX-Systemswurde durch voranggangeneBetriebssystemarchitekturenspiriert.
SeinPrinzip der vollstandigenTrennungist &hnlichder vertikalenStrukturierungdesNemesisBe-
triebssystem§l14]. Orthogonalitader Abstraktionen Schutzund Modularitatwar daswesentliche
Ziel desLipto-Systemd57]. Ressourcererwaltungauf Anwendungsebeneurdein unterschiedli-
chen Projektenerfolgt. Das prominenteste dieser Projekte ist sicherlich derefmek[61].

Im SinneeinesMikrokernesbesitztdasJX-Systemfunf zentraleAbstraktionenDoméanen Faden,
KomponentenPortaleund Dienste.WeitereAbstraktionenwerdenals Portalezu Dienstender Do-
mainZerooderalsschnellePortalebereitgestelltBeispielefir schnellePortalesind Speicherobjekte
und atomare &fiablen. Das JX-System besitzt die folgenden eatigen Eigenschaften:

Typsicherer Schutz.Der Schutzbasiertauf der Verwendungeinestypsicherennstruktionssatzes.
Schutzhardware,wie zumBeispieleineMMU, ist nichterforderlich.DieserlaubtesdemJX-System,
selbstauf eingebetteterbystemerSchutzdoménerur Verfligungzu stellen.Die Kommunikation
zwischenSchutzdomanerst sehreffizient, da kein WechseleinesHardwarelontextes stattfinden
muss.

Unabhangige HaldenJedeDomanehat seineeigene ,von andererDomanenunabhangigdialde.
Diesstehtim KontrastzuandererSystemendie denNamensraum-Mechanismusrwendengervon
Java-Klassenladererzeugtwird. Die unabhangigemialdenermdglichenunabhangigé&peicherbe-
reinigungzyklen,die Implementierungdoménspezifischebpeicherbereinigungnd die Terminie-
rung einer Domane mit sofortiger Ressourcenéiegy

Mehrfache SpeicherbeeinigungsimplementierungenDie Performanzder Speicherbereinigung
hangtmassgebliclvon derCharakteristikdereinzelnemAnwendungah JedeDomanekannmit einer
Speicherbereinigungsimplementieruregwendetverden die auseinerdurchdenMikrokernbereit-
gestellten Mengeon erschiedenen Implementierungen avwsifdt werden kann.



Unabhangige FadenablaufplanungFadeneinerDoménekénnenunabhangigyon andererDoma-
nendisponiertwerden Esist moglich,doménenspezifischiblaufplanerzu verwendendie in Form
des typsicheren Instruktionssatzes bereitgestellt werden.

Sicherheit und Informationsschutz.Domanersindisoliertundkdnnennur tiberdedizierteKanéale

unterVerwendungler PortalekommunizierenDasSicherheitssystemon JX kanndie Verbreitung

unddie NutzungderPortalekontrollieren.DasSicherheitssystemyelchedie Sicherheitspolitilent-

halt,ist von denDomanerseparierund kannausg&echseltwerden,ohnedie Anwendungs-Doma-
nen modifizieren zu mussen.

Automatisches SpeichermanagementlX stellt als besonderébstraktionSpeicherportal®ereit,
um grol3eSpeichereinheiteaderspezielleSpeicherbereichg@.B. Speicherabbildungevon Gerate-
registern)verwenderzu kdnnen.Speicherportal&@énnenvon Domanergemeinsangenutztwerden
und werden automatisch durch einen Referenzzahlmechanismuzdtet.

Transparentes gemeinsames Nutzerorm Programmcode.Nicht-modifizierbare Daten koénnen
von Doméanergemeinsangenutziwerden Dasschliel3tlibersetzteProgrammcodend Zeichenlet-
ten-Konstanterein. Veranderlichdaten- zumBeispielstatisché/ariablen- werdenfur jedeDoma-
neseparatngelgt. Diesmachtdasgemeinsam®&utzenvon Programmcodgollstandigtransparent.

Automatische Erzeugung on Diensten. Ein Dienstwird automatisclerzeugtwennein Dienstob-
jekt in eineandereDoméanebenegt werdensoll. Die DomaneerhéltanstelledesDienstobjekte®in
Portal zu dem neu erzeugten Dienst.

Flexible Konfiguration. Schutzdoméngrenzesmdunabhangiggon KomponentengrenzekKompo-
nentenkdnnenin ein und dieselbeoderin verschieden®oméanenplatziertwerden,ohnesie dafir
modifizieren zu missen.

Terminierung mit sofortiger Ressourcenfreigabe. AulRerGeratetreibeDoméanerkdnnenalle Do-
manenurverzuglichterminiertwerden.Ressourcerylie von diesenDomanenn Anspruchgenom-
men worden sind, kdnnen sofort fregeben werden.

Robuste Geréatetreiber. Alle Geréatetreibeliegenin demtypsichererinstruktionssatxor und profi-
tierenvonderRolustheit,die durchdie Typsicherheigegebenist. Rokustheitist ebenélls durchspe-
zielle Portalschnittstellegarantiert die denGeratetreibererlaubenauf Geratergisterund auf die
Fadenzur Handhalingvon Unterbrechungemuzugreifenum sichzu synchronisieremphneUnter-
brechungen abzuschalten.

Unabhangige Klassenbibliothekn.JedeDoméanekannihre eigenelmplementierungeiner Klas-
senbibliothek besitzen. Das gilt auch fur die Klassen desDavelopment Kit.

4  ZukUnftig e Arbeiten

Die JX Architektur kann als eine Plattform genutzt werden, um

* Mehrzwecksystemezu bauendie denBenutzerbei der tdglichenArbeit unterstiitzenDas
umfal3tbeispielsweiseasEditierenvon TextenoderdasArbeitenmit Tabellen Der Window-
Manager wird dabei die zentral®@iKponente eines solchen System sein.



» dedizierte Systeme zu erstellendiein derLagesind, Codewiederzu benutzerundfeingra-
nularen Schutz ohne Hardveunterstitzung bereitstellen.

» eingebettete Systeme welchenichtvertrauenswirdig€rogrammeauf Hardware laufenlas-
senmissengie keine Schutzmechanismezur Verfiigungstellt. Diese Systemekdnnenden
feingranularen Schutzwwenden, der durch JX-Domanen zerfilgung gestellt wird.

 verteilte Syteme zu entwickeln, die weit GberdasKonzepteinesverteiltenSystemshinaus-
gehenalsesderzeitigeUNIX-basierteverteilteSystemezumZiel habenDasBewegeneiner
aktiven Domanedurch ein Netzwerkkannbeispielsweisdir Lastverteilungoderzur Erho-
hungderFehlertoleranbenutztwerden Wir habedie erstenSchrittein dieseRichtungunter-
nommenjndemwir ein aktivesSpeichersysterf4] implementierhabengdasseserlaubt,ei-
nen Dateisystemagenten zum Dateiseru bavegen.

5 AbschlieRende Bemerkung en

Ich hoffe, dassdasJX Systendie Aufmerksamieit derBetriebssystemgemeidermehrtaufdie vie-
len VorteiledertypbasierterHerangehensweidseim Bau von Betriebssystemelenkt. Mit derVor-
stellungeineslauffahigenPrototyperund der Demonstratiordesser-unktionalitatund Performanz
sollte jeder Zweifel an der Durchfiihrbarksolch eines Unteahgens ausgerdumt sein.
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