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ABSTRACT

Middleware helps to manage the complexity and heterogeneity
inherent in distributed systems. Traditional middleware has a
monolithic architecture, which makes it difficult to adapt to spe-
cial requirements such as those present in embedded applications.
Middleware for small devices has to cope with a broad range of
requirements as well as with the stringent resource constraints. In
this paper we propose a family-based approach based on aspect-
oriented programming (AOP) for the implementation of middle-
ware product lines which are highly configurable and adaptable.

Such an adaptable middleware is statically configured according
to the requirements of the specific distributed application. Fur-
thermore, the middleware is also capable of adapting to the dy-
namics of the distributed embedded system by dynamically recon-
figuring itself during runtime. An efficient dynamic aspect weaver
is needed for this kind of adaptability. We also discuss a family of
dynamic weavers that complements our study of the family based
middleware.

Keywords
Middleware product lines, Aspect-oriented programming, adapt-
able middleware, dynamic reconfiguration, dynamic weaving

1. INTRODUCTION

Conventional middleware e.g. CORBA [1], COM [2], RMI[3]
etc. focus on masking out the problems of heterogeneity to facili-
tate the development of distributed systems. These middleware are
designed and built to provide a wide feature set to suit the needs
of multiple problem domains. The extra features not used by the
application contribute to unnecessary code size and configuration
complexity. It is becoming increasingly difficult to achieve a high
level of adaptability and configurability of these middleware as
their functionality matures, due to the limitation of software de-
composition methods. On the other hand the development of
software in distributed embedded systems, having real-time re-
quirements, needs highly specialized tools and techniques. Such
specializations make it difficult to adapt traditional distributed
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embedded software to meet functional or quality of service re-
quirements, hardware/software technology innovations or emerg-
ing market opportunities. The conventional middleware, therefore,
are not suited for use in such distributed embedded environments.
Middleware for embedded and deeply embedded devices have to
scale with a very broad variety of requirements, pertaining both to
the hardware as well as the software level. A system of networked
embedded devices exhibits strong dynamics and massive hetero-
geneity. Different hardware architectures and configurations have
to be supported and at the same time the middleware has to take
into account the stringent resource constraints of the embedded
systems. Different applications typically have different require-
ments on the services and strategies implemented by the underly-
ing middleware. An example of such system dynamics can be ob-
served in the field of mobile communications. Mobile communi-
cation devices comprise a truly heterogeneous system. These mo-
bile devices are based on different hardware and software plat-
form and may make use of different communication media. The
requirements of the mobile devices may change with their fre-
quent relocation and strong fluctuation of bandwidth. The limited
battery power presents another challenge in the design of mobile
communication systems. Some features of the system may have to
be readjusted to take into account the change in available battery
life [9].

2. MIDDLEWARE PRODUCT LINES

Typical middleware architectures struggle between providing gen-
erality and specialization. On one hand the middleware needs to
support many application domains by providing a large set of fea-
tures. On the other hand the middleware needs to provide optimi-
zation to support special runtime requirements. Such conflicting
requirements result in multiple specifications and different im-
plementations. The cost of maintaining the code base is, as a re-
sult, much higher.

The above scenario necessitates the need for a customizable mid-
dleware, which can be adapted to suit exactly the needs of an ap-
plication. Several approaches have been adopted to achieve this
kind of customizability of the middleware. The ADAPTIVE
Communication Environment (ACE) ORB (TAO) [4, 8], for ex-
ample, tries to provide customization by using strategy patterns in
several features. However the customization resulting from this
approach is still unsatisfactory as it leaves hooks in the core code,
and null strategies substitute for the excluded features. This adds
to the complexity of code as well as to the memory footprint.

ZEN [25] is another interesting approach which is based on real
time java [26] and also makes use of design patterns. This ap-
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proach allows both static as well as dynamic configuration. Other
approaches such as those adopted by DynamicTAO [5],
OpenORB [27] and Open CORBA [6] suggest the use of reflec-
tion and component frameworks. In some of these approaches
[27], the middleware implementation adapts itself according to the
changed environment by means of selecting different implementa-
tion strategies. These approaches mainly address the customizabil-
ity and adaptability aspect of the middleware. The drawback of
these techniques is that these have rather large memory require-
ments and these also incur performance overhead. This renders
the above-mentioned techniques less suitable for use in deeply
embedded systems.

Thus, it is not possible to build a middleware which could fulfill
all the requirements of different applications and still will be eco-
nomical in terms of resource consumption. The solution is to be
able to tailor down the middleware so that it provides only the
services needed by any particular application. This leads to a fam-
ily-based [22] or product-line approach, where the variability and
commonality among middleware family members is expressed by
feature models [20]. Special tools are used to extract and statically
configure the concrete middleware based on an application-
specific feature selection. The process of selecting features and
setting defaults to generate a member of the family of products is
known as application engineering. A crucial point is the mapping
of all selectable and configurable features to their corresponding,
well encapsulated implementation components. The encapsulation
of non-functional properties is often limited, due to their crosscut-
ting character. This makes it almost impossible to implement them
as independent encapsulated entities and thereby restricts variabil-
ity and granularity. The solution to the above problem lies in car-
rying out the design process in which requirements orthogonal to
the fundamental functionality of the middleware are separated.
Aspect-oriented programming (AOP) [21] has provided us with
the solution to deal with these non-functional properties or cross-
cutting concerns.

3. ASPECTS IN MIDDLEWARES

Non-functional requirements pertain to requirements that are not
included directly in the functionality of the middleware. These
rather express additional characteristics that the middleware
should have. Examples are fundamental system policies such as
synchronization, real-time capability, quality of service (QoS) and
security.

A very important example of a crosscutting concern is the quality
of service (QoS). The primary goal of the QoS is to provide pri-
ority including dedicated bandwidth, jitter, latency and improved
loss characteristics. The middleware in distributed embedded sys-
tems must be capable of configuring the QoS statically as well as
dynamically.

Aspect-oriented programming (AOP) [21] has proved to be an
effective way of localizing and encapsulating such cross cutting
concerns. The presence of crosscutting concerns means that a sin-
gle dimension of functional decomposition is not sufficient for a
modular design of the system. Crosscutting concerns cannot be
encapsulated in a single function, class or module. The so-called
aspect code tangles with the functional component code that fits
into the functional decomposition scheme.

AOP encapsulates the implementation of crosscutting concerns in
modules called aspects. The aspect code guides a tool, the aspect

weaver, inserting code fragments specified by the aspect code into
locations where they are required. These insertion points are
called join points. Aspect weaving can be done both at compile
time, called static weaving, as well as at runtime called dynamic
weaving.

Appropriate use of AOP in the development of middleware prod-
uct lines results in a higher variability and granularity of the se-
lectable middleware features. The resulting domain model may
even allow configuration of fundamental architectural properties.

4. STATIC CONFIGURATION

Static configuration is the stage where the user actually selects
from the features presented in the feature model, and set defaults
according to the needs of the application. This process is called
application engineering and this is the counterpart of domain en-
gineering [20]. Application engineering is the process of actually
generating the member of the family of products developed earlier
as a result of the domain engineering process. A product line is
obtained by carrying out a feature-oriented domain analysis of the
specified domain. The core functionality consists of a subset of
features common to all configurations. This results in a smaller
memory footprint and a simpler implementation, which is vital for
embedded systems. Aspects representing the crosscutting re-
quirements can then be superimposed onto the primary functional-
ity in an additive manner without altering the existing architec-
ture.
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Figure 1. Typical implementation of ORB

We consider the CORBA object request broker (ORB) as a case
study of customization. The process of static customization ap-
plies to both the basic functionality as well as the orthogonal non-
functional requirements. The typical implementation of an ORB
contains many common services as shown in Figure 1. An
application running in a specific domain context needs only a
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subset of these features. The various ORB services may
themselves be configured to provide the variant of the ORB
service appropriate for the specific application context. One
example is the middleware employed in financial systems.
Financial systems performing secure transactions need security
and transaction processing features. Online information systems
such as online catalogues do not have such requirements. Another
example is that of embedded systems having realtime and
availability requirements such robotics, avionics etc. ORBs for
embedded systems therefore have to provide services for fault
tolerance and realtime response. By statically configuring the
ORB, therefore we include only the features needed by a specific
application. This results in an efficient ORB with a low memory
footprint. Another example of customization of the core ORB
functionality is its data type definition system. An application
running in the context of a middleware may not be making use of
all of the data types provided by the type definition system of the
ORB [23]. Tailoring the type definition system down to only the
data types needed by the application would also result in lower
memory footprint.
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Figure 2. Consulat tool for statically configuring the PURE family
of operating system

A variant management system is needed to specify default de-
pendencies in the feature model to prevent the combinatorial ex-
plosion of the variants. An example of such a tool is the
PURE::CONSUL[12], as shown in figure 2, which has been suc-
cessfully employed for the variant management of the PURE op-

erating system family [24] for embedded systems.
PURE::CONSUL provides a graphical user interface in which is
displayed a hierarchical representation of the feature model of the
product family. The user selects feature nodes, which are mapped
onto implementation components. This information is fed to gen-
erators, which output and build the final product. The result of
static configuration is a product, which contains only those fea-
tures, which are needed by the application.

5. DYNAMIC RECONFIGURATION

The motivation for our work on dynamic adaptation is to provide
a better, i.e. more resource efficient, middleware support for ap-
plications in a dynamically changing environment than it could be
provided by a one-fits-all solution. The general idea behind our
approach is that as much processing as possible should be done at
compile time, because of the limited runtime resources in the field
of embedded systems. Once statically configured, the middleware
may be subject to the changing requirements during runtime. This
is especially true in distributed embedded systems, which exhibit
strong dynamics. We argue that a certain mechanism should be
available to enable the pushing in and pulling out of the services
at runtime. This enables middleware to keep on a node only those
services that are required by an application. In order to influence
the runtime behavior of the underlying middleware, the applica-
tion needs to gain access information about its execution context.
Some approaches e.g. DynamicTAO and OpenCORBA suggest
the use of reflection and metadata for this purpose. These ap-
proaches are not suitable for embedded applications, which oper-
ate under strict resource constraints. Therefore we need some
other efficient mechanism for efficiently adding and removing the
services from the system.

Dynamic reconfiguration of the middleware is based on policies
that describe the non-functional requirements specific to the ap-
plication. Examples are QoS requirements as well as common ser-
vices such as error logging, synchronization, tracing etc. Besides
dynamic loading and unloading of usual modules, dynamic recon-
figuration requires dynamic weaving/unweaving of aspects. A dy-
namic weaver does the job of weaving of dynamic aspects and,
hence, is a vital part of the adaptable middleware.

Considering our case study of the ORB, we note that dynamic
adaptability is achieved mainly by influencing the method invoca-
tion semantics. Following are a few of the possibilities of inter-
cepting the method invocation in an ORB: marshalling/un-
marshalling, portable interceptors and dynamic invocation inter-
face (DII) [7]. Marshalling and un-marshalling is the process of
packaging/un-packaging parameters of the method invocation.
The same is also done for the result values returned. During mar-
shalling objects can be replaced. Furthermore, marshalling can be
extended to perform compression and encryption. Portable inter-
ceptors are hooks into the ORB, which allow interception of the
ORB services at various stages of the request process. Portable
interceptors thus allow plugging in of additional ORB functional-
ity such as transaction support and security. Through dynamic
invocation interface (DII), invocation to an interface can be com-
posed at runtime without prior knowledge of the interface defini-
tions. DII therefore also provides an interception point for reflect-
ing on invocation on the server objects.

The above approaches make use of the metadata information,
which makes these approaches impracticable for dynamic adapta-
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Figure 3. Feature model for dynamic aspect weavers

tion in embedded systems operating with restricted memories. In
Section 6 we will be discussing different existing approaches for
dynamic weaving, and reasoning about their unsuitability in the
domain of embedded systems. Then we will present our approach
of generating application-specific dynamic weavers from a family
of dynamic weavers, based on the feature selection of the middle-
ware itself. This ensures smaller footprint and better performance
of the dynamic weaver.

6. DYNAMIC WEAVERS FOR ASPECTS

Dynamic weaving is always an expensive option regarding run-
time overhead, and so is not generally acceptable in the domain of
embedded systems. However, for the construction of adaptable
middleware, the dynamic weaver is one of the fundamental fea-
tures in the feature hierarchy, and needs to be selected for the ad-
aptation of global policies as per runtime requirements.

Several approaches have been proposed by the AOSD community
for supporting dynamic weaving. Most of these use reflection and
metadata information. Java specific approaches use interception
mechanisms (proxy-based), byte code manipulation or virtual ma-
chine extensions [13, 16, 17, 19]. These approaches are not suit-
able for embedded systems domain as they use lot of memory. So
far only few approaches have been proposed for the C/C++ do-
main [14, 15]. The approaches in C/C++ basically follow two
general implementation techniques. Firstly, the aspects are woven
at runtime by on-demand insertion of jump statements to the as-
pect code into the machine code at all affected joinpoint positions.
This technique is followed by the MicroDyner project [15]. In the
second approach, aspects are woven by registering them against a
runtime registration system. The runtime registration system man-
ages lists of all registered aspects and all available joinpoints and
thereby performs the binding of aspects to joinpoints. The original
C++ code is instrumented, either by hand or with the help of
tools, to call the runtime system at each potential joinpoint. The
runtime system then calls all aspects registered for this joinpoint.
This technique is followed by the DAO C++ project [14].

proach, where the
runtime system has
to be called at each

Proxy-Based| | Binary Code

potential joinpoint,
regardless if there is
an aspect registered

Static Weaver/ Interpreter

Manipulation Extension

Preprocessor

for this joinpoint or

not. The
MicroDyner
approach avoids

these costs by on
demand weaving in
the machine code,
which should
perform much better at runtime. However, the machine code itself
has to be prepared to support dynamic weaving. For the joinpoints
to be visible at machine code level, the compiler must not opti-
mize or inline any part of the code. And finally, this is a machine-
and compiler-specific technique and therefore not practicable for
the broad variety of hardware platforms in the domain of (deeply)
embedded systems.

The dynamic weaver is an important means by which features im-
plemented as aspects can be adapted at runtime by weaving and
unweaving. But most of the existing weavers are not suitable for
the domain of embedded devices because of either their excessive
use of memory and runtime or compiler specific solutions like
MicroDyner. In the later section we propose using a family-based
approach of dynamic weavers to extract application-specific dy-
namic weavers, which are suitable for applications running in a
distributed embedded environment.

6.1 Family-based Dynamic Weavers

To overcome the deficiencies in existing dynamic weaver ap-
proaches, we have proposed a family-based approach of con-
structing application-specific dynamic weavers from a family of
weavers [11]. We follow the approach that less demanding appli-
cations should not be forced to pay for the resources consumed by
unneeded features. Thus, not only the middleware is scalable ac-
cording to available resources, but also the dynamic weaver. Fol-
lowing this approach, the weaver construction is parameterized
with specific environment constraints, which are defined by a fea-
ture selection. These weavers are based on the technique of run-
time aspect registration, but can be tailored down according to the
specific application requirements. All dynamic aspect weaver im-
plementations, we have examined, provide a fixed set of AOP fea-
tures that can be applied at any potential joinpoint. For example,
DAO C++ supports only a limited joinpoint model, namely the
execution of before and after advices, for a joinpoint. Moreover,
there is no joinpoint filtration mechanism and any loadable aspect
is able to affect any joinpoint. This means that calls are generated
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Static Weaver

aspect MonitorBinding {
pointcut virtual dynamicJPS( ) = 0;
public:
advice dynamicJPS () : around () {
monitor.JPBefore(thisJoinPoint->id());

tjp->proceed( );
only those features, monitor.JPAfter(thisJoinPoint->id());
which are needed by }
the application. Thus, b

not only the middle-
ware construction is
application-oriented,
but also the dynamic
weaver, which is itself
an optional feature in
the feature model of }
the middleware. Thus,

a truly application-
oriented system
evolves. This system is
quipped with a re-

source sensitive dy-

namic weaver to enable dynamic adaptation of the features of
middleware, which have runtime behaviour, and are realized as
dynamic aspects. In the construction of the dynamic weaver, each
selected feature has certain cost associated with it in terms of the
runtime and memory, and hence selection of features is totally
dependent upon the specific application requirements and the
memory available. For example, the selection of binding mode
(“Weaver binding”) feature is selected purely depending on the
particular requirements and available resources of a certain appli-
cation. In certain applications such as embedded systems, there is
not much variation in terms of the information regarding classes.
Thus the set of classes, and thereby the set of available joinpoints,
is usually known in advance (“JoinPoints Known”). Hence, it is
possible to do compile time matching of aspects to their respective
join points for which they will later be registering themselves.
Also in most of the existing approaches there is insertion of hooks
to all the joinpoints, and so even if no aspect is registered for
some joinpoint, the runtime system is called to check for the as-
pects and results in unnecessary runtime overhead. In our ap-
proach, it is possible to explicitly filter the huge set of available
joinpoints to a quite small subset (“JoinPoints Filtered”), which
results in a very efficient system. If even the set of potential as-
pects is known in advance (“Aspects Known”), it is possible to
generate such a filter automatically from their pointcut descrip-
tions. Furthermore, in some cases it is known how many aspects
are going to affect the system (“Aspects Known”). Thus it is pos-
sible to fix the size of runtime advice lists associated with each

aspect Binding:public MonitorBinding {
pointcut virtual dynamicJPS( ) =
execution(“int Buffer::get()“)ll
execution(“void Buffer::put()”);

List of before
advices

Runtime monitor
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Figure 4. Dynamic weaver architecture

joinpoint, and thereby avoiding the use of costly dynamic data
structures. Moreover only those joinpoints, which are going to be
affected by these aspects, are registered. This results in more effi-
cient system. Also when the feature “Aspects Known” is selected
then it automatically means that the feature “Aspect Order” is
needed to be selected as well. Thus if all the aspects are known in
advance, then the order of aspect execution can be defined and
resolved statically, saving runtime. The joinpoint model can also
be defined as per the application requirements by selecting only
those features from “Supported AOP Features” which are needed,
and the same is the case regarding changing the static structure of
(“Introductions”) the program.

The main idea behind this approach is to be capable of building
low cost dynamic weavers by incorporating before hand knowl-
edge about the system (domain analysis), and its execution envi-
ronment, to tailor down the dynamic weaver infrastructure. This
truly application-oriented weaver construction drastically reduces
the costs (in terms of performance and memory consumption) of
dynamic aspect loading. If the set of effective joinpoints is small,
it should even be feasible to implement dynamic aspect loading as
efficient as dynamic class loading.

6.2 Generating a Dynamic Weaver

In the specific dynamic weaver construction from the weavers fa-
mily, as shown in figure 4, we are making use of “a Static
Weaver” (AspectC++ [18]) as a binding mode. We could have
used some other available static weaver like Aspect] [10], but
again approaches based on Java are not feasible for embedded
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systems domain because of memory constraints. The use of As-
pectC++ results in an efficient solution regarding the development
of an application-specific and an adaptable middleware. This
construction consists of three main modules:

=  Static Weaver (mandatory feature)
=  Run-time monitor
=  Dynamic Aspects (shared library)

All these modules are completely independent of each other. It is
possible to select any other binding mode according to specific
application requirements. In this specific construction, the main
aim is to have the ability of providing low cost dynamic weaving.
AspectC++ is an extension to C++, and so facilitates to have a
dynamic weaver with very small foot print. It is used originally to
describe static aspects, and is a general-purpose aspect-oriented
extension of C++, which follows an Aspect] like approach of
AOP. It is implemented as a C++ preprocessor, based on a source
code transformation system that transforms aspects into C++ code.
This generated C++ code is then compiled using a conventional
C++ compiler. Use of a static weaver as a binding mode helps
support both static as well as dynamic aspects. Moreover in this
approach, it is assumed that more than one aspect can affect the
same joinpoint. Here the main idea is that all the potential dy-
namic joinpoints can be described by a static aspect implementa-
tion. In this approach, only a limited number of hooks are inserted
into the component code for the joinpoints, which are going to be
affected by aspects. The runtime monitor is basically responsible
for coordinating between the aspects (advices) and the component
code (“class Buffer”). One important variation in our approach
from other existing approaches is that we are not changing the
semantics of dynamic AOP from static AOP. We believe that an
aspect should behave in the same way in dynamic weaving as it
does in the static weaving. A dynamic aspect should be able to
contain multiple advices for different joinpoints like the static as-
pect. It should not be limited to contain just a “before” and an “af-
ter” advice, as is being promoted by most of the existing dynamic
weaving approaches. In this construction of a dynamic weaver, a
dynamic aspect is a simple C++ class. It can contain multiple “be-
fore”, “after” and “around” advices for different joinpoints which
are simple C++ methods. Moreover, each advice registers itself
with the runtime monitor. The static AspectC++ weaver generates
an XML-based file containing all the joinpoints, which are going
to be affected by the aspects. These joinpoints are also registered
with the runtime monitor. This information is used by the runtime
monitor to create data structures for each potential dynamic join-
point. In the case of joinpoints not known in advance, this XML
file can be converted to a binary format to make the processing
efficient. The set of affected potential joinpoints are controlled
from the static aspect. This joinpoint set, as well as features se-
lected from the feature model, can be tuned according to advance
knowledge, to reduce the overhead, which is related to the weav-
ing infrastructure. The dynamic aspects are shared libraries and so
the advices are loaded at runtime. Whenever some advice registers
itself with the monitor, the list of registered joinpoints is traversed
to find out, on which joinpoint this advice is interested. Three lists
of pointers to before, after and around advices are maintained
against each affected joinpoint as shown in figure 4. If there is an
around advice registered for some joinpoint, then it means that the
control of execution is never returned to the actual joinpoint. In
case, when there is no around advice registered for a joinpoint,

before and after advices of each joinpoint are invoked by the run-
time monitor, whenever some joinpoint is reached by a thread of
control.

In the current implementation, static aspects are written using As-
pectC++, and the dynamic aspects using simple C++ language.
We are working to extend the AspectC++ compiler to have a sin-
gle language approach. Thus, it would be possible to write both
static as well as dynamic aspects with the same AspectC++ lan-
guage. It will be decided only at the configuration time, whether
some aspect has to be static or dynamic, depending purely on the
application requirements and resource availability.

7. CONCLUSIONS

In this paper we have presented our ideas of building application-
specific adaptable middleware by making use of the program fam-
ily concept and dynamic weaving. Adaptability and configurabil-
ity requires a very high level of modularity in the middleware ar-
chitecture. We have shown that the family-based approach to-
gether with AOP can be used to achieve this kind of modularity.
A middleware family is obtained by carrying out a feature-
oriented domain analysis of the middleware domain. The structure
of our family implementation motivates the need for dynamic
weaving where each feature is implemented as a module. The fea-
tures which exhibit crosscutting behaviour are realised as aspects.
Thus, for the weaving and unweaving of features at runtime,
which are implemented as aspects, dynamic weaving needs to be
supported. To reconcile our demand on minimal resource usage
with (inherently expensive) dynamic weaving, we presented the
idea of a configurable dynamic weaver family that makes use of a
priori knowledge about possible system changes. Dynamic weav-
ing is viewed as an optional feature in the feature model of the
middleware. This feature is clearly expensive and so is selected
only when, for certain applications, there is a need for dynamic
adaptation of middleware at runtime. The program family ap-
proach helps extracting an application-specific dynamic weaver
from the available family members.

We are in the process of carrying out the domain engineering of
middleware. Our aim is to develop a generative domain model for
a family of adaptable middleware. Moreover, we are implement-
ing all the features for the family of dynamic weavers. Major parts
of this family have already been implemented. We are also work-
ing on to make AspectC++ as one standard language to define
both static as well as dynamic aspects. We will be performing
some measurements to prove our assumption that resource con-
sumption can be scaled down as per the requirements on dyna-
mism. Thus, even in resource constrained domains, there will be a
possibility to build and afford dynamic weavers which would be
able to support at least some level of dynamic weaving.
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