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ModularizationandHierarchy

Operating-SystemEngineering



HierarchyinSystem-SoftwareDesign

•unfortunatelythereisnouniquemeaningof“hierarchy”insystemsdesign:

–modulehierarchy....................................................4
–functionalhierarchy..................................................7
–useshierarchy......................................................14

•thesekindsofhierarchyarequitedifferentinrepresentationandsemantic

–theywillbeinvestigatedbydiscussingacommoncasestudy............2

•whichkindofhierarchytochoosedependsonwhatneedstobeexpressed
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CaseStudy—AMemory-ManagementSubsystem

•givenisasubsetoffunctionallydedicatedoperating-systembuildingblocks

–thebuildingblocksrepresent“coarse-grainstructured”systemfunctions
1

–thesystemexhibitsthreedifferentthreadsofconcurrency:
∗twoprocesses(oneapplicationthread,onesystemthread)
∗oneinterrupt(clock)

–thetaskistodesignmodule,functional,anduseshierarchyfromtheseparts
–thebuilding-blocksubsetisextendedinthecourseofstepwiserefinement

•nameandintentionofabuildingblockarespecifiedbythedomainlexicon

1
Note,thisisfortheeaseofunderstanding.Goalisnottofullydesignamemory-managementsubsystem—and,

thus,togetlostinalotofdetails—buttodesignasomewhatrealisticsystemstructureforcomparisonpurposes.
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DomainLexicon1.Printing

garbagecollectorsearchesforallocatedbutunusedmemory,reclaimsthecor-
respondingsegmentsandfreesthereclaimedpieces.

memorymanagermaintainsthefreelist,allocatesmemoryuponrequestand
relatestheallocatedsegmentstoprocesses.

resourcemanagerperformsblockingsynchronizationbasedonsemaphores.

processschedulermaintainstherunlistandsuspends,preempts,andschedules
processesuponrequestanddispatchesthemtotheCPU.

clockdriversupportstheimplementationofCPUprotection(i.e.,preemption).
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ModuleHierarchy

•thearrangementdocumentsthecallrelationbetweenthebuildingblocks

–callscodedintheprogramsinvolvedlargelydefinetheglobalstructure
–systemfunctionsaretechnicallyrepresentedby(asetof)procedures

•thehierarchyisbuiltfromprogramming-languagestructuringconcepts

–proceduresandfunctions,i.e.,proceduresfreeofsideeffects
–modulesencapsulatingproceduresand/ordatasets

•theimplementationmayconsistoffunctionsnotrepresentedbytheseconcepts
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ModuleHierarchyCallRelation

applicationgarbage collector

memory manager

clock driverresource manager

process scheduler

•arcs/arrowsshowthecallrelation

–garbagecollectorisscheduled
∗asisapplication

–clockdriverisaninterrupt

•memorymanageriscritical

–overlappedbytwothreads
–securedbyresourcemanager

•resourcemanagerandprocessschedulermustbesecuredagainstinterrupts
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ModuleHierarchyRefinement
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waitsignal

suspendschedule

process scheduler

resource manager

pushf
cli

popf

Thecriticalsectionsof
suspend()andschedule()are

implicitlysecuredbecauseboth
functionsarecalledfromwithin
thealreadysecuredcriticalsec-

tionsofwait()andsignal().
Alsonotethat,inthisscena-

rio,pushfcouldbedeletedand
popfcouldbereplacedbysti.

Anyway,neitherofthesesoluti-
onsisagoodpractice.Why?

•theinterrupt-synchronizationfunctionisimportant,yetnotdocumented

•thedesignmaylackfunctionswhichappeartobepresentintheimplementation
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FunctionalHierarchy

•thearrangementdocumentsthefunctionalrelationbetweenthebuildingblocks

–specifiedisthelogicalrelationship,notthephysical(i.e.,real)one
–amemoryfootprintmayexhibitnostructuringmeasuresatall
–structuresmaybevisibleonlyinthedesigndocumentorsourcecode

•thedesignabstractsfromthefunction’sactualimplementation

–functionsmayberepresentedasprocesses,modules,procedures,ormacros
–fromthefunctions’pointofview,anyrepresentationisasgood[2]
–inthesamedesign,therepresentationsmaybecomeaconfigurationmatter

•theimplementationdoesnotshowafunctionwhichisnotshowninthedesign
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FunctionalHierarchyHabermannetal.[1]

Inafunctionalhierarchywherefunctionsmayactuallybemacros,asequence
offunctionscallsmayresultinasinglemachineinstruction(orpossibly
noneatall)whenthesystemiscompiled.

Itisthesystemdesignwhichishierarchical,notitsimplementation.
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FunctionalHierarchyVirtualMachines

•theconceptistopartitionthesystemdesignintolevels

–withoutimplyinganythingperseabouttheinteractionsbetweenthelevels

•thehierarchicalstructuringisbaseduponfunctions[1]:

ThelevelsL0,L1,...LnareorderedsuchthatfunctionsdefinedinlevelLiarealso

knowntoLi+1(and,atthediscretionofLi+1,toLi+2,etc.).L0correspondstothe

hardwareinstructionsofthetargetmachine.Eachlevel,infact,isregardedasproviding

new“hardware”tothenexthigherlevel.

•eachleveliscomprisedofasetoffunctionswhosenamesarestatitcallyknown
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FunctionalHierarchyLevelsofAbstraction

memory manager

resource manager

clock driver

process scheduler

garbage collector

application

interrupt monitor

1

2

3

4

5

6

•arcsrelateemployedfunctions

–applicationemploysgarbage

collectorindirectly(IPC)

•functionsareassignedtolevels

–providingoperationswith
staticallyknownnames

•functionsare“passedthrough”

–thoseoflevelLiarealso
known/visibleatLi+1
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DomainLexicon2.Printing

interruptmonitor(orclockmonitor)takescareof(clock)interruptsynchro-
nization.Thefunctionatthislevelmaybeimplementedasfollows:

1.hardsynchronizationbybasingonprivilegedCPUinstructionssuchasto
physicallydisable/enableall,oraselectedsubsetof,hardwareinterrupts.

2.softsynchronizationbydistinguishingbetweenunmaskablehardwareinter-
ruptsandmaskablesoftwareinterrupts.Forexample,softwareinterruptscan
bemaskedbyraisingalockvariableanddelayed,forthedurationofthe
criticalsection,byputtingthemonaqueue.

Both,clockdriverand(interrupt)monitorsharetheparticulardesigndecision
onhowsynchronizationatthislevelofabstractiontakesplace.
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FunctionalHierarchyRefinement
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waitsignal

suspendschedule

process scheduler

resource manager

enter();

leave();

inline void enter () {
asm("pushf");

}
asm("cli");

interrupt monitor

inline void leave () {
asm("popf");

}
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FunctionalHierarchyModulevs.Level

Informationmodulesarecomprisedofsomedatastructures(possibly)
andasetoffunctionswhichshareknowledgeofaparticulardesign
decision(reflected,forexample,inthedetailsofthedatastructures).

Alevelisasetoffunctionnameswhichareimplementedviafunctions
inlowerlevels.

Thereexistsnonecessaryrelationshipbetweenthetwoconcepts.Thisnot
onlyallowsthedivisionofasinglelevelintoseveraldistinctmodules,but
inadditionallowsfortheselectivespanningofseverallevelsbyasingle
module!(→p.19)[1]
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UsesHierarchy

•thearrangementdocumentsthefunctionaldependencyofthebuildingblocks

–itspecifiesdependenciesinawayallowingonetoreasonaboutcorrectness

•“uses”means“tobedependentontheavailabilityofacorrectimplementation”

AusesBif

{

B’scorrectexecutionismandatorytofullfilA’stask
thecorrectnessofAdependsonthecorrectnessofB

•thatBisusedbyAisobtainedfromA’simplementationandspecification
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UsesHierarchy“Uses”vs.“Call”

•a(procedure)callmustnotnecessarilybeaninstanceofausesrelation

–e.g.,when(accordingtoA’sspecification)BiscalledconditionallybyA

–AmayexecutecorrectlyalthoughB’simplementationmaybeincorrect

•ausesrelationmaybegivenevenintheabsenceofanexplicitcallrelation

–AusesBimplicitlyif,e.g.,Bhandlesasynchronousprograminterruptions
–AmayexecuteincorrectlyalthoughA’sspecificationlacksanycalltoB

•thatcallsarenotautomaticallyinstancesofusesmustnotbeararecase
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UsesHierarchyAcyclicGraph

•levelL0

–ismadeofprogramswhichdon’tuseanyfurtherprograms

•levelLi,i>0

–ismadeofprogramswhichuseatleastoneprogramoflevelLi−1

–excludestheuseofallprogramsabovelevelLi−1
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UsesHierarchyCriteriaofUses

AusesB(recommended)if...

•AbecomesmoresimplerandelementarythroughtheuseofB

–Bhasbeendesigned(originally)tosupportonlyA

•thestructuralcomplexityofB(whenusedbyA)isnotincreased→p.19
–sincethe(direct/indirect)useofAbyBisexcluded

•thereexistsanothersubsetalreadycontainingBbutnotA

–Bexists,isalreadyusedandwillbere-usedbyA

•thereexistsnoothersubsetalreadycontainingAbutnotB

–otherwise,thespecificationofAtendstobeinconsistent
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UsesHierarchyUsesRelation

application

resource manager

process scheduler

interrupt monitor

memory manager

garbage collector

clock driver

?

1

4

5

6
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•alayeringoffunctionstoreflectdependencyissues:

L4theinterruptmonitormustensuretheintegrity
ofhigher-levelcriticalsections

L3thegarbagecollectormustensuretonever
reclaimallocated“active”memory

L2thememorymanagermustensuretonever
allocate“active”memorytoprocesses

L1theclockdrivermustensuretoneverchange
theprocessorstateofinterruptedprograms

•L6andL2areconflicting,theyuseeachother!
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UsesHierarchySandwiching

•sometimesprogramsmaybenefitfromeachother,causingacyclicusesrelation

–e.g.,resourcemanagerdependsonmemorymanagerandviceversa

•thisusesconflictisresolvedbysplittingoneprogramupintotwoslices

–ifAandBmutuallyuseeachother,e.g.BissplitupintoB1andB2

–additionally,AischangedtouseB2andB1issetuptouseA

–Abecomesthe“spread”ofasandwichwithB1andB2asthe“bread”

•thetechniquemaybeappliedrecursivelyand,thus,“fine-tunes”modularization
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UsesHierarchyMemory-ManagerSlicing

garbage collector

memory manager

resource manager

?

need to sandwich memory manager

garbage collector

memory manager

resource manager

memory monitor

?
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UsesHierarchyGarbage-CollectorSlicing

garbage collector

memory manager

resource manager

memory monitor

?

need to sandwich garbage collector

memory manager

resource manager

memory monitor

garbage monitor

garbage collector
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UsesHierarchyModularization

•sandwichingistypicalformodulesnotbeinglevels,andviceversa

–amodule’sfunctionsshareknowledgeaboutdesigndecisions→p.13

memorymonitor&memorymanager

garbagemonitor&garbagecollector

}

likewisebuildamodule

–themodule’sfunctionsmaybeassignedtodifferentlevels→p.24
∗memorymanagementspanslevelsL2andL7

∗garbagecollectionspanslevelsL3andL8

–severalmodulesmaybeassignedthesamelevelofabstraction→L2,p.10

•sandwichingincreasesthestructuralcomplexityofslicedprograms
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DomainLexicon3.Printing

memorymonitorseparatesthe(non-functional)synchronizationaspectfromthe
(functional)memorymanagementaspectbyadding“synchronizationbrackets”
(i.e.,pairsofwait()/signal()byusingtheresourcemanager)tothe
unsynchronizedmemorymanagerfunctions.

garbagemonitorseparatesthe(non-functional)synchronizationaspectfrom
the(functional)garbagecollectionaspectbydependingonthesynchronization
measuresofthememorymonitortoensureintegrityofthecriticalgarbage

collectorsection(s).
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UsesHierarchyRefinement

resource manager

process scheduler

interrupt monitor

memory manager

garbage collector

clock driver

memory monitor

garbage monitor

application

1
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Operating-SystemEngineering—ModularizationandHierarchy24



Summary

•themodulehierarchyshowsdependencieswithrespecttocalls

–thedesigntendstobeincompleteconcerningthefunctionsprovided

•thefunctionalhierarchyshowsdependencieswithrespecttofunctions

–thedesignabstractsfromanyimplementationdecision
–thedesignspecifiesahierarchyofvirtualmachinesbuildingasystem

•theuseshierarchyshowsdependencieswithrespecttocorrectness

–thedesignabstractsfromthereal(functional)systemstructure
–thedesignspecifiesonhowtoreasonaboutsystemintegrity
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