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Experimentally Evaluating an Automatic Approach
for Generating Safety-Critical Software with Respect

to Transient Errors
Phillipe Cheynet, Bogdan Nicolescu, Raoul Velazco, Maurizio Rebaudengo, Matteo Sonza Reorda, and

Massimo Violante

Abstract—This paper deals with a software modification
strategy allowing on-line detection of transient errors. Being based
on a set of rules for introducing redundancy in the high- level code,
the method can be completely automated, and is therefore par-
ticularly suited for low-cost safety-critical microprocessor-based
applications. Experimental results are presented and discussed,
demonstrating the effectiveness of the approach in terms of fault
detection capabilities.

I. INTRODUCTION

THE INCREASING popularity of low-cost safety-critical
computer-based applications in new areas (such as

automotive, biomedical, telecontrol) requires the availability
of new methods for designing dependable systems. In par-
ticular, in the new areas where computer-based dependable
systems are currently being introduced, the cost (and hence
the design and development time) is often a major concern,
and the adoption of commercial hardware (e.g., based on
commercial off-the-shelf or COTS products) is a common
practice. As a result, for this class of applications software fault
tolerance is an extremely attractive solution, since it allows the
implementation of dependable systems without incurring the
high costs coming from designing custom hardware or using
hardware redundancy. On the other side, relying on software
techniques for obtaining dependability often means accepting
some overhead in terms of increased code size and reduced
performance. However, in many applications, memory and
performance constraints are relatively loose, and the idea of
trading off reliability and speed is often easily acceptable.
Finally, when building a dependable system, designers need
simple and reliable mechanisms for assessing whether the
whole system has the required dependability properties, and
any solution able to provide by construction the desired fault
detection rate is warmly welcome.
Several approaches have been proposed in the past to achieve

fault tolerance (or just safety) by modifying the software, only.
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The proposedmethods canmainly be categorized in two groups:
those proposing the replication of the program execution and the
check of the results (e.g., Recovery Blocks [1] and N-Version
Programming [2]) and those based on introducing some control
code into the program (e.g., Algorithm Based Fault Tolerance
(ABFT) [3], Assertions [4], Code Flow Checking [5]). None of
the mentioned approaches is at the same time general (in the
sense that it can be used for any application, no matter the algo-
rithm it implements) and automatic (in the sense that it does not
rely on the programmer skill for its effective implementation).
Therefore, none of the above methods is suitable for the im-
plementation of low-cost safety-critical micro-processor-based
systems.
To face the gap between the available methods and the in-

dustry requirements, we propose a new approach which is based
on introducing data and code redundancy according to a set of
transformations performed on high-level code for detecting er-
rors affecting both data and code. The first idea implemented
by the proposed transformation rules is that any variable used by
the programmust be duplicated and the consistency between the
two copies must be verified after any read operation on the vari-
able. In this way, any fault affecting the storage elements con-
taining the program data is detected. The second idea is that any
operation performed by the programmust be repeated twice and
the results of the two executions must be verified for coherency.
In this way any fault affecting the storage elements containing
the code or the processor executing the program is detected. Fi-
nally, some rules are proposed to verify that the execution flow
is the expected one. The main novelty of this strategy lies in the
fact that is based on a set of simple transformation rules, so their
implementation on any high-level code can be completely auto-
mated. This frees the programmer from the burden of guaran-
teeing the application robustness against errors and drastically
reduces the costs for its implementation.
The approach presented in this paper is intended to face the

consequences of errors originating from transient faults, in par-
ticular those caused by charged particles hitting the circuit [6].
This kind of fault is increasingly likely to occur in any integrated
device due to the continuous improvements in the VLSI tech-
nology, which reduces the size of the capacitance storing infor-
mation and increases the operating frequency of circuits. The
result is a significant increase in the chance that particles hitting
the circuit can introduce a misbehavior.
Notice that in this paper we do not consider the issue of elim-

inating software bugs. We assume that the code is correct, and

0018–9499/00$10.00 © 2000 IEEE
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SUMMARY & CONCLUSIONS 
 

One of the recent approaches for developing safety 
critical applications is Software Implemented Hardware Fault 
Detection (SIHFD). This fault detection technique provides 
low-cost solutions to enhance the reliability of computer-based 
systems without modifying the hardware.  In our previous 
work [12] we proposed a SIHFD technique (called YACCA) 
for on-line detection of processor control-flow errors.  This 
technique is applicable to programs coded with high-level 
programming languages and it is based on the analysis of the 
Control Flow Graph of the program. Experimental results 
showed that the YACCA approach is far more effective than 
the other state-of-the-art techniques in terms of fault detection 
capability, at the cost of a limited increase in memory 
requirements and in performance overhead. Although 
effective, a limited percentage of control-flow errors were still 
not detected by the YACCA technique. In this work we 
performed an in depth analysis to identify the reasons of 
escaping errors. We proposed some rules which, being applied 
on high-level descriptions of the program, allow overcoming 
detected problems and further increasing error coverage.  
Experiments showed the effectiveness of the proposed 
approach. 

 
1.  INTRODUCTION 

 
Safety-critical systems need to be equipped with fault 

detection mechanisms. Some type of faults such as transient 
faults or intermittent faults cannot be detected off-line; 
moreover, off-line error detection mechanisms are not able to 
react in short time to the fault appearance, which can lead to 
dramatic consequences. For this reason safety critical 
applications need to be equipped with on-line fault detection 
mechanisms. On-line fault detection implemented through 
hardware redundancy is a viable solution in many different 
applications, but it is not feasible for those where cost is a 
critical issue. The need for exploiting the high computing 
performance of state-of-the-art processors, coupled with cost 
containment, provides a strong motivation for investigating 
feasible alternatives to traditional solutions. One of the 
approaches to develop safety critical applications is the 
Software Implemented Hardware Fault Detection (SIHFD) 

approach. The technique provides low-cost solutions to 
enhance the reliability of computer-based systems with respect 
to faults affecting the hardware without modifying the 
hardware. 

In this work we considered faults affecting the program 
control flow. Control-flow checking is usually performed 
through signature monitoring. It is possible to distinguish two 
large classes among signature-monitoring techniques [1]: 
autonomous signature monitoring, where the pre-computed 
signature is stored in a dedicated memory, and embedded 
signature monitoring, where the signature is embedded into 
the program. 

Different works are dedicated to the first approach: [2] [3] 
[4] [5]. The main advantage of this approach is that it 
guarantees no performance reduction.  However, this approach 
needs an additional hardware or the modification of the 
existing hardware. This disadvantage is overcome in the 
embedded signature monitoring approach. Here the signature 
is embedded into the program under control.  Several works 
were dedicated to this approach [1] [6] [7] [8] [9]. These 
approaches are based on low-level descriptions of the 
programs to be hardened and signatures are embedded into 
program at compile time. The proposed techniques require 
special compilers to introduce the signature into program 
code. In order to develop a general and portable platform, 
some recent approaches are based on high-level program 
descriptions [10] [11]. 

In this work we bring forward researches started in [12], 
where we proposed a software-based control-flow checking 
approach applicable to a high-level description of the 
application. The proposed approach (named YACCA) exploits 
the information available in the Control-Flow Graph (CFG) to 
embed in the program suitable instructions of two types (set 
and test instructions) that during program execution check for 
each basic block if the block is reached from a legal one 
(according to the CFG), and possibly signal that a control-flow 
error is detected.  The novelty of the proposed method with 
respect to those proposed in [10] [11] is the adopted technique 
for signature generation and control check. 

Experiments reported in [12] showed the effectiveness of 
the approach with respect to state-of-the-art techniques in 
terms of fault coverage, memory and performance overheads.   

Although effective, a limited percentage of control-flow 
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Control-Flow Checking by Software Signatures
Nahmsuk Oh, Member, IEEE, Philip P. Shirvani, Member, IEEE, and Edward J. McCluskey, Life Fellow, IEEE

Abstract—This paper presents a new signature monitoring tech-
nique, CFCSS (Control Flow Checking by Software Signatures);
CFCSS is a pure software method that checks the control flow of a
program using assigned signatures. An algorithm assigns a unique
signature to each node in the program graph and adds instruc-
tions for error detection. Signatures are embedded in the program
during compilation time using the constant field of the instructions
and compared with run-time signatures when the program is exe-
cuted. Another algorithm reduces the code size and execution time
overhead caused by checking instructions in CFCSS.
A “branching fault injection experiment” was performed with

benchmark programs.Without CFCSS, an average of 33.7%of the
injected branching faults produced undetected incorrect outputs;
however, with CFCSS, only 3.1% of branching faults produced un-
detected incorrect outputs. Thus it is possible to increase error de-
tection coverage for control flow errors by an order of magnitude
using CFCSS.
The distinctive advantage of CFCSS over previous signature

monitoring techniques is that CFCSS is a pure software method,
i.e., it needs no dedicated hardware such as a watchdog processor
for control flow checking. A watchdog task in multitasking
environment also needs no extra hardware, but the advantage of
CFCSS over a watchdog task is that CFCSS can be used even
when the operating system does not support multitasking.

Index Terms—Assigned signatures, control flow checking, fault
injection experiments, signature monitoring, software error detec-
tion.

ACRONYMS1

ARGOS Advanced Research and Global Observation Satel-
lite

CF control flow
CFCSS CF checking by software signatures
CPU central processing unit
GSR global signature-registers
SIC structural integrity checking.

NOTATION

: set of vertices denoting basic
blocks
set of edges denoting possible CF between basic
blocks
program graph
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1The singular and plural of an acronym are always spelled the same.

signature of
signature difference in
run-time signature
value of in
run-time adjusting signature

br a branch from to
suc set of successors of
pred set of predecessors of .

TERMINOLOGY

• Basic Block: A maximal set of ordered instructions in
which its execution begins from the first instruction and
terminates at the last instruction. There is no branching in-
struction in a basic block except possibly for the last one.
A basic block terminates at either an instruction branching
to another basic block or an instruction receiving transfer
of CF from two or more places in the program [3].

• Program Graph: From the definitions of and , a pro-
gram can be represented by a program-graph, . The br
are not necessarily explicit branch instructions; they also
represent fall-through execution paths, jumps, subroutine
calls, and returns. Fig. 1 is an example.

• Illegal: is in the suc if and only if br is included
in . Similarly, is in pred if and only if br is
included in . If a program is represented by its

, then br (during the execution of ) is illegal if
br is not included in [3]. This illegal branch indicates
a CF error, which can be caused by transient or permanent
faults in hardware such as the program counter, address
circuits, or memory system [1].

• Branch-Fan-in Node, Branch Insertion, Branch Deletion:
If a node receives more than 2 transfers of CF it is a
branch-fan-in node, i.e., the number of nodes in pred
. A branch-insertion occurs when one of the instructions
in the node is changed to a branch-instruction as the result
of an error. A branch-deletion occurs when an error causes
the branch-instruction of a node to change to a nonbranch
instruction. As a result, the node without the branch-in-
struction merges with the node that is adjacent to it in the
memory address space.

• Xor-Difference of and : the result of performing the
bitwise XOR operation of and , i.e., xor-difference

, where and are binary numbers.

I. INTRODUCTION

TRANSIENT or permanent faults introduced in a computer
system during runtime can cause an incorrect sequence of

instruction–execution in the program, and can cause CF errors.
If the system does not perform some run-time checking, the er-
roneous output might not be detected and serious damage could

0018–9529/02$17.00 © 2002 IEEE
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