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Statische Stackbedarfsanalyse Vorgehensweise

/* Objective function */
max: +16 md5_orig_init +64 md5_update \
+64 md5_final +16 md5_memset \
+208 md5_transform +16 md5_encode ...;

/* Constraints x/
+main = 1;
+md5_init +md5_main <= +main;

s 1 o | s 0 Gttt | [ s ¢ oot

® Beispiel: md5-Summe!
m  \Vorgehen

. Callgraph bestimmen
. Stackbedarf einzelner Funktionen (gcc -fstack-usage)

ILP? aufstellen (Nebenbedingungen aus 1., Kosten aus 2. verwenden)
ILP z.B. mittels 1p_solve ~» maximaler Stackbedarf

oo

"https://github.com/tacle/tacle-bench/
O 2Integer Linear Program (dt. ganzzahliges lineares Programm)
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Optimierungsziel

Jeder Stapelrahmen einer Funktion f hat eine GréBe size

Jede Funktion kann auf einem Pfad ein- oder mehrfach (Rekursion),
insgesamt n-fach auf dem Stapel vorkommen

Gesucht: Fluss durch den Aufrufgraphen, welcher Stapelbedarf maximiert
Dabei missen Flussbedingungen eingehalten werden

= Aufruferbeziehung

m Alternativen

Optimierungsziel

max Z sizes - ny
Funktion f

In 1p_solve -Syntax:
max : +64 n_f1 +48 n_f2 +42 n_f3;
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Flussbedingung: Initialer Aufruf

Semantik

Der initiale Aufruf erfolgt maximal (wahlweise auch
genau) ein mal

Formalisierung

Mnain <1

1p_solve -Syntax

n_main <= 1;
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Flussbedingung: Mehrere Vorganger

Semantik

Jede Funktion kann nur so oft ausgefiihrt werden,
wie sie von den Vorgangern aus aufgerufen wird

Formalisierung

Sei f,_,, die Anzahl der Aufrufe von b durch a:

Ncaliee < E f p—callee

p<Aufrufer(callee)

lp_solve -Syntax

n_caller <= + f_f_callee + f_g_callee + f_h_callee ;
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Flussbedingung: Immer nur ein Nachfolger pro Funktion

Semantik

Jede Funktionsinkarnation ruft gleichzeitig jeweils
maximal eine weitere Funktion auf
Formalisierung

Sei f,_,, die Anzahl der Aufrufe von b durch a:

<n

fcaller—>c caller

ceAufgerufene(caller)

1p_solve -Syntax

+ f_caller_f + f_caller_g + f_caller_h <= n_caller ;
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Flussbedingung: Rekursion

Semantik

Rekursive Funktionen kdnnen pro Aufruf von auBBen
bis zu ihrer maximalen Rekursionstiefe (d) oft
ausgefiihrt werden.

Formalisierung
frec < drec -1 fin
nrec S fin + frec re
1p_solve -Syntax

f_rec <= +42 f_in;
n_rec <= f_in + f_rec;
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Beispiel

m Problemformulierung in Ipsolve:
max: +40 n_main +20 n_f +60 n_g;

main: 40 bytes

n_main <= 1;

+f_main_f +f_main_g <= n_main;
n_f <= +f_main_f;

+f_f_g <= n_f;

n_g <= +f_f_g +f_main_g;

g: 60 bytes
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Beispiel

m Problemformulierung in Ipsolve:
max: +40 n_main +20 n_f +60 n_g;

n_main <= 1;

+f_main_f +f_main_g <= n_main;
n_f <= +f_main_f;

+f_f_g <= n_f;

n_g <= +f_f_g +f_main_g;

m Ausgabe von lp_solve :
Value of objective function: 120.00000000

Actual values of the variables:
n_main

n_f

n_g

f_main_f

f_main_g

f_f_g

. Y SN

main: 40 bytes

g: 60 bytes
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LP-Solve Fallstricke: Infeasible model

$ 1lp_solve infeasible.lp
This problem is infeasible

Infeasible Models
Logischer Widerspruch in Nebenbedingungen

Leider bietet 1p_solve selbst direkt keine Hilfestellung zur Lokalisation.
Die Entwickler empfehlen das Einfiihren von “slack’-Variablen:3

max: X + y; max: x +y X: 20
x + 1 <= x; -1000 e_1 y: 20
y >y + 1; -1000 e_2; e_1: 1
X <= 20; x +1 - e_1 <= x; e_2: 1
y <= 20; y+te2>y+1;

X <= 20;

y <= 20;

O Shttp://1psolve.sourceforge.net/5.5/Infeasible.htm
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LP-Solve Fallstricke: Unbounded model

$ lp_solve unbounded.lp
This problem is unbounded

Unbounded Models

Eine oder mehrere der Variablen sind nach oben unbeschrankt

Durch kinstliche Beschrankung aller Variablen im System (auf einen sehr
groBen Wert) lassen sich unbeschrankte Variablen detektieren:

max: X +y + z; max: X +y + z; x: 5000
z <=y + 1; z <=y +1; y: 20
y <= 20; y <= 20; z: 21

x <= 5000;

y <= 5000;

z <= 5000;
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LP-Solve Fallstricke: Syntax

m 1p_solve istauf die Losung linearer Gleichungssysteme ausgelegt
B Esist dementsprechend nicht méglich, zwei Variablen zu multiplizieren

m a * b = Syntaxfehler
m max: a b= optimierta+b

m Losung in VEZS fir Konstanten (StapelrahmengréBen): C-Praprozessor:

#define s_main 40
#tdefine s_f 20
#define s_g 60

max: +s_main n_main +s_f n_f +s_g n_g;

~ stackusage / lp_solvepp
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Statische Stackbedarfsanalyse

m Statische Code-Analyse mit a® Tool-Suite

1. aiT: WCET-Analyse
2. Stack-Analyzer: Stackbedarf
3. ...

m Installiert im CIP-Pool
B /proj/idezs/tools/a3_x86/bin/a3x86
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a® Analyzer — Lizenzserver

Project Views Help
2 ] overview @ ‘oWelcome 3 ¢ €
e
Recent projects
Gi AbsInt Select AbsInt cense Manager
§ License | Host  Port
13 < i4alm.informatik.uni-erlangen.de (10.188.40.11) 42424
= Host ID
< License| o
& License| tion)
s B2y
i License] ler support
7 eneas absint.com
ans (online)
<
| g ~ pinthe
E Host: [i4aim.cs.fau.de| Port: | 42424 B
5 S — ——
E User: | Password: |
(i) g ; X cancel -
ail client
yseer PR
Xclose |
< (Fitter ~ | AFindinproject A Memory usage &
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a® Analyzer — Lizenzserver

Project Views Help

®00O®

< [ricer -

AFind in project A Memory usage

2 ] overview @ ‘o Welcome
e
G Recent projects e T O] ense Manager
§ License | Host  Port
2 v i4alm.informatik.uni-erlangen.de (10.188.40.11) 42424
] Host ID:
< License| o
fto License| tion)
N Expiry
i License| kr support
g absint.com
7 Marage ans (online)
£ A b intne
: ST
2 User: Password: |
& =
= Zugangsdaten ail client
Benutzer/Passwort wie bei RU-Helpdesk xciose
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a® Analyzer — Neues Projekt Anlegen

O views Help
B New
L4 Open... X
°
I Save project
A Save as project...
[ Save as workspace...
Import project
= Compare projects...
®
®
®
®
/* Preferences...

E3 Quit

Ctrl+N
Ctrl+0

ts

Ctrl+,
Ctri+Q

i

(i}

®00®

< [riter

~| A Find in project

ly opened projects
amples Safety manual

"o Welcome

AbsInt Advanced Analyzer for X86

Documentation

project Release notes (online)

» User manual

TargetLink toolbox manual

A Memory usage

Customer support
support@absint.com
Other means (online)
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a® Analyzer — Executable Angeben

Project Views _Help
¢ fles 3 ¢ €
§ £ reporting

G @ rordvare Input | output

s Decoding Executables: @
il stack & vaiue analysis =

.
% (" Timing analysis I+
< [ source files =

@' gy contigurations

O supor
&

5 4

‘é I MAP file: | =

2 “| as fite: | £
®

®

C)

@®

Project:
Temporary directory: /tmp/a3xB6-pRadXa
< [Fier ~| AFindinproject A Memory usage &
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a® Analyzer — Hardware Auswahlen

Project Hardware Views _Help
g i s Brooware 3 2
§ £ neporting
6 p—
gy Decoding General
§ Jl stack & value analysis
2 |G Timing analysis cpy
< Source files Variant: | 64-bit (Long mode) ~ |
@' gy contigurations
O suppon Registers
H Register contents at start of analysis
/ Rsp:
=] FS.base hex
5
E GS.base: hex
£ Stack area:
®
©
@
4 [fiter <] AFndinproject & Memory usage ]
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a® Analyzer — Stack-Analyse Selektieren

@ information | N\ Setup | = Analyses ‘ D Home

[CISICIS

4

Project Views Help

=

feo

You can also use the Symbols or DWARF view to create multiple analyses of the same type by selecting the analysis entries and using the Create analyses action

from the toalbar or context men
StackAnalyzer
“ Stack usage analysis

201 ValueAnalyzer
Q‘/ Program value analysis

LS

ResultCombinator
‘E Combination of results according to formula

;== Control-Flow Visualizer
: g Visualization of control-flow graph

Fiter ~| AFindinproject A Memory usage
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a® Analyzer — Stack-Analyse Starten

Project Analysis Views _Help
g 0 create [T e} M steckanalyzer 5 2 €
£
G ID: Stackanalyzer |
= Comment:
§ Result:  na
H Settings | output
fe
Configuration: | Default Configuration >

s Dependencies: None @
; Analysis start: [run .

L AIS file: | | 4
5 ‘| Expected resu: | )
E Enable ValueAnalyzer features
E
(W[Start ail cnabled anaiyses)
< [fieer | AMessages A Findinproject A Memory usage &
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a® Analyzer — Analyseoutput

project_Analysis Viewstelp
Create

s s
& saoss ooon

BN & e (B

@O0

@ e [ Y

0. Stackanalyzer ]

Msacanazer 3 ¢ @

Comment ]

Resut:  System: 96 bytes

setnos | outut |

Configurotion: [Defaut Coniguration =
Dependencie: Nore 2

avolysis st 1un P4

wsme |

Expected resu: |

) Enable ValueAnalyzerfeatures

= Erors warnings ana o

bwstion 4 @ &

ntrol-Flow & tack Anaiysis
Reading binary stackiest

Using decoder fr 'xB6_64' and compller ‘GCC.
Recursion 0x1125 ' found, recursion memb

ol ansyer st e, PR p——

Loop anaiysis found 0 loop bounds.

The analyzer optmized the stack graph of ntry ‘un from /5 to 22 nodes ¢ calls (non-optimizabl routines: 2.

“The analyzer optimized the stack graph of entry un' 1fom 55 (o 4/2 nodes* calls (non-opUmizable routnes: 2.
Maximum global stack height: 36

memary

Reporting
> Creating HTML report
. Finished on ,

warnings

4 [riner. | [#Messages A Findin project 4 Memory usage

Overalanaysis time: <13
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a® Analyzer — Analyseoutput

project_Analysis Viewstelp

i s
& saoss ooon

[ @ iromaton | N, sen | & e | D rome

@O0

Q|

Msacanazer 3 ¢ @

0. Stackanalyzer

Comment

Resut:  System: 96 bytes

[seuuros | ot |

Coniguration: Defaut Configuraton
Dependencie: Nore

anopysi s run

wsme |

Loopanlyss foun oo
5 t0 22

tack oraph.

Maximum global stack heg

memary

2% Crevamg e raport

: C:,.A.W‘f.‘..‘s.‘;(m;“‘::,m.z e pe——— Warnung zu ELF ignorieren

e anazer otiized the sac oaph o ny 1 m 55 o 41 nses * s (ron apumzale ounes: 1.
v 96

. Finished on , warnings

4 [riner. | [#Messages A Findin project 4 Memory usage

Overalanaysis time: <13
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a® Analyzer — Callgraph

:
Ll
i

| @ tomason | Nosew | T

@O0

sroject
o o

s s
& saoss ooon

By

[Pre——r.}

0. Stackanalyzer

Comment
Resut:  System: 96 bytes

[seuuros | ot |

Configuratin: [Default Configuration -
Dependencies: None *
anaysisstotrun P4
s ( e 4
Expected resul: |

7] Enable ValuaAnayzer festures

= o vomnge maelotiog 4 4 & o

"~ Control-Flow & stack Anaiysis
Reading binary stackiest

10 > Fecursion 01125 W found, recursion mern

Lo s o b

> Creating HTML report
. Finished on 2020.06-15 at 17:10:14 after,

4 [riner. | (¥ Messages A Findin project 4 Memory usage|

s s o 13660 ond compler 6

Ve syt st Jethe .o neo=2,norml ek

= Show in dsassembly
Showin fle

Show il alded messages of ths type
Show al folded messages.
Reset stae of al folded messages
xcieoral
Expand recursively
Collapse recursvely
Expand il

Colapse al

Overalanaysis time: <13
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a® Analyzer — Annotationstemplate kopieren

Froject_Analysis_ Graph Views _help
10) create D e | Y
Ml Stsckanatyzer

s

D o

§

Nesew | F

© wwomion

ros, warnings and ifo

Lrstiop 4 @ &

[ @ | recursion: | <none> ~

Bxusive | O

Maximum Stack Usage for Entry 'run’: 96

Toggle fold
Show address in disassembly
 Find adres in DWARF

Show source

Copy AIS annotation
& Show message
1 Creste analyses.

@ Show analysis staistcs (context

Stackanalyzer - StackAnalyzer
7 Control-Flow & Stack Analysis
> Reading binary ‘stacktest
103

9: ELF file Is not an executable, but shared object fle.

I unfois
<1 Unfol recursively
1 Unfod rutines o basic-block evel

i Using decoder fo 'xB6_64' nd compler ‘GCC
© > Recursion 01125 ¥ found, recursion membs

Loop analysis found 0 ioop bounds.

Maximum global stack height: 36

¥ Votusanayaer stascs max ongth2 dfaut o2, ormal moder

Th anaiyzer ptimized the stack graph o enry run'fom 5/5 to 272 nodes  cals(non-optimizabl

“The analyzer optimized the tack graph of entry un' f1om 55 to 14 nodes * calls (non opumiza

20 Scaleto it selection

Select area around nodes

R memory
23 Gremting . report
Finished o

®

[C]

©

®

< [fer <] (¥ Messages | A Findinprject & Memory ussge

o
ey
o

EnT

®
sninee
ey

ansc
c

T

ansshinea

Not snalyzed

 Analysis graph

Overall analysi time: <15 &
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a® Analyzer — Stack-Analyse Starten

soect_anaysis Views i

g S create & | Y M steckanalyzer 5 2 €

H

G ID: Stackanalyzer |

= Comment:

Resut

b3 Settings | Output.

fo

% Dependencies: None 4

; Analysis start: [run 4
Al file: | £

53 | Expected result: .

i e ee. = . @1 S-Datel fr benutzerdefinierte Annotationen

i

)

(Fsrtaienabiessmpees]

@

4 [Firer ~ | A Messages A Findin project A Memory usage W
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a® Analyzer — Annotationstemplate kopieren

?m o Nt [ Q| necurson [<none> v e | @ Caayssonn 3 2 Q
G

e Maximum Stack Usage for Entry 'run': 96

5

/51 [ 1832

g !

; | e 18321

o

- Ais-Notationen

©

8 = Auch als C-Kommentar verwendbar

G m // ai: routine "h" recursion bound : @ .. 42; F——
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a® Analyzer — Kommentar-Parsing Aktivieren

Project Views Help
i Files

s / reporting

G B Heroware
B Decoding
Jll stack & value analysis
& Timing analysis
Source files

T Analyses

Configurations

O support

N\ setup

@ information

[CIGICIS

< [ritter

i Decoding

Annotations
Use legacy AlS annotations

| Extract annotations from executables

| Extract annotations from source files.

AIS source code annotation prefix: | o // ai: loop here bound: ..

Decoding
Use only safe patterns
Always read program headers
v/ Enable value-iterative decoding
v/ Enable trace-terative decoding

v/ Use automatic annotations for call graph creation and disassembly

DWARF Debug Information

| Extract debug information
Extract volatile memory regions

Extract constant memory regions

A Find in project A Memory usage Overall analysis time: <15 (v
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Aufgabenstellung

Existierende Implementierung: Array-Datenstruktur
Vorgegebene Funktionen: Sortieren, Maximumssuche, ...

Aufgaben
1. Dynamische Analyse
1.1 Thread erstellen
1.2 Stack initialisieren
1.3 Programm (mit Eingabedaten) ausfihren
1.4 Stackverbrauch messen
2. Statische Analyse
2.1 ILP aus Aufrufgraph aufstellen
2.2 Mittels lp_solve losen
2.3 Analyse mittels a® Stack-Analyzer
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