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Soft errors are an urging problem in the domain = — 5 . B ep Ux Zownstream Anayses e T
of safety-critical embedded systems. For decades, 1 L C o Fault-Injection Methodology
control-flow checking schemes have been inves- L / : g l Based on the Fl framework Eail*. a simulator-
tigated and improved to mitigate soft-error effects "2 ‘ based approach that performs a full scan of all
for control-flow faults and are strongly recom- | relevant registers, memory locations and values
mended by current industrial standards. Lea (i.e., fault space) at ISA level.

State-of-the-Art: Relative Failure Counts
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n uat it Rosidual Eail e Failure rates are unsuitable to compare fault-tolerance variants. Fault
eevaluation with Residual Failure Rates probabilities are always expressed in relation to both space and time. As
Results match literature and apparently demonstrate the effective- all CFC techniques induce overhead their fault space increases. The
ness of software-based CFC on faults not caught by OS and hardware. failure count is an alternative, which respects the changed fault space.

An Underestimated Threat: Data Faults Bottom Line

i : CFC Schemes are Mostly Ineffective or Even Dangerous
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o S We disclosed various latent deficiencies of both the residual failure
g oomomor = rate metric as well as software-implemented CFC, which potentially
o | compromise their general use when used without further measures.
;4'55 20000000 — m#c; sii:Fau/t() y 0 50 100 150 200 250 300 350 400 450 500 550 600
oy 2 7 CRaTE: o] (o _ _ I O B N Y M
R . 5 c Micro-Effect Analysis A - Failures at 5000 injections
o I; 4862375 Original Unaligned Plaini
4000000 — - G+ Gads Instructions _ instructions terblock _ 3.16 x
0 - — ici :TTUM - Zé ? dom:cover:loop
o&e,c\?/b e}"\O& e}.\ooQ &po“e} &‘\o"Q ((\‘é@\ (5((?6 (F&Q 4&,@ — m add dword [ebp ;ngg]gé §§ Fmov bl, 0x90 _ 232%
\Y\Q( Q\’bé\(\& 60@'90 Y 50&9@ ¥ NLVCJ - éé add eax, 0x7bf38300 e _ o
General Fault Injection Reveals True CFC Efficiency s omnal (I, ..
Also considering data faults, CFC dangerously fails the reality check sl oes I
with the reliability decreased in virtually all test scenarios: the reason ' = weevar T
. . . . jne cfc_handler of jne cfc_handler
being the overhead induced, which substantially enlarges the fault [ o | wer D
space especially for the typically neglected data faults. B v R ———
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